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This research investigates the effective implementation of AES encryption techniques,
combined with Generative Al, to ensure secure communication on personal social
media platforms. The research aims to propose strategies for improving encryption
implementation, enhancing usability for easy adoption, and exploring the potential for
increased profitability while maintaining security. The research methodology includes a
mixed mode to collect data on encryption practices, challenges, and perceptions in
social media platforms. The research concludes that the findings will offer valuable
insights into the effectiveness, usability, and potential impact of AES encryption
techniques, powered by Generative Al, on secure communication while assessing the
potential economic benefits and growth of enhanced encryption implementation. The
results of this research will contribute to developing robust encryption strategies, user-
centered design principles, and cost-effective encryption solutions, ultimately
strengthening the security of user communications on personal social media platforms
to mitigate cybercrime.

1. Introduction

A crucial step in ensuring data confidentiality and secure transmission is encryption. AES, a
popular symmetric encryption algorithm, is essential for protecting sensitive data. The adoption of
AES encryption by major technology companies like Google, Microsoft, and Amazon reflects the rising
demand for effective encryption solutions [1]. Using AES encryption can improve operations,
branding, and financial performance. It fosters secure communication, increases organizational
efficiency, and safeguards sensitive data. AES encryption establishes credibility and trust by
demonstrating a dedication to customer privacy and data security [2]. Companies need to be aware
of the advantages and restrictions of AES encryption. Organizations should address the evolving
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cybersecurity risks, encryption vulnerabilities, and potential abuse by malicious actors while
improving data security and regulatory compliance [3].

Keeping up with encryption developments, investing in reliable encryption software, and
implementing extensive security measures are crucial for reducing potential threats [4].
Organizations can navigate the digital landscape, safeguard their data, and improve their security by
embracing encryption and addressing related threats [5]. The literature highlights the use of AES
encryption for secure communication, user satisfaction, and organizational profitability, emphasizing
the importance of encryption across a variety of domains [6].

Encryption has long been a fundamental aspect of safeguarding data, however, the integration
of cutting-edge advancements such as Generative Artificial Intelligence (Al) presents intriguing
prospects for enhancing encryption methodologies in the foreseeable future. Generative artificial
intelligence (Al), a prominent subfield within the broader domain of artificial intelligence, enables the
production of new data that closely resembles existing datasets employed in the training process. By
leveraging the capabilities of Generative Al in the field of encryption, the possibility of advancing the
development of increasingly complex and efficient encryption algorithms emerges, consequently
enhancing the overall security of personal social media platforms [33-35]. The inclusion of education
on encryption in user awareness programs can also empower individuals to better understand and
utilize encryption features, further strengthening the security and privacy of their communications
on social media platforms.

1.1 Background Studies

End-to-end encryption is used by messaging apps like WhatsApp, Signal, and Telegram to protect
user data, enhancing security and privacy [6]. Although social media platforms use encryption to
protect private communications, there are possible flaws that could jeopardize data security. Even
with message content encryption, metadata like communication information and duration still pose
privacy risks [7]. Partnerships between technology companies and government surveillance
programs raise concerns about privacy and security. Concerns about user privacy and the integrity of
the encryption system are raised by government pressure on technology companies to build
backdoors into encryption systems for law enforcement purposes [8].

1.2 Problem Statement

This research investigates the importance of network security and the risks associated with user
data on social media platforms. Given the widespread usage and potential risks, it is crucial to address
new threats and implement robust security controls to safeguard user data and privacy [8]. The
importance of this research lies in the need to protect user data and privacy on social media
platforms. The risks include privacy breaches, social engineering attacks, data breaches, and other
vulnerabilities. By understanding these threats and exploring creative security solutions, social media
platforms can ensure a safer user environment. While end-to-end encryption has been implemented,
there are still issues with key management, law enforcement backdoors, and platform dependability
that limit social media security [9]. Cryptography plays a crucial role in boosting the security of social
media platforms and overcoming these constraints.

Efficient key generation, distribution, and storage mechanisms are required to protect the keys
and reduce the risk of unauthorized access. User-controlled key management systems can increase
trust and security [11]. Current encryption solutions in social media platforms face challenges related
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to the protection of metadata, confidence in key management, implementation flaws, and security
usability [10].

The disregard for metadata in encryption can expose potential weaknesses in security.
Centralized key management may raise trust and privacy concerns for users. Protocol
implementation errors and complicated encryption procedures can negatively impact user adoption
and usability [12].

To address the limitations, social media platforms should focus on improving metadata
protection, implementing user-controlled key management systems, and addressing protocol
implementation errors. Efficient encryption techniques and user-friendly encryption procedures can
enhance security and user adoption.

1.3 Research Objectives

RO1: To propose strategies to improve the implementation of encryption techniques in personal
social media platforms.

RO2: To investigate ways to enhance the user experience of encryption techniques, the focus is
on identifying user-centered techniques that can simplify the encryption process in personal social
media platforms.

RO3: To propose encryption to reduce operational costs in personal social media platforms.

The security and privacy of user communications on social media platforms are crucially ensured
by encryption, which turns sensitive information into a coded format that can only be decoded with
the right decryption key. The incorporation of strong encryption techniques in these platforms offers
several important benefits.

Encryption, in the first place, vastly improves communication security by shielding user data from
unauthorized access and interception. This is especially important for personal social media
platforms where users share sensitive information and have private conversations. Robust
encryption methods guarantee the privacy and security of user communications while preventing
security lapses.

The usability of encryption implementation is improved second. Although security is crucial, user
experience shouldn't be sacrificed. Platforms can make encryption simple and practical for users by
streamlining encryption procedures and incorporating user-friendly features. Lowering adoption
barriers encourages more users to use encryption to protect their communications. User-friendly
encryption implementation enhances user satisfaction, engagement, and long-term platform
retention.

Finally, cost-effectiveness is a crucial factor for personal social media platforms. Although
implementing encryption might require upfront costs like infrastructure upgrades and staff training,
it has long-term advantages. Effective encryption techniques can reduce the financial risks, legal
repercussions, and reputational harm brought on by data breaches. Platforms can save money by
avoiding expensive data breach incidents and their consequences. Prioritizing encryption also helps
platforms avoid fines and penalties by aligning with regulatory compliance requirements.

1.4 Research Hypothesis
RH1: By implementing encryption techniques in personal social media platforms, the security of
user communications can be improved.

RH2: By implementing user-friendly simplified encryption techniques in personal social media
platforms, users would find it easier to adopt and utilize encryption.
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RH3: By implementing encryption techniques in personal social media platforms, the overall
profitability can be increased through cost reduction while maintaining an elevated level of security.

This research study delves into the complex world of implementing encryption techniques within
social media platforms to improve security, usability, and profitability. Three carefully crafted
hypotheses targeting a different aspect of the research objectives are presented in the research
framework. The focus of Hypothesis 1 is on the enhancement of security through encryption.
Encryption plays a crucial role in bolstering the protection of user data and communications in today's
constantly changing digital environment, where privacy breaches and data theft pose a serious
threat. Personal social media platforms can erect substantial barriers against unauthorized access by
deftly implementing robust encryption techniques, guaranteeing the sanctity of user information,
and maintaining its confidentiality and integrity.

Hypothesis 2, in turn, pivots towards user-friendly design principles, seeking to streamline the
adoption of encryption. The success of any security measure hinges on the extent of user acceptance
and adoption. Encryption techniques that embody simplicity, ease of comprehension, and seamless
integration into the platform's interface are poised to garner wider acceptance among users. By
prioritizing user-centric design principles, personal social media platforms can galvanize the
widespread adoption of encryption, thus bolstering security measures and shielding user privacy.

The third and final hypothesis, which forms the basis of the research framework, sets out to
investigate cost optimization while maintaining the effectiveness of security measures. There are
always expenses associated with implementing encryption techniques, from infrastructure upgrades
to software development and maintenance. Nevertheless, personal social media platforms can
balance security and cost-effectiveness by carefully choosing cost-effective encryption solutions and
optimizing resource allocation. This hypothesis looks for methods and tools that reduce costs while
maintaining the system's integrity and the encryption paradigm's effectiveness.

Figure 1 shows the research framework's visual representation captures the complex interactions
between the three hypotheses and their symbiotic relationship with the overarching research
objectives. It offers a comprehensive analysis of the complex dance of user interactions within the
system, with hypotheses 1, 2, and 3 acting as guiding lights to improve the safety, usability, and
financial success of social media platforms.

This study significantly advances knowledge about using encryption in personal social media
platforms by carefully examining and dissecting the connections between these hypotheses. It sheds
light on how crucial it is to address user experience, security concerns, and cost-effectiveness as
crucial cogs in the machinery that drives these platforms' overall performance and profitability.

‘ User i .‘ System

H1 | H2 H3
v v

Enhanced Encourage Easy Reduced
Security Adoption Operation Cost

A 4
Personal Social
Media Platform

Fig. 1. Research framework diagram
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1.5 Value Creation

This research significantly contributes to various aspects of personal social media platforms,
driving advancements in the field. Integrating state-of-the-art Generative Al into encryption
methodologies amplifies security measures and safeguards user data and communications, thereby
significantly mitigating the likelihood of data breaches and infringements on privacy. The emphasis
on user-friendly design principles for encryption adoption improves the overall user experience,
making it easier for individuals to adopt encryption measures and promoting their widespread use.
Additionally, the research explores strategies for cost reduction without compromising security,
enabling platforms to optimize resource allocation and maximize profitability. By prioritizing security,
usability, and cost-effectiveness, social media platforms can gain a competitive edge in the market
and attract and retain users who value data privacy and security. Moreover, the research contributes
to establishing industry best practices in encryption implementation, providing guidance for platform
developers and managers to make informed decisions about security strategies. In conjunction with
these outcomes, the integration of Generative Al synergistically contributes to establishing a more
secure, user-centric, and financially advantageous milieu for both platforms and their users. This
symbiotic relationship fosters a perpetual cycle of enhancement and progress within personal social
media platforms.

1.6 Scope

This study investigates the use of encryption methods to increase the safety of personal social
media platforms. Its goal is to address the shortcomings of the current encryption techniques used
in social media apps and investigate different strategies to secure user communications. The study
uses a practical sampling technique to ensure the representation of social media users who might be
vulnerable to security risks. Users' data and privacy are seriously threatened by personal social media
platforms that lack reliable encryption because they are open to surveillance and cyberattacks.
Platforms can significantly improve the security and integrity of user communications by
incorporating encryption, such as the Advanced Encryption Standard (AES). Data protection and
robust security features are two of AES's most well-known strengths. In addition to conventional
encryption methods, such as the Advanced Encryption Standard (AES), this study also explores the
potential integration of state-of-the-art solutions, such as Generative Artificial Intelligence (Al), to
further augment encryption techniques in the foreseeable future.

Secondly, AES encryption improves performance by quickly encrypting and decrypting user
communications. This guarantees that the encryption procedures have minimal impact on the social
media platform's speed and usability, giving users a seamless experience. The use of AES encryption
also promotes trust among users and other stakeholders. Users are more likely to trust the platform
and stick around when they believe their data and communications are secure. The satisfaction,
engagement, and retention of users are all influenced by this feeling of trust. The use of AES
encryption demonstrates to stakeholders a commitment to data security and privacy, which can
improve the platform's reputation and credibility. As a result, the platform may draw more users,
advertisers, and potential business partners, which will ultimately help it grow and succeed.

In conclusion, using encryption methods, particularly AES, integrating Generative Artificial
Intelligence, in personal social media platforms is essential for enhancing data security, boosting
performance, and fostering user and stakeholder confidence. Platforms can reduce security risks,
protect user data, and foster a more secure environment for social media communication by
addressing the shortcomings of current encryption techniques.
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2. Literature Review

The Advanced Encryption Standard (AES) and modern cryptography sections go in-depth on the
complexities of encryption and the necessity of using better techniques and protocols. Encryption is
a key step in ensuring the confidentiality and integrity of data during transmission and storage.
Stronger encryption methods are essential for successfully fending off these threats as technology
advances and cyber threats become more sophisticated. AES, a widely used symmetric encryption
algorithm, is crucial in protecting sensitive data. It was specifically created to provide a higher level
of security while guaranteeing effectiveness in data encryption and decryption. The section
emphasizes AES's importance in various contexts, including manual encryption techniques, social
media platform encryption technologies, and existing AES-related literature.

Organizations face challenges when implementing new encryption techniques or upgrading
existing ones, including the change management process. This project requires addressing a wide
range of issues, including technical issues, compatibility with current systems, user education, and
training needs, and potential resistance to change. Understanding and successfully navigating these
complexities are essential components for the effective application of encryption. A summary of the
lessons learned from the chosen papers concludes this section. It clarifies the complex nature of AES
and highlights how important it is to protect private data. The studies in the literature that have been
reviewed have offered insightful viewpoints on various aspects of AES, including its design,
implementation, performance, and security. These details add up to a thorough understanding of
AES and its importance within the context of contemporary cryptography.

Breakthrough developments have been made in the quickly developing generative artificial
intelligence (Al) field, unleashing transformative applications in various fields. Notably, generative
artificial intelligence (generative Al) uses the capabilities of neural networks, most notably
Generative Adversarial Networks (GANs), to create new data samples that are strikingly like existing
datasets. The limits of creativity have been pushed by these neural networks' extraordinary skill in
tasks like image synthesis and natural language processing [33].

A world of opportunities opens when Generative Al and AES encryption come together, promising
to strengthen data security on private social media platforms. AES encryption is made more effective
by the skillful integration of Generative Al, which enables the generation and analysis of potential
attack patterns and vulnerabilities. The Al algorithms facilitate the identification of weaknesses in the
encryption scheme through clever simulations of realistic attack scenarios, fostering the
development of stronger encryption methodologies [34].

To further strengthen data, Generative Al demonstrates its skill at producing impenetrable
cryptographic keys, an unbreakable foundation for encryption. Al models demonstrate the ability to
develop new keys that prevent even the most audacious brute-force attacks by leveraging existing
encryption key patterns. The Al-driven encryption system's dynamism and adaptability reveal a
potent force that relentlessly combats new threats and attacks and transforms into a flexible,
futuristic solution [35].

This symbiotic combination of Generative Al and AES encryption charts a favorable trajectory for
data security in private social media platforms, unfurling a variety of advanced encryption methods
and flexible security measures that can skilfully address the constantly changing cybersecurity
challenges. The fusion of Generative Al and encryption technologies is poised to take a commanding
role in ensuring secure communications and protecting user data in the digital era as researchers
delve deeper into their respective frontiers [33,34].

Upon conducting an in-depth exploration of the extant literature, it becomes evident that
encryption undeniably assumes a crucial role in enhancing levels of security. Nevertheless, it is
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evident that many challenges and potential vulnerabilities continue to exist, thereby demanding
additional scrutiny. An area of interest that warrants further investigation is the integration of
Generative Al and encryption methodologies, presenting a promising avenue for enhancing data
security and introducing innovative approaches to address security and privacy issues on personal
social media platforms.

Finally, this section highlights the potential future direction of incorporating generative artificial
intelligence (Al) to strengthen data security further and provide a thorough review of modern
cryptography and the significance of AES. Personal social media platforms can guarantee secure
communications, safeguard sensitive information, and increase user confidence in the constantly
changing digital environment by consistently improving encryption techniques and leveraging the
power of Generative Al.

Figure 2 shows how existing social media platforms can use encryption to secure data
transmission in a social media environment, ultimately, helping to secure social media platforms.
Incorporating encryption methods into social media platforms is crucial for securing data
transmission and enhancing the platform's overall security. Encryption is crucial because it
accomplishes several goals, including protecting user data, guaranteeing privacy and confidentiality,
maintaining data integrity, fostering user confidence and trust, and complying with data protection
laws. Social media platforms can thwart unauthorized access, data breaches, and identity theft by
encrypting sensitive user data and communications. This assists in protecting the sacredness of user
privacy, maintaining the secrecy of conversations, and discouraging unauthorized surveillance.
Additionally, encryption protocols offer tools for spotting any unauthorized or tampered changes to
data, guaranteeing its integrity throughout transmission. Users' trust and confidence are boosted
using encryption techniques, which promotes increased user engagement, brand loyalty, and the
development of a positive platform reputation. Additionally, encryption helps platforms comply with
data protection laws by reducing legal risks and potential fines. In short, encryption is essential for
creating a secure environment on social media platforms, encouraging user trust, and reducing the
risks of data breaches and privacy violations.

Social Media

R

Data Transmission

Secured Social Media Platforms

Encrvption

Fig. 2. Overview flowchart

2.1 Background Studies

Cryptographic methodologies and cryptographic keys play an indispensable role in preserving
sensitive information and preventing unauthorized access, particularly within the contemporary
digital environment, distinguished by the incessant proliferation of data breaches and apprehensions
regarding privacy. Ongoing endeavors to augment encryption methodologies and techniques have
been documented in the literature [13-15]. The Advanced Encryption Standard (AES), which was
conceived as a successor to the Data Encryption Standard (DES) by the National Institute of Standards
and Technology (NIST), has garnered significant acclaim for its formidable security capabilities. The
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cryptographic system in question employs symmetric key algorithms and functions on data blocks of
a predetermined size. It provides a range of key lengths, namely 128-bit, 192-bit, and 256-bit, to
accommodate diverse security requirements [16].

Extensive testing and validation have been conducted to assess AES encryption's formidable
strength and reliability, thereby solidifying its status as a trusted solution for protecting sensitive
information [16]. The Advanced Encryption Standard (AES) is renowned for its many advantageous
features, encompassing robust encryption capabilities, expedient processing velocity, and seamless
compatibility across various platforms. In the realm of symmetric encryption algorithms, decryption
in the absence of the requisite cryptographic keys presents an exceedingly formidable challenge. The
robustness of AES encryption is firmly established through extensive scholarly inquiry and meticulous
examination [16].

The Advanced Encryption Standard (AES) has gained considerable recognition in information
security due to its exceptional security capabilities. As a result, its impact has expanded to encompass
social media platforms. In the contemporary global landscape characterized by extensive
interconnectivity, wherein interpersonal communication and the transmission of data flourish within
digital platforms, the utilization of AES encryption assumes a paramount significance. Implementing
robust security measures guarantees the preservation of confidentiality and integrity in the realm of
private messaging, voice/video communication, and file transfers within social media platforms.
Implementing AES encryption enables social media platforms to enhance user privacy and security,
thereby fostering trust and confidence among their vast user population. [17-19].

An exemplary advantage inherent in the utilization of Advanced Encryption Standard (AES)
encryption resides in its inherent flexibility, thereby affording the user the capacity to meticulously
tailor the encryption strength in accordance with the precise security requirements at hand. Different
platforms have the prerogative to exercise their autonomy in selecting key lengths, ranging from 128-
bit to 256-bit, to conform to their distinct security exigencies. This enables social media platforms to
customize their encryption strategies and provide their users with optimal security.

By deploying AES encryption, social media platforms possess the capacity to cultivate user trust
and instill confidence, thereby efficaciously mitigating escalating apprehensions about data privacy
and security. Utilizing AES's robust cryptographic algorithms guarantees the utmost confidentiality
and safeguarding of users' highly sensitive information, effectively mitigating the risk of unauthorized
access. Establishing trust among users fosters a cognitive disposition that promotes sustained
engagement and utilization of the platform.

In summary, AES encryption functions as a formidable instrumentality in fortifying the
confidentiality and integrity of delicate information within the realm of social media platforms. The
preferred choice for safeguarding private communications is attributed to its potent encryption
capabilities, demonstrated reliability, and remarkable flexibility in key lengths. Through the adoption
and implementation of AES encryption, social media platforms have the potential to enhance user
privacy, bolster security measures, and foster a reliable and dependable atmosphere within their
user community.

2.2 Current Process

Snapchat's emphasis on safeguarding user privacy through the implementation of self-
destructing messages affords users a discernible advantage in maintaining their personal information
confidentiality. Nonetheless, the absence of end-to-end encryption across all modes of
communication gives rise to substantial apprehensions pertaining to security and privacy. End-to-end
encryption is an encryption technique of utmost security that guarantees exclusive access to the
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content of messages solely to the sender and the designated recipient, thereby shielding them from
any form of unauthorized access or interception [20].

In the absence of end-to-end encryption, Snapchat can gain access to and oversee user
communications, potentially jeopardizing the confidentiality of said interactions. This situation elicits
apprehensions regarding the platform's dedication to safeguarding privacy and the possibility of
unsanctioned intrusion by external entities.

It is imperative for users to possess an awareness that although self-destructing messages may
provide transient advantages in terms of privacy, the underlying platform retains the capability to
access and exert authority over user communications. The inclusion of end-to-end encryption is of
utmost importance to optimize privacy and security within personal social media platforms. End-to-
end encryption ensures that the content of messages can only be accessed by the sender and the
intended recipient, thereby offering an enhanced level of security against unauthorized access or
interception. Through end-to-end encryption, platforms can augment user privacy, fortify the
security of sensitive information, and exhibit their unwavering dedication to preserving the integrity
of user communications.

Incorporating end-to-end encryption, in conjunction with the Advanced Encryption Standard
(AES), can significantly augment the levels of security and privacy afforded to individual users on
social media platforms. End-to-end encryption guarantees that the content of a message remains
exclusively accessible to the sender and recipient, even in the event of interception. Encryption
occurs exclusively at the originating device, while decryption is restricted to the intended recipient's
device. This ensures continuous encryption during transmission and mitigates the potential for
unauthorized access or interception.

The Advanced Encryption Standard (AES) is a highly regarded symmetric encryption algorithm
renowned for its exceptional resilience and robust security measures. The system employs a
confidential and integrity-preserving mechanism using a secret key for encryption and decryption.
The Advanced Encryption Standard (AES) has been widely adopted and is regarded as a preeminent
encryption algorithm. The amalgamation of end-to-end encryption and Advanced Encryption
Standard (AES) can yield advantageous outcomes for personal social media platforms, as it allows for
the utilization of the respective strengths inherent in each encryption technique. Using end-to-end
encryption guarantees the preservation of user communications in a confidential and impervious
manner while implementing the Advanced Encryption Standard (AES) furnishes a robust mechanism
for safeguarding data through encryption. This amalgamation presents a comprehensive and robust
security solution, assuring users that their messages and personal information are protected from
unauthorized access.

The incorporation of end-to-end encryption in conjunction with the Advanced Encryption
Standard (AES) effectively mitigates apprehensions about possible susceptibilities or deficiencies in
either cryptographic technique. Implementing this additional security measure provides an
augmented level of safeguarding against various security vulnerabilities, including but not limited to
eavesdropping, data breaches, and unauthorized data access. In a comprehensive analysis, the
integration of end-to-end encryption utilizing the Advanced Encryption Standard (AES) within
personal social media platforms presents a highly resilient and efficacious approach to augmenting
the levels of security and privacy. This feature's implementation enhances user confidence, bolsters
the platform's standing in safeguarding user data, and fosters a more secure and reliable digital
milieu.
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2.3 Technology Innovation

The Advanced Encryption Standard (AES) is critical in safeguarding the confidentiality and
integrity of sensitive data transmitted through social media platforms, owing to its resilient
encryption algorithm. Exploring hybrid encryption methods as potential alternatives to AES is a
growing trend. However, it is crucial to acknowledge that this shift in focus does not undermine the
effectiveness or security of AES. The Advanced Encryption Standard (AES) continues to be extensively
employed and enjoys high confidence within the encryption domain [18].

The growth of hybrid encryption methodologies within social media is propelled by the
overarching aim of fortifying security measures by amalgamating diverse encryption techniques.
Acknowledging the dynamic nature of threats in the digital realm highlights the imperative for
implementing progressively robust security protocols. Nevertheless, it is imperative to recognize that
extensively established encryption solutions, such as the Advanced Encryption Standard (AES),
persistently remain indispensable in ensuring the efficient preservation of user data security [19].

While it is acknowledged that forthcoming encryption technologies exhibit potential, it is of
utmost importance to accord precedence to established solutions such as AES to safeguard the
confidentiality and integrity of user data on social media platforms. With the increasing adoption of
AES encryption and its proven efficacy, there is a growing recognition of the significance of leveraging
novel technologies to mitigate evolving threats in dynamic contexts. Ongoing research and analysis
are being conducted to explore alternative encryption methods and hybrid approaches, to augment
security and privacy measures, specifically within the domain of social media.

The process of transitioning from AES to novel encryption technologies necessitates a thorough
assessment of cutting-edge security measures, performance benchmarks that have been optimized,
and smooth integration with pre-existing systems. The primary aim of this study is to employ robust
encryption techniques for safeguarding user data amidst the dynamic and constantly evolving
technological environment.

In summary, it is noteworthy that hybrid approaches to social media encryption have gained
considerable attention. However, it is imperative to acknowledge that the Advanced Encryption
Standard (AES) continues to be a highly reliable encryption algorithm in social media security. The
investigation into alternative encryption methodologies and the utilization of hybrid strategies
demonstrates a dedication to augmenting security in response to the ever-evolving landscape of
threats. The Advanced Encryption Standard (AES) functions as a yardstick for evaluating the efficacy
of encryption. Ongoing endeavors are being made to integrate novel technologies while
guaranteeing the uninterrupted safeguarding of user data on social media platforms.

2.4 Framework Literature

The Advanced Encryption Standard (AES) is a symmetric encryption algorithm that has gained
widespread recognition and adoption. It is renowned for its robust design, firmly grounded in
intricate mathematical principles. Employing a symmetric key for data encryption and decryption
establishes a reliable and efficient solution for organizations that are in pursuit of safeguarding
sensitive information [16].

Integrating AES encryption in the storage and transmission of sensitive data presents numerous
notable advantages. First and foremost, it is imperative to note that AES encryption ensures the
preservation of data confidentiality by utilizing a transformative process that renders the information
in an illegible format, necessitating the possession of the appropriate decryption key for successful
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decipherment. This measure enhances the safeguarding of systems from unauthorized access and
mitigates the potential vulnerabilities that could lead to data breaches [16].

Additionally, implementing AES encryption enhances data integrity by providing robust
mechanisms that effectively detect any unauthorized modifications or tampering of the encrypted
data. This practice guarantees the maintenance of data integrity during both storage and
transmission, thereby upholding its reliability and trustworthiness.

In addition, it is worth noting that the utilization of AES encryption plays a substantial role in
enhancing overall privacy and security within digital transactions and communication systems.
Through AES encryption, organizations can establish secure channels for data exchange, effectively
preventing interception and unauthorized surveillance. This practice cultivates a sense of confidence
and reliance among users and customers, who can be assured that their data is safeguarded, and
their privacy is upheld.

The extensive implementation of AES encryption has firmly established its status as a prevailing
standard across various industries and sectors. The trust of organizations seeking to safeguard
sensitive data has been garnered by this software due to its substantiated security features and
proficient encryption capabilities. Consequently, it has enhanced confidence in digital transactions
and communication systems, enabling secure and reliable interactions between users and
organizations.

In summary, it is evident that AES encryption exhibits a commendable degree of security owing
to its resilient architectural framework and intricate mathematical foundations. The incorporation of
this technology into the data storage and transmission systems of organizations has yielded
substantial enhancements in privacy and security, thereby fostering confidence in digital transactions
and communication. The utilization of AES encryption presents a dependable and proficient
resolution for protecting sensitive data, guaranteeing the preservation of confidentiality, integrity,
and privacy. Table 1 shows a framework literature summary.

Table 1
Framework Literature Summary
Framework Problem Objective Methodology Contribution Limitation Perspective
Statement
AES AES Safeguarding Multi-Round Unleashing the Overcoming Theoretical
(Advanced Addressing Sensitive Data Symmetric Power of Strong Block Size  Advancements,
Encryption Limitations with Resilience  Encryption with  Cryptographic Limitations Managerial
Standard) and [19]. Substitution, Design and Analysis.  [19]. Adoption, and
Enhancing Permutation, and Embracing an Societal Impact
Security Mixing Operations Esteemed [19].
[19]. [19]. Encryption Standard
for Seamless
Integration Across
Diverse Systems.
Empowering Data
Security and Privacy
Through
Unparalleled
Encryption
Measures.
DES (Data Secure and Developing a DES involves Unleashing the The Demise of  The Historical
Encryption Efficient Robust permutation, Power of DES DES Algorithm  Significance and
Standard) Algorithm Symmetric substitution, and Algorithmic Design.  in Modern Limitations of
for Modern  Encryption key generation [16].  DES Fortifies Secure  Cryptography  AES Encryption
Platforms Algorithm [16]. Communicationand  [16]. for Secure
[16]. Storage. DES Applications
Empowers Privacy [16].

and Data Security.
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Blowfish Secure and Empowering Robust Encryption AES Encryption's Inherent A
Efficient Rapid and using Feistel Secure and Efficient  Vulnerabilities Comprehensive
Symmetric Secure Network and Key- Symmetric and Security Perspective on
Key Symmetric Key dependent S-Box Algorithm. AES Concerns of Cryptography's
Encryption Encryption for Substitution [24]. Encryption is the AES Theoretical,
for Data Safeguarding Ultimate Encryption Managerial, and
Protection Sensitive Data Confidentiality, [24]. Societal Impact
and [24]. Integrity, and [24].
Integrity Availability
[24]. Solution. AES
Encryption
Empowering Trust
in Diverse
Applications.
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2.4.1 AES (Advanced Encryption Standard) framework

The AES (Advanced Encryption Standard) is an innovative encryption methodology that
effectively mitigates the limitations inherent in current encryption techniques, with the ultimate
objective of enhancing security to unprecedented levels. The primary aim of the Advanced Encryption
Standard (AES) is to establish a robust and impregnable stronghold for the protection of highly
sensitive data, thereby guaranteeing its utmost confidentiality, integrity, and availability. The AES
algorithm employs a sophisticated methodology incorporating multi-round symmetric encryption,
complemented by intricate operations including substitution, permutation, and mixing. The iterative
procedure employed in this cryptographic process converts plaintext into ciphertext and vice versa,
enhancing the encryption mechanism's intricacy and resilience. The inherent potency of AES resides
in its resilient cryptographic architecture and meticulous scrutiny, thereby establishing it as a revered
encryption paradigm that has garnered extensive adoption across heterogeneous systems. The
Advanced Encryption Standard (AES) is renowned for its robust encryption techniques, safeguarding
data integrity and confidentiality. By employing AES, organizations can enhance their data security
measures, thereby fostering a heightened level of trust in safeguarding sensitive information.
Although AES has certain limitations, such as constraints on block size, it provides a range of
operational modes tailored to accommodate diverse data sizes, thereby effectively addressing this
drawback. From a comprehensive standpoint that encompasses theoretical advancements,
managerial adoption, and societal impact, the Advanced Encryption Standard (AES) represents a
significant advancement in the field of encryption, ensuring the confidentiality and integrity of
sensitive information across various applications [19].

2.4.2 DES (Data Encryption Standard) framework
The Data Encryption Standard (DES) is a cryptographic framework designed to address the need

for a robust and efficient encryption algorithm in modern computing environments. The primary
objective of this study is to develop a resilient symmetric encryption algorithm that effectively
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enhances the confidentiality and integrity of data. The Data Encryption Standard (DES) encompasses
a range of methodologies, including permutation, substitution, and key generation, to deliver robust
encryption and decryption functionalities. The significance of this technology resides in its
algorithmic design, which enables the secure transmission and storage of data. Nevertheless, the
Data Encryption Standard (DES) exhibits certain limitations, particularly within contemporary
cryptography, because its security has been compromised due to the progress made in
computational capabilities. The perspective surrounding the Data Encryption Standard (DES)
highlights the historical significance of the Advanced Encryption Standard (AES) as a viable substitute
for DES in secure applications. The Advanced Encryption Standard (AES) is widely regarded as
providing enhanced security and efficiency compared to the Data Encryption Standard (DES), thus
establishing it as the favored option in modern cryptographic methodologies [16].

2.4.3 Blowfish framework

The Blowfish encryption algorithm, a symmetric key cryptographic technique, offers robust and
expedient encryption for safeguarding confidential information. This study examines the imperative
for robust encryption techniques that guarantee the preservation of data integrity and safeguard
against unauthorized intrusion. Blowfish attains resilient encryption by employing a Feistel network
structure alongside key-dependent S-box substitution. The solution presents a feasible alternative to
AES encryption, expanding the array of choices accessible for safeguarding data confidentiality.
Nevertheless, it is imperative to duly contemplate the intrinsic susceptibilities and security
apprehensions linked to the Blowfish cryptographic algorithm. The efficacy of its encryption
capabilities should be thoroughly assessed in relation to specific use cases, while also considering the
necessity of implementing supplementary security measures. The examination of Blowfish enhances
the holistic comprehension of the theoretical, managerial, and societal ramifications of cryptography.
Through a comprehensive analysis of both the merits and drawbacks, scholars and professionals
acquire invaluable insights to inform their decision-making process when selecting encryption
algorithms and implementing encryption techniques in practical contexts. In summary, Blowfish
allows users to safeguard confidential information; however, it is imperative to evaluate its
susceptibilities and constraints within circumstances thoroughly. This analysis serves to augment our
comprehension of the wider implications of encryption algorithms [24].

2.4.4 RSA (Rivest-Shamir-Adleman) framework

The RSA (Rivest-Shamir-Adleman) framework is widely recognized as a highly influential entity
within the domain of public-key cryptographic algorithms, providing a resilient resolution to the
pressing requirements of secure communication, confidentiality, integrity, and authentication. By
employing strategic key pair generation and modulo exponentiation techniques, the RSA algorithm
effectively traverses the complex landscape of cryptographic security. The system exploits the
potential of two colossal prime numbers to generate a public key for encryption and a private key for
decryption. Through adeptly leveraging the mathematical intricacies inherent in prime factorization
and modular arithmetic, RSA effectively guarantees that solely the intended recipient possesses the
capability to decipher the cryptic message concealed within. The extensive ramifications of the RSA
algorithm are profound, as it serves to protect the intangible domain of data transmission, reinforcing
the strongholds of confidentiality, integrity, and authenticity in digital communications.
Nevertheless, it is imperative to comprehend the perplexing computational intricacies associated
with the manipulation of immense prime numbers and maintain vigilance regarding potential
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vulnerabilities that may be exploited by persistent malicious attacks. However, the resilient RSA
framework confidently maintains its position as a crucial element in the captivating fabric of
cryptography, consistently molding the dynamic realm of secure communication. It exerts its impact
to facilitate the advancement of impenetrable communication protocols and robust cryptographic
systems [25].

2.5 Change Management

The Advanced Encryption Standard (AES), a highly prevalent encryption algorithm, is widely
recognized for its exceptional ability to provide robust protection for confidential information as
shown in Figure 3 below. The employed methodology encompasses the utilization of block cipher
encryption and decryption techniques within a Substitution-Permutation Network (SPN) framework,
which integrates key expansion, substitution, and permutation operations [23]. The Advanced
Encryption Standard (AES) has garnered a commendable standing due to its robust security
measures, optimal operational efficiency, and seamless compatibility across a wide range of
platforms. As a result, it has emerged as the encryption algorithm of choice for various critical
applications within the United States government, including but not limited to data encryption,
secure communication, and data storage. The consideration of migrating from AES to an alternative
encryption technology necessitates careful examination of sophisticated security attributes,
enhanced operational efficiency, and smooth incorporation into current systems to guarantee a
flawless and safeguarded encryption procedure. By conducting a thorough assessment of these
variables, organizations can effectively maintain or potentially augment the level of security offered
by AES, thereby ensuring the safeguarding of sensitive information, and mitigating the risk of
unauthorized access [25,26].

AES: Symmetric encryption algorithm

Utilizes fixed-size SPN structure with Multiple rounds of Final round without
block cipher with key expansion substitution and permutation
secret key permutation

AES: Prevalent in the US government and various applications
Data encryption Secure communication Data storage

Objective: Transition from AES to a new technology
Evaluate variables for new technology implementation

Address weaknesses or constraints of AES
Upgrade security Enhanced performance Compatibility with current systems

| Implement AES encryption with new technology for a secured social media platform

Fig. 3. Change Management Diagram
2.6 Summary of Literature

The papers chosen on modern cryptography provide a detailed analysis of the AES algorithm and
its essential function in enabling secure data transmission. The foundational resource "An
Introduction to modern cryptography" teaches the basic ideas that guide cryptography. The paper
lays the foundation for understanding encryption algorithms like AES and their critical function in
safeguarding sensitive information by laying this foundation.
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The evaluation of the AES standard's development and application in "The Many Faces of AES"
adopts a critical stance. This study delves into the subtleties of AES, assessing its advantages and
disadvantages to offer insightful information about its effectiveness and potential weaknesses. The
paper provides a deeper understanding of the algorithm's capabilities and constraints through a
thorough analysis of various aspects, including design decisions and implementation details.

In particular, "A Comprehensive Review on Secure Data Transmission using AES Algorithm in
Cloud Computing" focuses on the use of AES to ensure secure data transmission in cloud computing
environments. This paper examines how AES can successfully address the specific issues and
challenges posed by cloud computing, which calls for a tailored approach to data security. This study
offers priceless insights into securing data during transmission by analyzing the effective use and
practical implementation of AES in cloud environments.

These papers collectively shed light on the importance of AES in contemporary cryptography and
its essential function in secure data transmission. AES is well known for its reliability and robustness
and has received extensive study. For researchers and practitioners in the field of cryptography,
gaining a thorough understanding of its design principles, implementation considerations, and
practical applications is crucial.

Researchers can find areas for improvement and raise the security of the algorithm by carefully
analyzing the strengths and weaknesses of AES. The knowledge gained from these papers aids in the
development of encryption methods and ongoing research. Additionally, the information gained
from these studies acts as a manual for creating stronger encryption protocols and systems.

The chosen papers offer a thorough understanding of AES and its crucial part in ensuring secure
data transmission, so to sum up. They make a significant contribution to the field of cryptography by
analyzing AES's strengths and weaknesses, especially in the context of cloud computing. Table 2
shows the summary of paper.

Table 2
Summary Paper Table

Paper Article Problem Contribution  Limitations Perspective
Statement & & Methods
Objectives
An introduction to modern Demystifying AES Unveiling the A Comprehensive Cryptographic
cryptography. In Contemporary  Encryption: Power of AES Overview with a Foundations,
Cryptography. Empowering and Modern Focus on Practical Exploring Concepts,
Secure Security Applications. Principles, and
Communication Protocols. Applications.
and Data
Ristenpart, T., Shrimpton, T., &  Protection.

Shrimpton, T. (2018).

The many faces of AES: A
critical review of the design
and implementation of the AES
standard.

Rogaway, P. (2020).

A Comprehensive Review of
Secure Data Transmission using
AES Algorithm in Cloud
Computing.

Patidar, S., & Jatav, M. (2021).

Critically Evaluating
and Enhancing the
AES Standard to
Strengthen
Security and
Resilience.

A Comprehensive
Review of AES
Algorithm
Effectiveness.

Analyzing and
enhancing the
AES Standard
to Strengthen
Security and
Deployment.

A
Comprehensive
Review and
AES Algorithm
Integration.

Acknowledging
Implementation-
Specific
Weaknesses in
Addressing
Vulnerabilities and
Security Risks.

AES for Secure Data
Transmission in
Cloud Computing
by Exploring Key
Considerations.

Exploring AES
Standard by Unveiling
Vulnerabilities and
Enhancements in
Secure Systems.

A Theoretical and
Managerial
Perspective on AES
for Secure Data
Transmission.
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3. Methodology

Effectively addressing research questions and obtaining profound insights depend critically on
the research design. In this setting, mixed methods research stands out as a powerful strategy
because it combines qualitative and quantitative techniques to explore complex phenomena and
overcome the shortcomings of each technique separately. Combining these various approaches
enables triangulation, which strengthens the validity and reliability of research findings [21-23].
Primary data assumes the utmost significance when it comes to data collection. Primary data is more
trustworthy, accurate, and relevant than secondary data sourced from existing repositories because
itis directly acquired by researchers for a particular research project [24-27]. The quality and accuracy
of the data are ensured by the researcher's total control over the data collection procedure.

Additionally, using mixed-mode data collection techniques helps to strengthen research findings.
Researchers can gather a wide range of perspectives and insights from study participants by using
both surveys and interviews. While interviews provide in-depth qualitative insights into participants'
experiences and perceptions, surveys provide an effective and statistically sound way to quickly
collect large volumes of data. Additionally, the methodology and methods used to collect the data
must be compatible with the goals of the study as well as the characteristics of the participants [28-
30]. For instance, quantitative surveys may be more suitable when examining relationships and
coming to general conclusions. Qualitative interviews, on the other hand, become the method of
choice when attempting to gain profound insights into participants' subjective experiences and
contexts.

3.1 Research Design

The intricate complexities of research design play a crucial role in determining the efficacy of any
study, as it lays out the blueprint and method by which researchers can investigate complex
phenomena. Embracing the combination of qualitative and quantitative methods, the mixed
methods research design provides a robust framework for gaining an in-depth understanding of
multifaceted topics [31-33]. By integrating qualitative and quantitative data, researchers can delve
into subjective experiences through interviews and reveal statistical patterns through surveys,
enhancing the findings with a multifaceted and nuanced perspective.

Primary data is the unrivaled focal point of this study, prevailing over secondary data. Primary
data, which was intrepidly collected by researchers solely for their research endeavor, exhibits
enhanced reliability and precision and is in perfect harmony with the research objectives.
Researchers who have control over the process of data collection can meticulously ensure its
relevance and quality. In contrast, secondary data collected for a variety of purposes may lack
applicability or precision in the current research context. This study embarks on a daring mission to
produce novel knowledge and uncharted insights, advancing the field's understanding to greater
heights by relying solely on primary data.

Quantitative research, resolute in its pursuit of analyzing numerical data obtained from surveys,
equips researchers with the ability to draw generalizable inferences and discover patterns embedded
within massive datasets. In contrast to quantitative research, qualitative research delves deeply into
the realm of subjective experiences and contexts through in-depth interviews, granting a profound
understanding of participants' points of view. The study's foundations of validity and
comprehensiveness are strengthened by the deft incorporation of triangulation and mixed-mode
research, which harmonizes quantitative and qualitative methodologies. By deftly interweaving
these two approaches, researchers cast a wide net, entwining a multitude of data threads that
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coalesce to form an all-encompassing panorama of the research topic. In addition, convenience
sampling is utilized to recruit participants based on their availability and willingness to participate in
the research journey. This approach, despite its convenience, may inadvertently usher in bias.

In conclusion, the potent prowess of the mixed methods research design, the unwavering reliance
on primary data, and the artful fusion of qualitative and quantitative methodologies stand tall as the
research endeavor’s guiding light [34-36]. The study deftly navigates the waters of diversity and in-
depth investigation by employing stratified random sampling and in-depth interviews with
determination. The ultimate objective is to chart a course toward a profoundly enlightening
contribution to the field by unearthing knowledge of the utmost importance that future research and
advancements will value and champion. Research flowchart is shown in Table 3.

Table 3

Research Flowchart

Activity/ Phase Phase 1 Phase 2
Quantitative Generalization Qualitative Reasoning

Research dimension Phenomena Explanatory Sequential Dimension

Research design Random survey Personal interview

Data collection Online across Malaysia. Online across Malaysia.
60 respondents. 60 respondents.

Research methods Convenient sampling who are willing to Convenient sampling who are willing to
participate and share information. participate and share information.

3.2 Research Method Type

A mixed-method research approach will be used in this study to gather data in a single Google
Sheet using both qualitative and quantitative techniques. To fully address the research objectives,
using a mixed-method approach has several benefits [37]. The research develops a deeper and more
comprehensive understanding of users' preferences, viewpoints, and experiences with encryption
features in private social media platforms by combining qualitative and quantitative data collection
techniques [38].

The research will be able to investigate the individualized perspectives and experiences of users
about encryption using qualitative methods, such as interviews or open-ended survey questions.
These qualitative data can offer subtle insights into the drivers, worries, and expectations of users
about the implementation of data security and encryption [34]. The use of quantitative techniques,
on the other hand, like closed-ended questionnaires or rating scales, will allow us to collect numerical
information and spot patterns and trends across a wider sample of respondents. This quantitative
information will offer insightful statistical analysis into the frequency of preferences or perceptions
among users [39,40].

We can cross-validate findings, improve the reliability of the results, and triangulate data to make
more firm conclusions by combining qualitative and quantitative methods. While the quantitative
data can offer broader generalizability to the research findings, the qualitative data can aid in
contextualizing and interpreting the quantitative findings. The combination of these approaches will
also offer a more thorough and well-rounded analysis of the research topic, capturing both the
diversity of individual experiences and the more general trends within the user population [41].

3.2.1 Quantitative

A gquantitative approach will be used in this study to gather data. Researchers can examine
relationships, patterns, and trends objectively by using quantitative research to collect numerical
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data and statistically analyze it. This study uses quantitative methods to collect quantifiable data from
a larger sample size and produce statistically significant findings. The use of quantitative research has
several benefits, including its capacity to deliver accurate and trustworthy data, ease comparisons
between various groups or variables, and establish causal relationships between variables [40].
Quantitative data also makes it possible to extrapolate results to larger populations, improving the
study's external validity. In this study, quantitative methods will be used to supplement qualitative
insights and provide a thorough understanding of the research topic [42].

3.3 Target Population

All users of social media platforms are included in the study's target population. The purpose of
the study is to investigate how this diverse population views the use of encryption in social media
and its significance. The study aims to gather a thorough and inclusive understanding of people's
attitudes toward encryption features and techniques by focusing on social media users from various
backgrounds, demographics, and ages. The knowledge gained from this diverse target audience will
aid in the creation of encryption techniques that take social media users' needs and preferences into
account, ultimately enhancing data security and user experience in the digital sphere.

3.4 Convenient Sampling

Convenient sampling was selected as the sampling technique in this study to gather information
from social media users. A non-probability sampling technique called convenient sampling involves
choosing participants based on their accessibility and willingness to take part in the study. It is chosen
because it is practical and simple to use, enabling researchers to efficiently collect data from a variety
of social media users. Convenient sampling has the benefit of saving time and money, making it a
good strategy for studies with constrained time or financial resources. Additionally, it offers insightful
feedback from a wide range of participants that can be used to better understand how social media
users view and feel about encryption. Convenient sampling may, however, introduce some bias
because participants who are more accessible or willing to participate might not be entirely
representative of the target population. This limitation needs to be considered when interpreting the
results. Nevertheless, practical, and useful approaches to gather pertinent data for this research
include convenient sampling [43].

4. Findings and Discussion
4.1 Demographics

As shown in Figure 4, making educated decisions about implementing encryption in social media
platforms requires an understanding of user demographics. Age, gender, occupation, and education
all have a big impact on how users behave and what they think about security and privacy. Knowing
how users are distributed by age makes it easier to adjust encryption features to satisfy the
requirements of various age groups. Younger users might favor seamless encryption that happens
automatically, whereas older users might prefer encryption settings that are more open and
customizable. Gender-specific factors are also very important. Women may place a different value
on privacy and data security than men do, and it is important to address their unique concerns and
foster trust by taking these differences into account. The user base's technical knowledge and
understanding of encryption can be inferred from occupation and educational levels. More robust
encryption measures may be expected from experts in cybersecurity or related fields, while users
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with less technical backgrounds may require clearer explanations and user-friendly interfaces. We
can identify potential obstacles and opportunities for enhancing encryption strategy by examining
the connections between these demographic factors and user perceptions of encryption. For
instance, if a certain age group expresses more privacy concerns, we can concentrate on
strengthening data protection measures to allay their concerns and increase trust in our platform.
Additionally, knowing how various user groups interact with encryption can help us refine our
marketing and communication strategies. For instance, increasing user engagement and encouraging
encryption adoption can be achieved by highlighting the benefits of encryption techniques to users
based on their demographic traits.

Age Gender Occupation Education

1.7% 10% 5.0%

009

m 18 - 26 years old Student Emploved
= Studen = Employe
= 27 - 36 years old = Male = Female pioy m Degree = Master

37 - 46 years old Unemployed

Fig. 4. Demographics section

4.2 Quantitative Results

Figure 5 shows that 70% of users agree and 15% strongly agree that encryption is important is
critical to the platform's security strategy. It suggests that a sizeable percentage of users are aware
of the value of encryption in protecting their data and communications on social media platforms.
Due to the prioritization of strong encryption measures made possible by this insight, encryption can
be the default setting when using social media. By making encryption the default, users are
guaranteed that all communications and data are automatically protected without having to take any
additional action on their part. The adoption of encryption is made easier by this simplified user
experience, which also improves user security in general. With the help of this knowledge, marketing,
and communication strategies can be adjusted to highlight the platform's default encryption setting
and inspire user confidence in the platform's dedication to its security. The platform can ensure that
encryption measures are still applicable, reliable, and current by continuously requesting user
feedback and implementing updates based on their requirements. Overall, it is crucial to use this
insight to emphasize the significance of encryption throughout social media platforms. A secure and
dependable environment that appeals to users and distinguishes the platform from rivals can be
created by incorporating encryption into the user experience design, marketing strategies, and
customer support initiatives.
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Fig. 5. Importance of encryption for security

According to the data as shown in Figure 6, 45% of users agree, and 10% strongly agree that it is
important for encryption to be widely adopted and used. This result shows that a sizable portion of
the user base is aware of the advantages of user-friendly encryption features. According to the data
analysis, some users reject the idea that widespread encryption adoption is essential. It is crucial to
consider possible causes of this viewpoint to better comprehend their viewpoint. Users' ignorance of
the importance of encryption in protecting their data and communications is one potential cause.
Some users might not be fully aware of the vulnerabilities and potential risks connected to
insufficient encryption. Additionally, some users may perceive encryption as being complex, which
would make them think that it requires extra steps or makes using the platform more difficult.
Another factor might be that users who disagree might already have a high level of confidence in the
platform's current security measures and might not view encryption as a top priority for them.
Targeted educational initiatives and communication tactics can be used to address these issues.
Users may better appreciate the value of encryption if its advantages are made clear, such as
improved privacy, data protection, and secure communication. Concerns about complexity can be
allayed by offering simple instructions and tutorials that show how easy it is to use encryption.
Building credibility and trust can be accomplished by highlighting actual instances in which encryption
has stopped data breaches or unauthorized access. Engaging with users through feedback forms and
customer support channels can help us understand their unique isues and provide individualized
solutions. The platform can foster a sense of partnership and strengthen its dedication to security by
promptly and openly responding to user feedback. The goal is to address users' concerns and
misconceptions while educating them on the value of simple adoption of encryption. This will
encourage more users to do so and boost the platform's overall security for a safer and more secure
user experience.
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Fig. 6. Importance of easy adoption and utilization for encryption

As shown in Figure 7, users value the incorporation of robust security measures in the platform
based on the data showing that a sizable portion of users agree that encryption can increase profit
while reducing costs. This confidence in encryption can be a competitive advantage to draw in and
keep clients. Managers must comprehend that how users feel about encryption has a direct bearing
on whether they will continue to use the platform. Platforms can strategically offer paid subscription
services with improved encryption features by recognizing the value users place on security. The
added advantages of such services are more likely to be recognized by users who value encryption,
and they may even be willing to pay for them. Implementing paid subscription services with
encryption as a key selling point can boost revenue while fostering user loyalty and trust. Users' trust
in the platform can be increased by making investments in cutting-edge encryption technologies and
transparently communicating these security measures to them. Offering robust encryption solutions
can be a key differentiator for the platform as data breaches and privacy issues continue to be major
problems in the digital world. To maintain a competitive edge in the market, platforms must,
however, strike a balance between offering improved security features and guaranteeing
affordability. Overall, platforms can make wise decisions about the introduction of paid subscription
services and can reinforce their commitment to data security by considering users' perceptions of
how encryption affects revenue and customer trust.
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Fig. 7. Encryption can increase profit and reduce cost
4.3 Qualitative Results

Itis clear from the data in Figure 8 that 19 respondents emphasized the significance of an intuitive
user interface for encryption features. The need for platforms to prioritize user-friendly encryption
solutions and offer straightforward instructions is made clear by this, which will help users use
encryption effectively. The significance of finding a balance between user privacy and content
moderation was also mentioned by 14 respondents. This shows that users are aware of the value of
social media safety and privacy, as well as the necessity of content regulation and safety. For personal
social media platforms to be secure and trustworthy, this balance must be struck. Additionally, 12
respondents emphasized the value of education and awareness in assisting users in comprehending
and effectively utilizing encryption features. This suggests that promoting the use and advantages of
encryption to users can be accomplished by offering educational materials and awareness
campaigns. Platforms can enhance user experience and promote a more secure communication
environment by addressing these problems and incorporating user feedback. The data concludes that
when implementing encryption on private social media platforms, usability is a crucial factor to
address. To help users understand and effectively use encryption, platforms should put a priority on
user-friendly encryption, strike a balance between user privacy and content moderation, and spend
money on education and awareness initiatives. Personal social media platforms can improve the
usability of encryption features and encourage more users to adopt them for secure communication
by addressing these issues and putting user-centered solutions in place.
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Fig. 8. User perspective and suggestions

It is clear from the data in Figure 9 that a sizeable portion of participants places a high value on
encryption on private social media platforms. The graph shows that encryption is essential for
safeguarding user data and fostering user confidence. There is a growing awareness and concern
regarding data privacy in today's digital environment, as evidenced by the high percentage of
participants who acknowledge the significance of encryption. Users value the protection of their
personal information online, so platforms that prioritize data security through encryption are likely
to draw and keep users. This emphasis on the value of encryption can greatly increase user
confidence and customer adherence, which will ultimately increase platform profitability. Even
though most participants understand the importance of encryption, a small percentage of
respondents gave encryption a lower rating. This difference in opinions or the need for more
information on the importance and advantages of encryption in private social media platforms could
be the cause of the discrepancy in responses. In conclusion, encryption is essential for luring users to
personal social media platforms and keeping them there. Encryption allows platforms to prioritize
data security and user privacy, which helps to foster customer loyalty, increase trust, and increase
revenue. The results from Figure 9 show how crucial encryption is in the data-driven digital world of
today and emphasize the need for ongoing efforts to inform users about the benefits of encryption
in private social media networks.

Neutral 3

Significant 28
Very Significant 29
0 5 10 15 20 25 30 35

Fig. 9. Encryption role in attracting & retaining user
4.4 Value Creation

The research's four major contributions—practical, managerial, theoretical, and societal—
combine to create value. The research offers helpful insights into user preferences and opinions
regarding encryption features and techniques in private social media platforms, which is a practical
contribution. Strong encryption algorithms like AES are overwhelmingly supported by users,
highlighting their strong desire for increased privacy, and security and directing developers and
managers to prioritize encryption implementation and build a safe environment for their users. The
value derived from technological and procedural innovation is demonstrated by this useful
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contribution, which has practical implications for the creation and application of encryption
strategies [44-45].

From a managerial standpoint, the research provides insights that can direct the creation of
educational initiatives and public awareness campaigns to highlight the advantages and simplicity of
utilizing encryption. Managers can improve user experience and foster a secure communication
environment on personal social media platforms by addressing user concerns and giving precise
instructions on using encryption. This managerial contribution exemplifies how crucial it is to
constantly advance encryption methods to successfully address the changing difficulties presented
by cybersecurity [46].

Theoretical contributions are made by expanding our understanding of cryptography, particularly
as it relates to personal social media platforms. The study examines the challenges of change
management and offers a thorough analysis of modern encryption methods, emphasizing the role of
AES in safeguarding sensitive data. The literature on encryption technologies and their use in
protecting user data and communication on social media platforms is enriched by this theoretical
contribution [47].

Next, the emphasis on data privacy awareness and concerns among users shows the contribution
to society. The study shows that users respect platforms that put encryption first and are aware of
the value of data security. Encryption contributes to a safer online environment by fostering user
confidence and trust, as well as a sense of security and privacy for users on private social media
platforms. The growing demand for secure and privacy-focused services in the digital age is in line
with this societal contribution [48-49].

In conclusion, the importance of encryption in enhancing data security, boosting performance,
and fostering user and stakeholder confidence on personal social media platforms is highlighted by
the value created by this research through practical, managerial, theoretical, and societal
contributions. A safer and more secure digital environment is promoted by the knowledge gained
from this research, which has broad implications for platform developers, managers, policymakers,
and users.

4.4.1 Practical contribution

The practical value of this research is found in how it affects the creation and application of
encryption techniques in private social media platforms. The research directs platform developers
and managers to prioritize the integration of strong security measures by emphasizing the
importance of encryption, particularly advanced encryption technologies like AES. The user
experience, safety, and trust can all be significantly improved by implementing such encryption
techniques. Users are more likely to be loyal to a platform that prioritizes data security and privacy
because they feel more trusted by it. The results highlight how important encryption is in creating a
safe and reliable environment for social media communication. This useful contribution gives
platform vendors the ability to proactively strengthen their offerings, which ultimately benefits both
the platform and its users [50-52].

4.4.2 Managerial contribution
Numerous benefits can be obtained by implementing encryption methods, especially AES, in
private social media platforms. Encryption guarantees that user communication and data security

are not compromised by enhancing performance, and creating a seamless user experience.
Additionally, ensuring system compatibility enables the platform to reach a larger user base. User

147



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 46, Issue 2 (2025) 124-154

trust is increased, and a trustworthy reputation is fostered by adhering to data protection
regulations. The platform is protected from potential financial and reputational losses thanks to
encryption's role in reducing costs associated with data breaches. Additionally, more user retention
is encouraged by the increased user satisfaction and loyalty brought about by secure communication.
The platform gains a competitive edge in the market by incorporating cutting-edge encryption
processes and technologies, drawing in more users and potential business partners. The platform's
position in the market and its dedication to user data security and privacy are both strengthened by
this managerial contribution [53-55].

4.4.3 Theoretical contribution

The theoretical contribution of this research lies in providing a solid foundation for future
advancements in encryption technologies. By examining the perceptions and preferences of users
towards encryption features in personal social media platforms, the study sheds light on the
importance and effectiveness of encryption as a security measure. The empirical evidence collected
from the survey showcases the value of encryption in safeguarding user data and communications.
This evidence can serve as a basis for further research and development of encryption techniques to
address the evolving challenges of cybersecurity in the digital age. The findings contribute to the
growing body of knowledge in the field of encryption and its significance in enhancing data security
and user trust in personal social media platforms [56-59].

4.4.4 Societal contribution

It is crucial to use strong encryption methods like AES in personal social media platforms because
of their positive social impact. This initiative addresses growing concerns about the compromise of
sensitive information and vulnerability to data breaches in the digital age by upholding privacy and
data protection. By establishing a robust encryption framework, user communications and data are
kept secure, potentially reducing the risks of unauthorized access. This action promotes user
confidence in the platform's dedication to secure communication and data protection, which fosters
user trust. Such a societal contribution improves the overall security environment and encourages
responsible data handling practices, which ultimately makes the internet safer for all users [60-64].

4.4.5 Integration and Value Creation

By integrating AES encryption and Generative Al on social media platforms, the potential for value
creation becomes evident. AES encryption ensures robust data security and protection, addressing
users' concerns about privacy and unauthorized access [65-66]. On the other hand, Generative Al can
enhance user experiences by providing personalized content, recommendations, and interactions
[67]. The combination of these technologies can lead to increased user satisfaction and loyalty, as
users feel more secure and engaged with personalized and relevant content. Moreover, the
integration of AES encryption and Generative Al can attract new users who prioritize data security
and personalized experiences. This, in turn, can lead to increased user retention and platform
profitability, as users are more likely to stay and engage with the platform that prioritizes their privacy
and provides valuable content [69-70]. Additionally, the integration of these technologies showcases
the platform's commitment to staying at the forefront of technology advancements, which can boost
the platform's reputation and credibility in the market. Overall, the integration of AES encryption and
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Generative Al holds the potential for substantial value creation for both the social media platform
and its users, providing a win-win scenario for all stakeholders involved.

4.5 Contribution of This Research Compared to Elliptic Curve Cryptographic

The research by Rashidi, titled "A Survey on Hardware Implementations of Elliptic Curve
Cryptosystems," [71] offers a comprehensive overview of hardware implementations related to
Elliptic Curve Cryptosystems (ECC). This work delves into the intricacies of ECC hardware, providing
valuable insights for engineers and developers interested in deploying ECC in resource-constrained
environments, like embedded systems. On the other hand, this research focuses on a different facet
of encryption. It explores the integration of AES encryption with Generative Al, offering a novel
perspective on encryption methodologies. This integration potentially enhances encryption
algorithms and techniques, with practical applications in ensuring security and privacy in social media
platforms. While Rashidi's [71] research enriches the understanding of ECC hardware
implementations, this study aims to contribute to the broader field of cybersecurity and privacy,
particularly within the dynamic context of social media and secure data transmission. Both research
areas have their unique merits, catering to different aspects of encryption and security. The choice
between them hinges on specific research objectives and applications [72].

4.5.1 Advantage of the proposed method

The proposed method of integrating AES encryption with Generative Al for enhancing encryption
methodologies offers several distinct advantages. Firstly, it can significantly enhance security. By
leveraging Generative Al, the encryption process can potentially become more robust and adaptable.
Generative Al can intelligently adapt encryption algorithms in response to emerging threats, making
it harder for malicious actors to decipher encrypted data. This dynamic response to evolving threats
enhances overall network security [73]. It improves usability. The integration of Generative Al can
enhance the usability of encryption tools. Al can assist users in setting up encryption, generating and
managing encryption keys, and troubleshooting any issues, ultimately making encryption more user-
friendly [74]. This can encourage more users to adopt encryption practices. It enables real-time threat
detection. Generative Al can continuously monitor network traffic for suspicious patterns and adapt
encryption strategies in real-time to counter emerging threats. This proactive approach adds an extra
layer of security to the system. Lastly, data anonymization is improved. Generative Al can help
anonymize data before encryption, adding an extra layer of privacy protection. This is particularly
important in scenarios where user privacy is paramount, such as in social media platforms.

4.5.2 Disadvantage of the proposed method

Despite the numerous advantages, there are potential disadvantages associated with this
approach. One significant concern is computational complexity. Implementing Generative Al in
encryption systems may introduce computational overhead, potentially slowing down data
encryption and decryption processes. This could affect the performance of the system, especially in
resource-constrained environments where computational resources are limited [74]. Another issue
is dependence on Al. Relying on Al for encryption introduces a new dependency. If the Al system
encounters issues or is compromised, it could potentially lead to vulnerabilities in the encryption
process. Ensuring the reliability and security of the Al component is crucial. Ethical concerns are also
relevant. The use of Al in encryption should be carefully monitored to prevent potential ethical
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concerns, such as Al bias or the misuse of Al-generated encryption strategies. Ethical considerations
are paramount in maintaining user trust. Lastly, integration challenges may arise. Integrating
Generative Al with existing encryption systems may pose technical challenges and require substantial
development effort. Compatibility and seamless integration are essential for the success of this
approach.

In conclusion, while the proposed method offers significant advantages in enhancing encryption
methodologies, it is essential to be aware of these potential disadvantages and address them
effectively during implementation to maximize its benefits while mitigating risks.

5. Conclusions and Limitations

While this research offers significant contributions, it is imperative to acknowledge and address
its inherent limitations. A noteworthy constraint pertains to the relatively diminutive sample size,
encompassing a specific cohort of participants from a particular geographical locale. Consequently,
the outcomes may not lend themselves to generalization across a wider populace. Furthermore, the
study centered its attention on the subjective perceptions and opinions of users, acknowledging that
these may not consistently correspond with their objective behaviors or actions. The utilization of
self-reported data additionally introduces the potential for response bias or social desirability bias,
wherein participants may furnish responses that they perceive as socially acceptable or anticipated.

In conclusion, this study elucidates the significance of encryption functionalities within
individualized social media platforms, with a specific emphasis on the widespread adoption and
favourability of Advanced Encryption Standard (AES) encryption by users. The results underscore the
importance of integrating strong encryption methodologies to fortify data security, augment user
satisfaction, and ultimately enhance platform profitability. The amalgamation of AES encryption and
Generative Al presents auspicious prospects for value generation, wherein personalized and secure
experiences have the potential to captivate and retain users, all the while upholding data privacy and
fostering trust. However, it is imperative to acknowledge the inherent limitations of this study and
contemplate the prospects for future investigations encompassing broader and more heterogeneous
participant cohorts. In its entirety, the research emphasizes the imperative nature of giving
precedence to encryption and embracing cutting-edge technologies, including education to foster a
secure and user-centric milieu within personal social media platforms.
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