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fingertips. However, they also come at a cost, as black/grey hat hackers attempt to gain
access to these devices. They tend to access sensitive information on these devices by
unlocking them, and, moreover, some applications and mobile services are exposed to

Keywords: security threats. This paper reviews the current existing authentication methods on
Knowledge-based authentication; mobile devices, which are based on knowledge and biometrics and are used for
Biometric-based authentication; authentication. The types of authentication factors, including Single Factor, Two-Factor,
Physiological biometric; Behavioral and Multifactor authentication, are also discussed, along with the associated threats.
biometric; Single-factor authentication;  The paper points out that the most secure authentication factors, and multifactor
Multifactor authentication authentication is the current trend in mobile authentication.

1. Introduction

Information and Communication Technology (ICT) plays a significant role in our everyday lives,
encompassing the use and access to everyday gadgets, such as mobile/smart devices that facilitate
communication and provide access to various modern-day features and applications. Mobile/Smart
devices are utilized for accessing social media platforms (like Twitter, WhatsApp, Instagram, etc.),
emails (such as Yahoo, Gmail, etc.), performing banking transactions (such as transfers, bill payments,
etc.), and engaging in business enterprises (such as buying and selling).

The usage of these mobile devices is increasing rapidly daily, and due to the sensitive information,
they hold, security is paramount by Olade et al., [1]. As mentioned by some researchers [1-3], most
authentication schemes strike a delicate balance between security and usability. User authentication
is typically categorized into three factors: something the user knows (e.g., PINs), something the user
has (e.g., tokens), and something the user is (e.g., facial recognition) as mentioned by several authors
[4,5].
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Security in mobile devices has evolved over the years, transitioning from traditional methods that
rely on something the user knows (PINs, Android patterns, etc.) to biometric methods based on
something the user is (face, fingerprint, etc.). Despite advancements in authentication, traditional
methods like passwords by Barkadehi et al., [6] and PINs by Stragapede et al., [7]remain widely
popular.

However, despite the widespread use of traditional methods, biometric authentication offers
enhanced security measures as mentioned by several authors [8-11]. Innovations in authentication
have introduced single-factor authentication, two-factor authentication, and multifactor
authentication. Single-factor authentication (SFA) relies solely on what the user knows mentioned by
several authors [12-14], representing the traditional method of authentication. SFA has a single point
of failure; once an unauthorized person gains knowledge of the user's credentials, they can access
the device without further scrutiny. Security provisions, typically deployed on popular computing
devices like smartphones, as seen with Apple and Samsung by Chen Wang et al., [13], involve two-
factor authentication (2FA), adding an extra layer of security. With 2FA, access to the device is
restricted even if an individual possesses the device's security credentials (e.g., password), providing
an additional layer of security. 2FA applies to a wide range of everyday scenarios and offers more
comprehensive security than single-factor authentication, as it combines two distinct methods of
identity verification.

This research focuses on various authentication methods for mobile devices, offering a
comprehensive review of both traditional and biometric authentication methods by referencing
previous literature. The paper assesses different authentication methods used in mobile devices,
highlighting their advantages and disadvantages, potential vulnerabilities, and the significance of
two-factor and multifactor authentication.

To the best of our knowledge, such a review has not been conducted previously. While there are
reviews covering different authentication methods, they often focus solely on their advantages,
disadvantages, and possible vulnerabilities. In contrast, this review also delves into two/multifactor
authentication and provides recommendations for the best authentication methods.

The paper is organized as follows: Section Il presents related works on user authentication;
Section Il discusses the types of authentication factors; and Section IV concludes the paper. Figure 1
shows general user authentication methods.
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Fig. 1. General user authentication methods
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2. Related Works
2.1 Knowledge-Based Authentication

Knowledge-based authentication, also referred to as the traditional authentication method by
Thosar and Singh [15], is a type of user authentication method that relies on the knowledge
possessed by the user. This method ideally assumes that the user's knowledge is kept secret and not
shared with anyone except the authentication system. This enables the system to reject any other
secret that the user or an attacker possesses, which does not match the one registered.

Knowledge-based authentication can be categorized into two categories as stated by Joshi [16]:

i.  Recall-based: Recall-based techniques require the user to replicate something used during
the registration stage.

ii.  Recognition-based: Recognition-based techniques present an image for the user to identify
and recognize the secret chosen during the registration stage.

2.1.1 Text-Based Scheme
2.1.1.1 Pins and password authentication

Text-based authentication schemes, as described by Morris and Thompson [17], have been in
existence for a long time for authorizing system access. PINs, which stands for Personal Identification
Numbers, consist of purely digits, while passwords can be pure text or a combination of numbers and
text, sometimes even including symbols to enhance password strength. Text-based schemes remain
widely used for user authentication and for protecting access to mobile devices. Prior to the advent
of computers, this information was traditionally exchanged through either spoken passwords,
memorized combinations, or physical locks by Zin et al., [18].

According to a report by Shen et al., [19], most mobile users choose text-based schemes for
authentication, with 66% of users opting for PINs and passwords as their first choice. To enhance
security, mobile users should memorize passwords longer than the minimum required length.
However, mobile device users tend to use easily memorable PINs and passwords, such as their date
of birth, making them weak and susceptible to attacks like dictionary attacks by Spaffordt [20], brute
force attacks by Amico et al., [21], and guessing attacks by Bonneau and Anderson [22].

2.1.1.2 Graphical authentication

Graphical authentication, sometimes referred to as graphic passwords, uses images or graphical
patterns to verify users' identities. This type of authentication takes advantage of the human brain's
ability to remember visual information, and it doesn't require the memorization of numbers or
alphanumeric content. Studies have shown that people can recognize images more quickly than
alphanumeric characters as mentioned by several authors [23-25] making graphical passwords a
viable alternative to text-based methods.

Graphical authentication can be classified into two categories: recognition-based, which requires
users to recognize graphical patterns, and recall-based, which requires users to replicate the same
graphical pattern as mentioned by several authors [13,26]. However, graphical passwords are
vulnerable to shoulder surfing attacks as mentioned by several authors [15,27].
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2.1.1.2.1 Recognition-based graphic authentication

Blonder [28] introduced graphical passwords for the first time, determining if users can recognize
the graphical content, they previously selected during the registration stage. According to Dhamija
and Perrig [29] and Angeli et al., [30], recognition-based passwords require users to select from a
wide variety of graphical content during registration. During authentication, users are required to
recognize the specificimage they selected to prove their identity. Recognition-based passwords focus
on translating information from graphical content into graphical passwords.

2.1.1.2.2 Recall-based graphic authentication

Recall-based techniques require users to replicate something they used during the registration
stage, usually a drawn picture or pattern. Recall-based techniques can be further divided into two
categories: pure recall-based and cued recall-based as stated by authors in two papers [31,32].

In pure recall-based techniques, users are required to recall the secret graphic content without
any provided clues.

In cued recall-based techniques, users are provided with clues to help them recall the secret
graphic content, making this technique easier than the pure recall-based approach.

2.2 Biometrics-Based Authentication Technique

Biometric-based authentication relies on unique information that every user is born with,
verifying users based on "Who You Are." In contrast to knowledge-based authentication, which relies
on "What You Know," this information is unique and cannot be obtained through theft or guesswork.
Once someone gains access to the knowledge (text or graphics), they can easily bypass security
measures.

According to Jain et al., [33], a biometric system functions as a pattern recognition system that
acquires biometric data, extracts a feature set from this data, and compares it to the template set in
an individual's database. The goal of developing biometric authentication is to enhance security and
safety in the digital world. Biometric techniques are categorized into two main types: behavioral
biometrics and physiological biometrics.

2.2.1 Physiological biometric-based technique

Physiological biometrics consist of physical human body characteristics that are typically unique,
including fingerprints, hand geometry, retina, face, or vital signs by Bours [34]. As described by
Bhattacharyya et al., [35], physiological biometrics encompasses physical attributes such as facial
features, fingerprints, and hand characteristics. In this section, we will review the existing approaches
to physiological biometric-based authentication.

2.2.1.1 Fingerprint

Fingerprint-based authentication uses a user's fingerprints to verify their identity, offering very
high accuracy in identification by Radha [36]. It is the most popular form of biometric authentication.
A fingerprint is the pattern of ridges and valleys on a user's fingertip, used for identity-related
information in authentication. Each person has a unique fingerprint, even identical twins have
different fingerprints. Mobile devices, such as the iPhone by Cherapau et al., [37] and Samsung by
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Chen Wang et al., [13], have utilized capacitive fingerprint scanners for authentication over the years.
These scanners consist of capacitive proximity sensor matrices, where a single ridge of a finger has a
larger width than the spaces between them. The sensor captures and processes the fingerprint into
a digital image for authentication when the finger is pressed on the scanner.

However, these capacitive proximity sensors may not perform well in rainy or dirty environments,
as sweat, dust, and oil could easily alter the capacitance on the fingertip. Furthermore, due to factors
such as aging, genetics, environment, or occupation, a fraction of the population may not be suitable
for fingerprint-based identification.

2.2.1.2 Palmprint

Palmprints, like fingerprints, are unique to individuals and can be used for authentication. Mobile
devices with built-in cameras can capture palm images and extract palm-print features for user
authentication by Han et al., [38]. Palmprints provide reliable recognition, even with low-resolution
scanners and cameras. Line features, such as wrinkles, principal lines, and epidermal ridges, are
unique among individuals and can be used for authentication. However, palmprints involve high
computational costs and require a large scanner to capture the entire palm, which is why they are
not commonly used for mobile device authentication.

2.2.1.3 Hand geometry

Hand geometry biometrics involve measuring the unique geometric dimensions of the hand and
fingers by Ross and Jain [39]. The dimensions of the hand and fingers are measured and compared
for authentication by Malatji et al., [40]. Hand geometry authentication requires less computational
time compared to fingerprint and palmprint methods. A camera is used to capture the hand, and the
silhouette of the hand is extracted, along with some geometrical properties, which are then stored
by Rani and Saurabh [41]. However, injuries, jewellery, and age may affect the results, so the hand
must be in the same state as during the registration stage for successful authentication.

2.2.1.4 Face

Facial recognition systems use digital images extracted from users' facial characteristics for
authentication. Modern mobile devices, such as Samsung and iPhone, have adopted facial
recognition for authentication. Facial recognition techniques extract facial biometric features,
including the position, size, and shape of eyes, nose, cheekbones, and jaw as mentioned by some
authors [42,43]. While some facial recognition methods, as described by Galterio et al., [11], focus
on distinctive facial features such as nose and eye locations, mouth edges, cheekbones, and upper
outlines of eye sockets. Facial recognition does not require physical contact, allows for easy template
storage, has a fast identification process, and involves fewer complex statistics. For user
authentication, facial characteristics are extracted and compared to templates. Access is granted if
the characteristics match, and denied if they do not.

2.2.1.5Iris
Iris recognition is another type of physiological biometric authentication that identifies users

based on their unique iris patterns. The iris is complex, with patterns that are distinct and have a
unique texture compared to fingerprints and faces. The uniqueness of the iris means that even
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identical twins have different iris patterns, and the iris is protected by eyelids, corneas, and humor
by Kadéna and Ruiz [44]. Iris patterns are captured using infrared technology and then compared to
authenticate the user. Iris recognition authentication extracts the user's eye information from images
or videos to obtain the iris's texture pattern, which is unique, stable, and observable from a distance
as stated by some authors [45-47]. To capture the iris pattern, infrared technology narrows the
camera's focus to the iris pattern information, which is then stored and processed in the phone using
an infrared diode by Daugman [48].

2.3 Behavioral Biometrics

Behavioral biometrics authentication relies on human behavior on their mobile devices, such as
keystroke dynamics. Unlike physiological biometrics, which are based on human body parts'
characteristics, behavioral biometrics are based on dynamic behavioral patterns inherent in human
motions, such as touch screen tapping behavior and gait patterns by Rub et al., [49]. Behavioral
biometrics characteristics are less sensitive in terms of privacy compared to physiological biometrics,
are difficult to disclose to adversaries, and are challenging to replicate by Cong Wang et al., [50].
Additionally, they are suitable for continuous user verification because they exhibit repetitive
attributes.

2.3.1 Voice recognition

Voice recognition is a type of behavioral biometric authentication that uses the user's voice sound
produced by the vocal cords for user authentication. Tones of vocal timbre, cadence, and pitch are
captured and compared by Malatji et al., [51]. Voice/speech recognition is user-friendly as it
eliminates the need for memorizing passwords and identity cards. The extraction of a user's unique
voice features mainly relies on Mel-Frequency Cepstral Coefficients (MFCCs) and wavelet-based
features for authentication. Voice authentication can be categorized into two types: text-dependent
and text-independent. In text-dependent authentication, the user is required to speak the designated
text, and it's the most widely used method in voice recognition systems as mentioned by some
authors [52,53]. In text-independent authentication, it is more flexible, accepting free utterances
from speakers. The idea is to identify unique vocal tract shapes, unlike text-dependent authentication
that requires the reading of specific text by Variani et al., [54].

2.3.2 Gait recognition

Gait recognition is a type of behavioral biometric that allows for the automatic verification of a
person's identity based on the way they walk. It is a continuous authentication scheme aimed at
authenticating the mobile device user as long as they carry their mobile device. Gait biometrics are
divided into three categories: Machine Vision Based, Floor Sensor Based, and Wearable Sensor Based
gait recognition by Derawi et al., [55]. With accelerometers in mobile devices, gait recognition using
accelerometers to provide unobtrusive authentication on mobile devices is possible. This makes gait
recognition visible for continuous verification of a user's identity without requiring user intervention.

2.3.3 Keystroke dynamics

Due to the uniqueness of a user's typing process, the term "keystroke dynamics" has emerged by
Moskovitch et al., [56]. Keystroke dynamics is a technique that analyses keystrokes to distinguish
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between unauthorized and authorized users. It is one of the oldest methods for user validation, based
on the way users’ type. This technique is unique to each individual, involving their typing habits, and
can be used for user verification. Typing motion can be classified into static and dynamic typing. In
static typing, a user is required to type a specific text, while in dynamic typing, the user types
randomly, without a specific string provided by Chen Wang et al., [13]. Some of the advantages of
keystroke dynamics include the absence of additional equipment, additional authentication factors,
and the possibility of user access control by Vyazigin et al., [57].

3. Authentication Factors
3.1 Single Factor Authentication

Single factor authentication (SFA) has been used for decades by many authentication
applications. SFA is an authentication process that verifies users based on the credentials presented
by the user using a single attribute. SFA is a method for securing access to systems, such as
applications and networks, identifying the user requesting access based on a single set of credentials
by Noor Afiza [14].

PINs and passwords are the most common examples of single-factor authentication mechanisms
widely used worldwide. These two serve as a passkey for users to gain access to the required system.
Single Factor Authentication is the most common and widely used method in our daily lives, such as
the use of passwords in Automatic Teller Machines (ATMs), mobile devices, and computers for logins,
preventing unauthorized users from accessing a system. Biometric authentication, such as fingerprint
recognition and facial recognition, is also considered a form of verification method for identifying
individuals' identities. Using one of these biometrics for authentication is also categorized as SFA.
However, SFA is vulnerable to various attacks, including shoulder surfing, brute force attacks,
guessing attacks, impersonation attacks, and social engineering attacks by Ali et al., [58].

3.2 Two-Factor Authentication (2FA)

2FA employs a multi-layered identification process, where individuals seeking access are required
to confirm their identity using two attributes, such as something they are and something they
have/know as mentioned by several authors [58,59]. This enhances the security of user
authentication, making it more challenging for an unauthorized user to gain access to the device.

In 2FA, both parameters for authentication must succeed for access to be granted. If one of the
parameters fails, access to the device is denied. This makes it more difficult for attackers to gain
unauthorized access, as they do not know which of the three authentication characteristics are used.
However, attacks like eavesdropping, Man-In-The-Middle, forgery/Trojan horse attacks, and phishing
attacks are possible in 2FA by Ali et al., [58].

3.3 Multi-Factor Authentication (MFA)

MFA also employs a multi-layered identification process. Unlike 2FA, which requires only two
parameters for authentication, MFA combines two or more parameters for authentication. The three
factors used for authenticating users are something they are, something they have, and something
they know as mentioned by several authors [58,60]. Traditional multi-factor methods require users
to provide two or more different types of authentication parameters, such as PINs and fingerprints,
often involving additional costs and user effort by Chen Wang et al., [13].
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MFA has been proven to be more secure, especially when the authentication factors are
physically separated from the device. The use of biometrics enhances identity verification and has a
profound impact on system security. Attacks on MFA are minimal because attackers would need
knowledge of two or three authentication factors to gain access to the device.

4. Conclusion

Mobile devices have become an integral part of our daily lives, and with the advent of ICT, most
tasks can now be conveniently performed on these devices. This makes the security of mobile devices
paramount. Mobile device authentication is a technology used to prevent unauthorized access to the
device and protect the sensitive information stored by the genuine user. This paper provides a review
of authentication approaches for mobile devices, including knowledge-based, biometric-based, and
ownership-based methods.

We have reviewed knowledge-based authentication (text-based and graphical-based), discussed
their brief history, and recognized their high usability, despite their vulnerability to different attacks
such as shoulder surfing and guess password attacks. Biometric authentication is classified into two
categories: physiological and behavioral authentication, both of which offer high security compared
to knowledge-based methods but may have lower usability. Physiological biometrics rely on physical
aspects of a person, such as the face and fingerprint, which are permanent features that cannot be
forgotten or changed. Behavioral biometrics are based on how individuals behave, including aspects
like gait and finger gestures, which can change over time and may suffer from low-fidelity sensor
readings.

The types of authentication factors include Single factor, Two-Factor, and Multifactor. Single
Factor Authentication (SFA) requires only one authentication approach, either knowledge-based or
biometric-based. SFA has a single point of failure and is vulnerable to attacks. Two-Factor
Authentication (2FA) requires two authentication approaches, typically something you know and
something you have/are, and both must be fulfilled to gain access to the device. Multifactor
Authentication (MFA) requires at least two or more approaches, which is a combination of
knowledge-based and biometric-based methods. MFA is the most secure authentication approach
with minimal vulnerability to attacks.

In the future, we plan to conduct an in-depth systematic review of user authentication on mobile
devices, with a focus on newly developed authentication approaches and threats to mobile device
authentication. Our goal is to integrate multifactor authentication approaches that can protect
against various attacks using the available sensors on mobile devices without significantly increasing
the cost of the devices.
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