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Traditional door lock systems that usually use mechanical locks are now starting to be 
replaced with electrical and control-based lock systems that have more capabilities 
than traditional door lock systems. These techniques are an integration of mechanical 
devices, electronics, and intelligent control devices. One of the important features of 
this innovative lock system is its simplicity and high efficiency. In this research, an 
automatic lock system was constructed by combining mechanical and electrical 
components into a device. A microcontroller Arduino was used to control the whole 
functions of the system.  The input component for this system is an RFID card or RFID 
Tag. An RFID reader is installed on the device to detect the RFID card used when 
accessing the door whether a registered card or not. A solenoid door lock is used as 
an output that will function as a door lock mechanism. The door lock system 
developed in this study is integrated with the attendance system database. The result 
of this research shows that the system can recognize the identity of the door accessor 
and is also able to store data in form of identity and time the door is accessed. The 
solenoid door lock will retract to unlock the door if the door is accessed with a 
registered RFID card and vice versa solenoid door lock will continue in the push 
position to lock the door if the door is accessed with a not registered RFID card. Some 
of the main performances of this system are that RFID read range from 0 - 20mm, 
RFID sensor can detect the presence of an RFID card even if it is blocked by objects 
such as papers, plastics, glass, and cloths. When objects such as aluminum or iron are 
present in between the RFID sensor and the RFID card, it will interfere with the signal 
so that the RFID sensor cannot detect the presence of the RFID card. 
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1. Introduction 
 

The door is an important thing in the security system because the door is the main access to enter 
and exit a building or room. Aside from being an access point in and out, the door also functions as a 
barrier to access entry and exit of the room when it is closed [1]. The door access method of a room 
is very important and is directly related to the security of the room. To secure a room, a lock is usually 
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installed on the door of the room. The key is needed in a security system as a safety used to open the 
door [2]. Conventional mechanical keys are used to secure doors that are operated manually. The 
use of conventional door locks has many drawbacks, especially for rooms that have access for more 
than one person, such as an office or laboratory room. Because offices or laboratories are often 
accessed by several people, conventional keys often change hands and sometimes one forgets who 
has the key, which results in the key having to be regenerated [3]. As technology advances, electronic 
door locks are starting to be widely used in business circles. This type of door lock has several 
advantages over traditional locks, including fast and convenient keyless entry [4]. 

Every door-locking system now in use requires a traditional key or some other type to access the 
system [5]. As technology develops, various digital door security systems have been developed. The 
presence of a microcontroller has made it possible to apply a door access system automatically or 
without having to use a mechanical key. Several devices have started to be used to realize this 
automatic door access, including using hole cards, NFC (Near Field Communication), and also RFID 
(Radio Frequency Identification) [6]. NFC technology enables data transfer in just a short touch and 
only takes less than a tenth of a second. 

RFID technology may be used to safeguard not only buildings, houses, or workplaces, but even 
motorcycles. The RFID-based motorcycle security idea is carried out by developing a motorcycle 
security system model that controls and improves motorcycle security by utilizing Radio Frequency 
Identification (RFID) and Global Communication System (GSM) [7]. The technology is designed to 
identify identification that is based particularly on RFID. The RFID sensor is linked to a mobile phone 
communication device through the PIC16F877A microcontroller. Every time a motorbike is 
attempted to be stolen, the alarm will sound. In addition, the system sends brief messages to the 
motorbike owner's cell phone to warn him of the theft in progress. 

Recently, Temperature measurement in the present machining process has begun to use the 
intelligent measurement idea. The system is designed to measure product temperature as it is being 
machined [8]. The temperature measuring system is constructed around the MLX90614 Infrared 
Thermometer sensor, which captures the workpiece temperature during the milling process and 
compares it to Infrared Fusion from the Fluke Ti400. Integrating the MLX90614 Infrared 
Thermometer sensor with Arduino and Microsoft Excel allows for real-time readings. 

Nowadays, technology is developing so fast. RFID has begun to be used by companies for 
employee identification purposes. RFID is a fundamental and inexpensive technology that enables 
remote data transfer [9]. RFID technology provides an efficient and simple method for data 
identification[10]. Radio frequencies are used to transfer data from the RFID tag to an RFID reader. 
In theory, RFID technology is similar to bar codes [11].   

The identification process is usually carried out for assets, employees, and others. RFID has also 
started to be used in supermarkets and hospitals to identify employees and identify goods for the 
sales process. Many types of control systems are made to control the door. The main objective in 
designing a door control system is should be easy to control, should be durable, and should be secure 
to provide security. Radiofrequency identification system has proven themselves self-one of the 
secure, inexpensive, and fast emerging technology [12].  

Besides being implemented in companies, supermarkets, and hospitals, RFID technology has also 
been implemented by educational institutions. This is done not only for security purposes from the 
rooms in an educational institution but also as an attendance system for both employees and 
students [13]. The manual attendance method has a high error rate, especially in the process of 
recapitulating attendance data. The percentage of this error can be reduced by implementing an ICT-
based automatic attendance system. This method is quite good in terms of security, dependability, 
and ease of use [14]. Radiofrequency identification technology in the present system can support the 
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smooth running of the lecture administration process more easily. With RIFD technology, student 
attendance data can be identified automatically so that students no longer need to sign the 
attendance list [15]. The educational institution must have many rooms with different designations 
and are used by different people. Some rooms are only meant to be accessed by one or two people. 
Some of these rooms certainly need to be given security so that not just anyone can enter them. 
However, there are many rooms whose use is intended for the general public such as study 
classrooms. For room conditions like this, it is very difficult to know exactly who is going in and out 
of this room in real-time. These problems are very likely to be solved by using Information and 
communication technologies (ICT). ICT has become a tool that characterizes almost all of today's 
technological developments which are commonly referred to as digital natives. Many digital tools 
today can be used to facilitate work, including in the field of education [16]. The integration of RFID 
technology with smart cards and ICT will make it possible to create a door security system that can 
detect who is accessing the door in real time. In general, the implementation of smart cards will 
improve security, the efficiency of a cashless society, data consistency, and functionality of the 
student card [17]. 
 
2. Methodology  

 
RFID technology is made up of 2 parts, namely RFID reader and the RFID tag. The RFID reader is 

used to receive data emitted from the RFID tag. The use of this RFID system is to send data from the 
Tag which is then read by the RFID reader which can later be processed using a computer application. 
Data emitted and sent by RFID tags can contain various information, such as ID, location information, 
or other information. The data for each RFID account is stored in a system called Active Directory 
using LDAP (Lightweight Directory Access Protocol) technology.  

The device attached to an object to be identified by an RFID reader is called an RFID tag. RFID Tag 
has two parts, the first part is the microchip which functions to store and process information while 
the second part is the antenna to receive and transmit signals. Each RFID tag has a specific serial 
number which is only valid for one object. There are two types of RFID tags, namely active and 
passive. Passive tags can be used without having to use batteries while active tags require batteries 
to operate. The RFID tag contains a unique tag that is different from one another. In addition, the 
information stored on an object or an object connected to the tag is only contained in the system or 
database that is connected to the RFID reader. An RFID reader is a device that can read RFID tags. 
The type of RFID used in this research is passive RFID. 

To solve a problem stated earlier, this research begins with determining the system specifications 
and continues with system design. The system design consists of mechanical systems, electronic 
systems, and software. Furthermore, these three systems designed will be functionally tested to see 
if it’s working properly. If these three systems can perform the function properly, the integration of 
these three systems will be carried out to form a smart door system. To ensure that all systems 
function well, the whole construction is tested to see the performance of the smart door. In detail, 
all stages of this research are shown in Figure 1. 
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Fig. 1. Research flowchart 

 
The construction of a smart door is built as a prototype in this research. This prototype is classified 

into two main parts, namely the mechanical part, and the electronic part equipped with the 
controller. The mechanical part is made to build a prototype room that has a door with a scale of 1:4. 
The room construction is built with aluminum elbow plates that function as columns of a building. 
The door frame is also made of an aluminum elbow plate. The walls and doors are made of aluminum 
composite panels. The door lock used in this room construction is not a door lock commonly used in 
general doors (manual locks) but it's replaced with a solenoid actuator. The function of this solenoid 
actuator is the same as the function of a manual lock, to lock or unlock the door. 

Besides the mechanical part, this smart door system is also equipped with an electronic part that 
functions to read and validate RFID tags, control system performance, send alarm signals, shows 
interactive information on a liquid-crystal display, power on or off indicator light, and also lock or 
unlock the door. The software that will be used in this research is the Arduino IDE. This software is 
used to create programming sketches to control the whole electronic part. The electronic part of this 
research is consist of an RFID tag and an RFID reader in form of an RFID module,  Arduino 
microcontroller, relay, linear solenoid door lock, liquid crystal display, voltage regulator, and also 12-
volt power supply. All these electronic components will be arranged into one system as shown in 
Figure 2. 

Arduino microcontroller requires 9 volts of input voltage while activating the solenoid door lock 
requires 12 volts. The smart door system is designed to be directly connected to a 220-volt AC voltage 
source. In addition, to convert 220-volt AC into 12-volt DC, a 12-volt power supply is used. This value 
is suitable for solenoid doorlock input voltage. To power, the Arduino, the 12-volt output from the 
power supply is then reduced to 9 volts using a voltage regulator. The output from the voltage 
regulator is then used as voltage input for an Arduino. The voltage regulator used in this research has 
a specification input voltage range between 4 to 40 volts, an output voltage range is 1.25 volts up to 
37 volts, and an output current is 3A. The efficiency of this voltage regulator is 88%. 
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Arduino used in this research has the main function to control the entire components of the smart 
door system. The type of controller used is Arduino Uno with chipset Atmega 328P DIP. This Arduino 
has 32 KB flash memory, with 2 KB SRAM and 16 MHz clock speed. It has 14 digital input/output pins 
with 6 analog pins and 6 pulses with modulation (PWM) pins.  This Arduino will work for input voltage 
between 7 to 12 volts. 

 

 
Fig. 2. Smart door electronics circuit 

 
The most important part of this smart door is an RFID reader type MFRC-522 that works at 

13.56MHz working frequency and 3.3-volt input voltage. The working temperature of this RFID is 
between -20oC and 80oC and the maximum data transfer rate is 10Mbit/s. The Selenoid Door Lock 
used in this study functions as a doorlock component that works with an electromagnetic principle, 
meaning that the lock will activate when there is a voltage through it. The solenoid door lock needs 
12 volt DC input voltage with 600mA current. Power consumption is 7.5Watt and unlock time is less 
than 1 second  

The construction of the smart door built in this research can only be accessed by attaching an 
RFID card to the RFID reader that was previously installed on the door. If the affixed RFID tag card is 
registered in the program memory, the solenoid door lock will retract to unlock the door so that the 
door can be opened, but if the affixed RFID tag card has not been registered in the system memory, 
the door will not be able to be opened. The flow of user authentication can be seen more clearly in 
Figure 3. 
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Fig. 3. User identification flowchart 

 
As a default, the smart door will continuously work in standby mode for the whole time. The 

smart door will be active when the user swipes their RFID tag in front of the RFID reader. At this 
condition, the RFID tag as a transmitter will send an analog signal to the RFID and it will be received 
by the microcontroller through the RFID reader that is connected to it. If the RFID tag used is 
registered, the controller will send a signal to the solenoid to unlock the door. Along with this, the 
controller will also send a signal to activate the green indicator light as a sign that access is accepted 
and also display the text “Access Granted” on the LCD screen. But, if the RFID card used to access the 
door is not registered card, Arduino will send a signal to the buzzer to activate the alarm and turn on 
the red indicator light and the solenoid door lock will stay in locked mode.  

After the prototype is built, the next step is to test the whole function of the smart door system. 
In this step, functional testing of the smart door will be carried out using samples of RFID tags and 
RFID cards, both those RFID have been registered and those that have not been registered to see the 
response from the application to the Arduino. To see the accuracy of the performance of the tool 
made, testing the tool was carried out using 15 samples of RFID tags (10 samples of RFID tags that 
had been registered and 5 samples of RFID tags that had not been registered). This test serves to see 
the ability of the tool to detect or read Card-ID from the RFID tag card. Not only the ability to detect 
but at this stage, the detection distance and sensitivity of the RFID sensor (RFID reader) will also be 
tested. This testing process is carried out by comparing the distance reading the card by the RFID 
reader to the output voltage generated by the RFID reader. Characterization was carried out on 15 
RFID cards with different distances. The test was carried out at a distance of 1-10 cm. 
       
3. Results  
 

The main input device used in this system was RFID (Radio frequency identification), the RFID is 
placed on the front of the door so that it can be seen clearly when the user wants to access the room 
door. Above the RFID reader, an LCD monitor is installed which serves to provide information about 
the status of the door access, whether it is accepted or rejected. In addition to the LCD monitor at 
the front of the room, red and green light indicators are also installed. This light will light up when 
the user matches the status of the card used to access the door. To control the performance of this 
smart door prototype, the inside of the room construction is paired with electronic equipment 
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ranging from controllers, power supplies, voltage regulators, buzzers, relays, and Inter-Integrated 
Circuits (I2C). 

 
3.1 RFID Function Test 
 

RFID function test is carried out to test the functional ability of the RFID reader for detecting the 
ID tag card and the performance of its reading distance capability. Testing the detection of ID tag 
cards is done by bringing the RFID card closer to the reader and the results of reading the RFID card 
are seen on the Arduino serial monitor display. Figure 4 shows the results of the RFID card reading 
test. RFID card reading by the system can be done properly. This shows that the hardware and 
software on the Arduino Uno work well.  
 

 
Fig. 4. Test results of reading RFID tags on a serial monitor 

 
3.2 RFID Reading Range Test 
 

The RFID reading distance test is carried out to determine the maximum distance of RFID in 
detecting RFID cards or RFID tags. The resolution of the readings made in the test is 2mm. The RFID 
card is placed within a predetermined distance and the Unified Information Devices (UID) of RFID are 
read by the system that has been built. RFID card testing is done 7 times for each predetermined 
distance. Table 1 shows the results of the reading distance test. The card is declared detected if the 
UID appears on the serial monitor is the same as the UID on the card for all tests. The system's 
readability of the RFID card is a maximum of 20mm. The test results show that the RFID tag card 
reading range is from 0 to 20mm. Before the testing process is carried out, the RFID tag card is 
registered in the Arduino program, so that when the RFID tag/transponder is within range of the RFID 
reader, the system will send an analog signal to the RFID which will be forwarded to the Arduino. 
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Table 1  
The results of testing the RFID reading range 

Range of RFID Tag (mm) 
Test number 
1 2 3 4 5 6 7 

0 √ √ √ √ √ √ √ 
2 √ √ √ √ √ √ √ 
4 √ √ √ √ √ √ √ 
6 √ √ √ √ √ √ √ 
8 √ √ √ √ √ √ √ 
10 √ √ √ √ √ √ √ 
12 √ √ √ √ √ √ √ 
14 √ √ √ √ √ √ √ 
16 √ √ √ √ √ √ √ 
18 √ √ √ √ √ √ √ 
20 √ √ √ √ √ √ √ 
22 x x x x x x x 
24 x x x x x x x 
“√” = detect, dan “x” = not detect 

 
From the test data shown in Table 1, it can be seen that the RFID reader can read tags well up to 

a distance of 20mm. While testing at a distance of more than 20mm the RFID reader can no longer 
detect the presence of RFID tags. From these tests, it can be concluded that the RFID reader has a 
reading range from 0mm - 20mm with a success rate of 100%.   

 
3.3 RFID Reading in an Angled Position Test 
 

This test is done by placing the RFID tag card in front of the RFID reader with the condition of the 
RFID card at an angle to the RFID reader. This condition is carried out to determine the ability of RFID 
to read RFID tags that are not aligned with the RFID Reader. The test is carried out with the position 
of the RFID Tag from an angle of 0o to 90o. The test results are shown in Table 2. 

 
Table 2  
Test results of RFID reading in an angled position 

Tag RFID Angle (o) 
Test Number 
1 2 3 4 5 6 7 

0 √ √ √ √ √ √ √ 
10 √ √ √ √ √ √ √ 
30 √ √ √ √ √ √ √ 
40 √ √ √ √ √ √ √ 
50 x x x x x x x 
60 x x x x x x x 
70 x x x x x x x 
80 x x x x x x x 
90 x x x x x x x 

“√” = detect, dan “x” = not detect 
 
The test results show that RFID is only able to read RFID tag cards that are placed in a parallel 

position (0o) until the RFID tag forms a 40o angle to the position of the RFID reader. In this position, 
the RFID reader can consistently read the presence of the RFID Tag Card. But when the RFID Tag card 
is placed at an angle greater than 40o, the RFID reader cannot detect the presence of the RFID tag at 
all. 
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3.4 RFID Reading Block Test 
 

The test is intended if the card uses a cover or container to make it easier for the card used to 
store. The reading test is done by sticking the Tag card on several types of goods such as plastic, 
paper, leather, iron, aluminium foil, and foam heart. Then the goods will be read by the RFID reader 
simultaneously with the card tag. The position of the item is read before the Tag card, assuming the 
card is covered with the type of item. 

The following are the results of testing the reading of RFID tags on several types of paper, plastic, 
aluminium foil, and iron goods. The test results are shown in Table 3. 

 
Table 3 
Testing of blocked RFID tag readings types of items 

Barrier Type 
Test number 
1 2 3 4 5 6 7 

Paper √ √ √ √ √ √ √ 
Plastics √ √ √ √ √ √ √ 
Glass √ √ √ √ √ √ √ 
cloth √ √ √ √ √ √ √ 
Aluminum x x x x x x x 
Stell x x x x x x x 
“√” = detect, dan “x” = not detect 

 
Based on the test in Table 3, it can be seen that none of the experiments on reading RFID tags 

with metal items were successful. This problem arises from the fact that metal objects can reflect 
radar signals to their transmitting sources fairly large, as well as produce significant interference with 
Tag readings. The next problem is that the card tag antenna is usually made of metal. When the 
object is attached to a metal object at a low operating frequency of 900MHz, a short circuit occurs if 
the distance between the top and bottom surfaces of the metal is less than ±1mm. This causes a 
significant reduction in the quality of RFID. 

From these tests, it can be concluded that the RFID reader cannot read the RFID tags affixed to 
metal. This is because RFID tags affixed to the metal can cause interference and short circuits occur 
which can cause a decrease in RFID quality. However, the RFID reader can read on objects such as 
plastic, and paper with a 100% success percentage. 
 
3.5 Comprehensive Smart Door Test 

 
The test is carried out to record user data that has access to the entrance. This process begins 

with running the door access program that has been created on Arduino as the logical basis for 
recording card tags. After that, the reading experiment was carried out using an RFID reader. In this 
test, each card is attached to the RFID reader three times. If the card used to access the door is a 
registered card, the door will be unlocked when the card is pasted, but if the card used is not 
registered, the door will not be unlocked. 

When a registered card is first used to access the door, the date and time of access will be 
recorded, in this condition, the door will be in the "unlocked" position. At this time the system will 
also activate the green LED light and the text "Entrance Door Open" will be displayed on the LCD 
monitor screen. When the same tag card is affixed a second time, the system will record the time as 
an exit clock, the door will be "unlocked" which is indicated by the green LED light. Simultaneously 
with this on the LCD monitor screen will be displayed the words "Exit Door Open". When the tag card 
is affixed for the third or more time, the system will turn on the red LED light and activate the buzzer 
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as a sign that door access is not permitted. The result of reading the RFID reader is shown in Figure 5 
which is the result of reading 10 card tags sequentially one by one. The result of reading this RFID 
card will be stored in the system database in excel file format. 

 

 
Fig. 5. Door access data display 

 
The door opening process will be carried out if the RFID card that is affixed is a card that has been 

registered to the Arduino program database system, if the card is not registered then the door will 
not be able to be opened. The whole system are tested using 15 RFID tag, 10 of them are registered 
and 5 are not registered. The test results are shown in Table 4. 

 
Table 4 
Testing system output 
Tag RFID Number  LCD Display LED Indicator Solenoid Door Description 
1 Access Granted Green Unlock Register User 
2 Access Granted Green Unlock Register User 
3 Access Granted Green Unlock Register User 
4 Access Granted Green Unlock Register User 
5 Access Granted Green Unlock Register User 
6 Access Granted Green Unlock Register User 
7 Access Granted Green Unlock Register User 
8 Access Granted Green Unlock Register User 
9 Access Granted Green Unlock Register User 
10 Access Granted Green Unlock Register User 
11 Access Denied Red Locked Unregister User 
12 Access Denied Red Locked Unregister User 
13 Access Denied Red Locked Unregister User 
14 Access Denied Red Locked Unregister User 
15 Access Denied Red Locked Unregister User 

 
Table 4 shows that all registered RFID tags can be used to activate the door lock solenoid so that 

the prototype door can be opened, after which it will be locked again. Meanwhile, 5 RFID tags that 
have not been registered cannot be used to activate the door lock solenoid, so the prototype door 
remains locked and cannot be accessed. 

RFID provides several benefits in the security of door lock. RFID technology enables door access 
without the use of a physical key. Users may unlock the door by swiping the RFID card to the RFID 
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reader, making entrance faster and eliminating the need to carry a traditional key. RFID also offers 
more security than traditional door locks. RFID cards include encrypted data that is difficult to copy, 
lowering the possibility of illegal access. RFID door lock systems enable more precise access control. 
Different RFID cards can be provided to different persons or organizations, allowing particular doors 
to be opened exclusively by certain people. This helps to prevent unwanted access and guarantees 
that only those with the password have access. 

The system designed is able to control door opening and is able to detect every user who accesses 
the door. The system will record all door access activities and store the data in the system database. 
The data information stored includes username, user ID, date and time the door access was made. 
The data will become a database for the attendance system based on the authentication and 
authorization embedded in each RFID card. An LCD screen is installed on the system to display 
information on the status of door access by the user. In addition, LED lights and speakers are installed 
as output devices to give an alarm against any door access made by persons who are not registered 
in the system. Overall, the system created has the ability to detect the presence of an RFID card in 
the range of 0mm to 20mm in front of an RFID reader, is able to detect the presence of an RFID card 
that is positioned between 0o to 40o to the surface of the RFID reader, is able to detect the presence 
of an RFID card even though it is blocked by materials. materials such as paper, plastic, glass, except 
aluminum and iron. 

 
4. Conclusions 
 

RFID based smart door system was implemented in this reseacrh. The systems can detect whether 
the user enters or leaves the room in real-time and store data in the system database. Even though 
there are obstacles on the reader when the RFID tag is scanned, the RFID reader can respond unless 
there are certain obstacles such as iron or aluminium so the reader cannot respond to the scanned 
tag. The distance between the RFID card and the RFID reader must be between 0mm to 20mm. RFID 
readers can detect RFID cards that are placed in 0o up to 40o in parallel with the RFID reader. The 
process of scanning the RFID Tag card by RFID reader will store the user's ID tag based on the time of 
accessing the door and the unregistered RFID card will be not allowed to access the door. 
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