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ABSTRACT

Steganography is part of information hiding as the knowledge in science system that covers confidential messages via text, image,
audio and video. Many researchers’ effort implemented steganography in the text domain using the feature-based method
concerning uniqueness letters to embed that conceal the hidden message. This paper intends to review the achievement
performance that is used in feature-based method. This paper aim to concern specifically on performance of robustness, security
and capacity in implementation feature-based method of text steganography. Therefore, this paper reviews the implementation
some performance that achieve by previous researcher in developing feature-based method of text steganography.
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1. Introduction

The information security is an important issue in modern technology and communication in
transmitting data in the open network currently [1,2]. Anyone can access the information from
anywhere in the globe on an open network because there are no territorial restrictions on access [3,
4]. As a result, sharing information over the Internet exposes it easily able to access by unauthorized
users [5,6]. There for one of part implementation information security is anticipated to overcome
these expected problems is name steganography [7,8].

Steganography is defined as the art and science of concealing signals through information
mediums so that they are invisible to the human vision and automated equipment [9,10]. The goal
of steganography execution when using performance as a component of information concealing
technology is to protect the hidden information[11,12]. In order to safeguard secret messages in two-
way communication, the concept of application steganography has been employed since the
beginning of time [13-15]. The primary goal of steganography application is to mask sensitive
information in various data transfer modes [16].
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Steganography techniques are divided into two groups: digital steganography and approaches
using natural language. There are two primary types of steganography implementation. Digital
steganography falls within the first group and is used in non-text media like pictures, sounds, videos,
and protocol mediums [17,18] The second type, called natural language steganography, uses the
steganography mechanism in text as opposed to the first. It involves embedding the concealed
message in the text to hide it from third-party detection. In short, natural steganography can hide
the hidden message from intruder [19,20].Two categories make up the application of natural
language steganography: text steganography and linguistic steganography. The first is linguistic
steganography, which makes use of textual features that are linguistic in nature [21]. It conceals a
message that is related to language text and other linguistic variations of the rule for embedding the
private message [22]. Figure 1 exemplifies several categories of steganography implementation.
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Fig. 1. Steganography field Implementation [23,24]

Figure 1 the field of steganography that shows hierarchy knowledge from information security
until some method on text steganography.

Text steganography, which uses text components including words, lines of text, space, and other
text properties to conceal the confidential and hidden message, is the second way of natural language
steganography [25,26]. This study focuses on the feature-based approach development for text
steganography [27]. By embedding the message based on the distinctive qualities of letters and any
languages that employ A-Z letters in a message, the hidden messages might be hidden using this
technique [16,28].

2. Related Work

As part of text steganography, feature-based is modifies a text's distinctive features based on a
code word. It might slant slightly up and down, or the length of the code word might shorten or
lengthen in order to embed portions of a hidden message that can be buried in text data [29-31] Ali-
Shah [32] utilized the feature-based method using frequency normalization in column in choose the
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letter embedding. It embeds the hidden message based inter word and space of text in correct
position using Unicode system with dual binary bits. The Unicode function in this technique able to
hide three characters and eight possible path to execute hiding implementation.

Bajaj and Aggarwal [33] proposed the implementation of feature-based web page environment
that focus on HTML. It embedded the hidden message in italic and underline tags in back end of the
webpage. This technique able to accommodate large capacity of data that converted into
hexadecimal in source page code of HTML. The hidden message becomes smaller that able cover
easier in the cover text.

Naharuddin [34] proposed the mapping binary bits in covering the hidden message using ASCII
table as the part of technique of feature-based. The mapping creates the number of order binary bits
that converted from hidden message with add number 1-7 to determine and row column of position
of embedding text. This technique achieves high-capacity performance that conceals the hidden
message based on row and column rather then cover text length capacity.

Akotoye et al., [35] proposed the feature-based method using character pair text technique. The
hidden message converts into binary bits that is embedded in the first the last letter on the sentence
of text. This technique improves the capacity ratio with using character pairs key in stego text after
the first and the last letter is embedded in the text.

Kumar et al., [36] developed a text steganography algorithm that boosted hiding volume with a
compression ratio using a combination of Burrows Wheeler Transform (BMT)+Move to Front (MTF)
encoding +LWZ coding. This technique is implemented based on email sender address that use to
increase unpredictability, this technique places a number of random letters before the email address
sign (@). This method was divided into two parts. The first step is the embedding step, which created
another matrix D in sequences to select pertinent text from the buried message. The four binary bits
of transformed text are converted into stego text by decoding the MTF and obtaining the BMT from
the original text.

Kataria et al., [37] developed a text steganography solution that can produce very quick embed
and extract is called encryption with cover text and Reordering (ECR) employing ExOR. The operation
processes as well as integrate two character difficult to fetch enciphered text original message. With
0 bits describing cover text and 1 bits describing encrypted content, this method reordered an eight-
bit random key.

Bhattacharyya et al. [38] developed a method for hiding information by changing the English
alphabet's letter patterns. Based on the binary bit sequence, a letter like | or j that is a character in
the alphabet and has a pointis embedded in 0 bits, whereas the characters a, ¢, and an are embedded
in 1 bits.

Dulera et al., [29] created a technique to hide the character by combining feature-based and
random character sequence based on a characteristic of the English language that transformed the
message to binary bits. These approaches divide binary bits into three categories based on the shapes
of the letters, using letters with curves for hidden 0 bits and letters without curves for hidden 1 bits.
Technique based on a vertical line in a letter with the other letters buried in 0 bits and the vertical
line hidden in 1 bits. The last technique divides the type of letter into four groups, such as curved
letters for use with 00 bits, letters with central horizontal lines for use with 01 bits, letters with one
vertical line for use with 10 bits, and letters with diagonal lines for use with 11 bits. These methods
are difficult for the user to understand, impossible to decode, and resistant to text reformatting and
retyping. However, these methods contain flaws that a program could easily detected by third party.
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3. Performance Review of Feature-based Method

The performance of feature-based method considers two-way communication that achieve in
implementation the technique on text steganography. There are three performances have a
contradiction relation in development text steganography that show in Fig. 2.

Security
@

Robustness

all

i
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Fig. 2. The relation performances in development steganography in text domain [39]

Figure 2 shows the contradiction performance that achieves the development text
steganography, such as robustness, security, and capacity [11]. Robustness is resistant to alteration
the personal information from modification. Security is a crucial indicator of how much sensitive
information is hidden from intruders. Capacity is the quantity of private information it can deliver to
the recipient in the stego text [40,41]. It is called contradiction performance because if the technique
achieves one or two specific performances, it will decrease the other performance. For example, if
the techniques achieve high security performance, it will lead in decrease the robustness and capacity
performances of technique [39,42]. Therefore, this paper reviews several techniques of feature-
based method that concern on robustness, security, capacity, and other performances. It considers
the high performance and lack performance that is achieved in feature-based method that show in
Table 1.

Table 1 shows the performance in several techniques of feature-based method that display the
high performance and lack performance that is achieved. It clearly seems in Table 1, there is no
technique that able to achieve high performance in robustness, security, and capacity. In Unispach
Xor Shift, Polynomial encryption using Chinese Text and Arabic text Unicode techniques achieved the
high performance in capacity but lack in security performance. Then, Character spacing normalization
and alphabet pairing techniques has high performance in robustness and capacity, but lack in security
performance. In AlITSteg technique of feature-based has high performance in security and capacity,
but lack in robustness performance. This condition states the three relations performance is
contradictive each other in develop the technique of feature-based method. Table 1 also consider
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the other performance that high in effective algorithm and fast embedding process then lack
performance that only applicable in web page, complex algorithm, and time-consuming process.
Moreover, the calculation performance in developing technique of feature-based method displays in
Figure 3.

Table 1

Performance technique of feature-based method in last decade

No Feature-based \ Robustness  Security Capacity Other performance \
1 Arabic text in Unicode technique [24] — X v —
Polynomial encryption using Chinese — X v —
Text [43]
3 Webometric text steganography [44] — v — X only apply in web
page environment
4 | Unispach Xor Shift Cipher [45] — v —
5 Using zero-width joiner (ZWJ) and — v X —
Kashida in Arabic text [28]
6 Character spacing normalization [32] v X v —
7 Unicode character in multilingual [46] — - v X Complex algorithm
Arabic text using text steganography p— v - X Complex algorithm
and cryptography [42]
9 Secret sharing message system [47] X v — —
10 | Coverless steganography Single Bit — X — v It has effective
Rules [48] algorithm
11 | Binary Mapping [34] — — v X Easy to detect
changes letter
12 | HTML Web page steganography [33] v X — —
13 | Font color MS excel [12] X — v X Easy to detect
changes letter
14 | Character pair text [49] — — v X Easy to detect
changes letter
15 | AlTSteg Via social media [50] X —
16 | Multilayer Partially Homomorphic [51] X — v —
18 | English text using number oriented X X — v Fast embedding
(52] process
19 | Huffman Compression [53] — X v —
20 | Content-based Feature extraction [54] X X V/ —
21 | Alphabet Pairing Text [55] X v —
22 | Compression ratio in Email [36] — — v X Complex algorithm
23 | Encryption with Cover Text and X — v —
Reordering [37]
24 | Back-end interface web page [56] — — v X Time consuming
process

v High performance X Lack performance

m==: No performance
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Fig. 3. The graph of achievement performance feature-based method in last decade

Figure 3 shows the number of achievements in development feature-based method in last
decade. Based on Fig. 3, the most of high performance that achieve is capacity performance with 16
techniques, the second is security performance that achieved by nine techniques, the third is
robustness with three techniques, and the last is other performance (effective algorithm and fast
embedding process). For the opposite, several techniques also lack in those are performance that
mostly lack in security performance and other performance (dependable webpage, complex
algorithm, and time-consuming process) with nine techniques. Then, if following the lack
performance in robustness with seven techniques and the last is capacity with only one technique.
Thus, the review of achievement performance in implementation of feature-based method as the
part text steganography.

4. Conclusions

The paper aims at the text steganography category in reviewing the feature-based method's
performance in text steganography. It focuses on the three performances in developing feature-
based method robustness, security, and capacity techniques. Those are three performances in which
the contradiction relation each other when one or two techniques perform the expected result, then
the other has become lacking in the evaluation techniques. This paper reviews several techniques of
feature-based methods that evaluate the robustness, security, capacity, and other performances
concerned by previous researchers.

This paper discovers the high performance that achieves mostly on capacity performance,
followed by security, as the second and third are robustness and last is other performances (effective
algorithm and fast embedding process). Meanwhile, the lack of performance is mostly in security and
other performance (dependable webpage, complex algorithm, and time-consuming process). It
concludes that robustness, security, and capacity performances are the major performance that has
been considered in developing the technique of feature-based method in text steganography. For
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future work, it is expected to propose the technique in a feature-based method that can achieve high
performance in robustness, security, and capacity as part of text steganography.
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