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Blockchain, discreetly introduced by Satoshi Nakamoto in 2008, has become one of the 
top emerging technologies in 2016 and was first used in financial sector as the basis for 
Bitcoin, a crypto-currency which allows peer to peer money transaction with smart 
contracts without any third party in between which is different from other payment 
method such as Paypal or other methods to send money. Many bank institutions have 
adopted blockchain technology to mainstream day to day operation. Based on the 
review of related articles, there are three major concerns behind blockchain 
technology; security, sustainability, and legal. These issues have become a step-back for 
some companies and banks to adopt blockchain into their daily operations. Hence, this 
paper posits that more research is required in this area. 
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1. Introduction 
 

Prior to the existence of blockchain, transaction data is stored and managed by a centralized and 
non-distributed database. The transaction system is usually controlled and managed by a third-party 
organization. For instance, in currency transaction, a buyer and seller would be highly relied on a 
bank or credit card organization as the middleman to fulfill the transaction. The intervention of 
middleman will slow down the process of the transaction between the buyer and seller and might 
cause duplication or double-spend. Blockchain is a new type of database that has been invented to 
solve the problem that a centralized and distributed database has created. The technology has been 
used by many companies and organizations especially those in internet commerce industries to 
reduce cost, eliminate intermediary and streamline transaction process. Blockchain is verified safe 
and secure by some experts because it is distributed to several participating computers, thus making 
it harder for attacker to steal the data. Crosby et al., [1] provide an accurate analogy to illustrate the 
basis of blockchain technology; it is easier to steal a thing placed in an isolated place instead of being 
placed on a rack full of similar product. However, the structure of blockchain still woos critical 
arguments between researchers to how safe and secure blockchain technology is as compared to the 
way the data is managed in conventional way, which is by using non-decentralized database.  
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2. The Blockchain Technology 
 

Blockchain is a type of decentralized database structure which contains two types of data which 
are transaction and block, the term used to represent record. Instead of storing the records in a 
central database, the records are distributed via peer-to-peer network to several parties, making the 
sharing of information easier as compared to using centralized database. The technology is discreetly 
developed by a programming team or individual disguised under the name, Satoshi Nakamoto which 
is claimed to own approximately $100 million of bitcoin [2]. Nakamoto [9] published a paper titled 
Bitcoin: A Peer-to-Peer Electronic Cash System in 2008 to introduce the use of bitcoin in online 
transaction to make it easy for sender to make payment to receiver by eliminating intermediary, 
which is, the financial institution [3]. Since then, the term has emerged and experts in data 
management field begin to dig deeper to understand the underlying structure of blockchain and how 
the technology could benefit and change the way peer to peer transaction is managed in a 
decentralized and secure manner. One of the most popular systems that utilize blockchain 
technology is bitcoin [4]. Bitcoin is a crypto-currency or electronic currency that is used as an 
alternative to monetary system in online transaction. Users of bitcoin can make transaction without 
any intermediary and the bitcoin transaction will be recorded by blockchain; or simply put, a public 
ledger or spreadsheet [5]. The ledger will be distributed without being copied and made available to 
participating computer or called as miners to review and verify the transaction without going through 
a broker. 

 
3. Issues in the Implementation of Blockchain Technology 
 

Every great system has its own greatest flaws, so does blockchain. With the advent of blockchain, 
comes the underlying issues and challenges that blockchain may contribute to even though it is 
equipped with public-key cryptography. This paper compiles the security loopholes and 
environmental issues that may arise in the implementation of blockchain technology by several 
researchers and observers. Eyal and Sirer [6] argued that, even though the transaction ledger is 
distributed publicly, the practice would still put the blockchain technology in vulnerability concern. 
This statement is somewhat agreed by several other researchers which pointing out that blockchain, 
like any other technology, is exposed to cyber threat and attack [7,8]. The security and environmental 
issues and challenges are elaborated as follow: 
 
3.1 Security Issues 
 

Many researchers and observers pointed out that blockchain would likely be compromised by 
cyber-attacks in several means because the blockchain network is built based on trust. In his paper 
on blockchain technology, Nakamoto [9] claims that blockchain network would not face any security 
breaching activity so long as at least 50% of the miners in the network are honest. Attempting to 
attack or hack the building blocks network is nearly impossible because the attacker needs to attack 
the block including its precedence blocks to accomplish the attack. Thus, if an attack occurs, the 
attacker most probably comes from the dishonest participating computers within the network. If a 
miner or a group of miners manages to gain control over 51% of the hash, the system is highly 
exposed to the attack and this kind of attack is referred to as 51% attack [8]. The attacker who gains 
51% of control is capable to manipulate the transaction as well as approve biased consensus within 
the network which could lead to double-spending problem; the act of spending the same bitcoin a 
couple of times [10]. This problem would not occur in the traditional transaction process as the 
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process involves the intervention of intermediaries which verify the transaction between the sender 
and receiver, thus double spending problem is less possible to occur. This is supported by Kiviat [11] 
who claims that abolishing intermediaries in the transaction would create double spending problem 
because there would be no one to preserve the centralized ledger and that allows electronic unit 
such as dollar to be spent more than once. To prevent such attack from occurring, a technique has 
been implemented to prevent the attack from happening which is called as proof-of-stake [10,12]. 
Proof-of-stake is a technique or algorithm that is used to validate the transaction in the blockchain 
network and ensure that a miner can only mine blocks based on how many blocks he holds. However, 
there are several critics on the effectiveness of proof-of-stake technique in preventing such attack 
from occurring. Huoy [12] claimed that all crypto-currencies have their flaws even though proof-of-
stake is integrated in the blockchain network as a security defense against attacks. In his paper, he 
proved that a blockchain network equipped with proof-of-stake is still vulnerable to be attacked by 
dishonest nodes, and at the same time denied the claims made by computer science community that 
proof-of-stake can ensure that a blockchain network is immune to 51% attack. Other method to 
prevent 51% attack to the network is by implementing private blockchain.  

Blockchain technology is best known for keeping the miners anonymous in the networks and that 
might contribute to security issue. Due to the fact that the data ownership in blockchain network is 
ambiguous whereby no one has control over the network, it may be difficult to trace a specific data 
once it is sold which may attract more fraud activities such as counterfeiting, theft, and misuse of 
data [7,13]. However, Yli-Huumo et al., [8] claims that by making miners anonymous, it would be 
more secure for miners to confirm the transaction and that would also contribute to some interesting 
challenges. On the other hand, it is suggested that the anonymity in blockchain network may be 
improved by proposing a new technique; with several trade-offs, which is inspired by e-Cash 
technique [14]. 

Other than that, the reason why people who oppose blockchain technology claim that blockchain 
technology is not secure because of the new source code that is used to develop blockchain which 
might be vulnerable to cyber-attacks. According to Kuchler [15], most of crypto-currency companies 
have been relying heavily on new programming code that has yet been examined by experts for its 
flaws. This could pose a lot of threats to the crypto-currency companies in the future, thus more 
research should be done to examine the new code for any loopholes. 

One of the most recent issues related to blockchain technology is the WannaCry outbreak which 
attacks individuals, companies, hospitals, and other agencies all around the world which deal with 
crucial data [16]. The attack works by breaking into a victim’s computer system and decrypt the 
victim’s files. In order to encrypt the affected files, the victim has to pay huge amount of bitcoin to 
the attacker as a ransom. Some computer technology observers claimed that these attackers prefer 
to use bitcoin currency as a payment of ransom because the bitcoin transaction is difficult to be 
traced because the information of the transaction such as the sender details is kept anonymous [16-
18] and bitcoin technology is yet to be regulated, making it the first choice of payment method to be 
used by cyber-attackers [18]. However, although this technology allows anonymous transaction 
between the sender and the receiver, the transaction could still be traced somehow.  

 
3.2 Sustainability Issues 
 

Despite being profitable to the users, blockchain activities especially block mining activity is said 
to be unsustainable with regards to environment and economic sustainability as compared to using 
centralized database and bitcoin is regarded as one of the blockchain technologies that pollutes the 
nature [19]. According to a financial system sustainability expert, Jeremy McDaniels, it would be a 
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challenging task to ensure that bitcoin, which could deal with approximately 360,000 transactions 
per day, would not irritate the environment albeit the mining activity is managed in a proper manner 
[20,21]. One of the logical reasons why the blockchain design is energy-intensive is due to the fact 
that miners require powerful and faster computer machines to mine and earn the bitcoin and in order 
to perform transactions in the blockchain links, the machines are left turned on all day long [19,22]. 
On the other hand, crypto-currency community pointed that the efficiency of crypto-currency will 
improve along with the advancement of blockchain technology in the long run. In-depth research is 
highly needed to be conducted to compare the amount of energy consumed by blockchain 
technology and centralized database. Other than that, some researchers pointed out that proof-of-
work activity in bitcoin mining is the main cause behind the problem with regard to environmental 
sustainability [8,23-25]. According to Bohme et al., [25], miners who use proof-of-work calculations 
to mine bitcoin are expected to consume up to 173 megawatts of energy which is equivalent to 20% 
of energy required to run a nuclear power plant.  

In term of economics sustainability, there is not much debate among researchers but crypto-
currency observers claimed that blockchain technology would contribute to positive and negative 
impact to the economic sustainability. As for cryptocurrency system, it is suggested that the 
unpredictable change of cryptocurrency value such as Bitcoin has a potential to suffer from a major 
bubbles and crashes [2]. As for the blockchain technology itself, Morgan and Wyman [26] believe that 
blockchain technology is more cost saving as the technology could help companies to save up to 25% 
to 35% of company’s asset to handle the currency. This is possible because of the blockchain’s nature 
which could eliminate the third-party intervention, thus reducing the cost to be spent for manual 
processing. In the joint report, Morgan and Wyman [26] also list out the benefits of deploying 
blockchain to companies’ system; data is managed efficiently, liquidity is improved, cost of data 
handling and brokerage is reduced which would lead to the increase of company’s revenue, etc. 
 
3.3 Legal Issues 
 

Blockchain technology also is likely to contribute to some legal issues according to some 
researchers and observers. One of the main legal issues that policy makers all over the world have to 
face is the legal status of blockchain technology.  There remains uncertainty on how to treat the 
network in term of legal status as there is no special entity to govern the blockchain network as the 
network is based on smart contracts; a self-executing contract without any contractual clauses 
[11,27]. Policy makers need to think a way on how to reconstruct the current legal framework so that 
the blockchain technology can fit in. It is suggested that this legal issue can be addressed by 
integrating the elements from the traditional contracts with the blockchain smart contracts [28]. 

Other issue that could possibly arise is that if an interruption or attack occurs to the network, 
there should be someone who is responsible to take charge of the situation. The community who 
opposes the implementation of crypto-currency technology pointed out that if all participants within 
the network are given the same privileges with no one to govern the network, it would be a chaotic 
situation if someone successfully attacks the network. The leaderless decentralized autonomous 
organization (DAO) was hacked in different occasion by anonymous hackers which has led to a 
devastating loss of approximately 18 million dollars from January 2018 to December 2020 and the 
activities were difficult to trace [10]. This incident has attracted a major debate among advocates and 
opponents of crypto-currency technology on who should hold the legal responsibilities after the 
attack.  

Central banks in several countries have taken steps to regulate the implementation of blockchain 
technology within the countries. In Malaysia, the Central Bank of Malaysia has yet to implement any 
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specific regulations on blockchain technology at present though the new governor of central bank 
has voiced out his supports towards financial technology development in Malaysia. The central bank 
is currently issuing a discussion paper to all banks in Malaysia and financial technology providers to 
ask their opinion or comment with regard to financial technology development such as blockchain, 
in term of the consumer protection, its feasibility and its implications to financial markets before 
embarking official regulation on financial technology which was expected to be ready by July 2016 
[29]. This is the normal practice in Malaysia where it would take a few years for a new technology to 
be approved in any industry in Malaysia as the technology needs to be assessed scrutinously by the 
expert and Malaysia government before being implemented. However, to date, there is still no 
official statement issued by the Central Bank of Malaysia about the outcome of the dissemination of 
the discussion paper. Unlike Malaysia, in Singapore, OCBC Bank has successfully completed its pilot 
payment transaction by incorporating blockchain technology in its banking operation which is 
supported by the Monetary Authority of Singapore (MAS) [30]. MAS has expressed its support to 
embrace financial technology implementation in Singapore but at the same time warns the public to 
be mindful of the underlying problem that bitcoin could possibly contribute in the long [31].  

 
4. The Future of Blockchain Technology 
 

Although blockchain technology faces immense challenges even from the beginning of its 
implementation, the technology could somehow be improved from time to time to help facilitate 
transaction activities. Blockchain technology has a lot to offer apart from being used to help storing 
asset virtually. The technology could be extended for a number of applications such as distribution 
of welfare, secure voting, transfer of land titles and many more [32]. A huge number of financial 
companies are exploring the benefit the underlying framework of blockchain technology before 
adopting the technology to mainstream the business operation and this number is expected to 
increase from time to time. Several companies, however, have incorporated blockchain technology 
into their business operation. Despite being bombarded with a lot of information regarding the 
loopholes of blockchain technology, these early adopters can have a lot of benefit for starting to 
discover and adopt the technology from its earliest phase. According to Kelly [33], these early 
adopters could predict any disruptions in the future and they are prepared for any glitches much 
ahead from their new competitor who is still struggling to understand the technology and the 
disruption that might occur. However, early adopters might face several challenges when adopting 
newly discovered technology such as incompetence and lack of supports if any issues occur which 
may lead to greater security risk [34]. Several companies in some countries have taken a ‘wait and 
see’ approach to see whether blockchain could really worth the investment or otherwise. 

In Malaysia, an independent non-profit industry-government group has taken the initiative to 
nurture the development of blockchain industry in Malaysia though the Central Bank of Malaysia has 
yet to release any regulatory framework for financial technology despite it was expected to be ready 
by 2016. The group, the Malaysian Industry-Government Group for High Technology (MiGHT) 
collaborated with a blockchain advocacy body, Bloktex to develop blockchain industry in Malaysia 
[35]. MiGHT and Bloktek has organized a conference as the first step to introduce and increase 
awareness on blockchain technology to the public. The conference aimed to disseminate information 
regarding blockchain technology in term of what the technology could offer as well as its positive and 
negative impacts.  Several banks in Malaysia have shown their interest and supports towards financial 
technology. These banks, namely CIMB, RHB, and Maybank, are currently working in partnership with 
financial technology companies in Malaysia to incorporate the technology in the current system.  
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5. Conclusion 
 

This paper attempted to briefly outline the issues that blockchain might contribute to in term of 
security, sustainability and legal aspects by different experts and observers in blockchain technology. 
This paper also attempted to outline the future of blockchain technology. Though the technology 
faces immense challenges and disputes, this technology has a lot to offer to its potential users 
especially in mainstreaming transaction matters dealt by financial institutions especially in baking 
institutions. More studies should be conducted to discover more on how blockchain technology and 
its application can benefit a country, institution, or individual in the long run as well as how the 
technology could be made more secure from the way it is now to prevent intruders from attacking 
the chain. Moreover, similar to other technology, a dedicated study is paramount to develop an 
energy consumption model for blockchain technology. This is because the model will not only help 
the developers to come up with a solution to ensure that the technology is environmentally friendly, 
but it will likely help to improve the overall efficiency of the technology [36] 
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