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a common modulus attack to be successful, a message must be transmitted to two
distinct receivers with the same modulus. The strengths and limitations of the LUC,

Keywords: LUC3, and LUCA4,6 cryptosystems when subjected to a common modulus attack were
Common modulus; Decryption; discussed as well. The results reveal that the LUC4,6 cryptosystem provides greater
Sncryption; Keys; Lucas sequence security than the LUC and LUC3.

1. Introduction

Cryptography is the process or technique of transforming plaintext to ensure that information is
secure and inaccessible to intruders. It has become one of the most important components of
computer and network security to ensure the confidentiality and integrity of data and protect it from
unauthorised access. In addition, public demand for cryptographic systems has increased, especially
given the widespread use of e-commerce in the digital economy, such as internet banking, shopping
and payment. Currently, there is a growing awareness that the potential work of cryptography is in
line with environmental sustainability as framework in the Sustainable Development Goals (SDGs) [1]
through investment in technological innovation. Therefore, in the future, further exploration of the
use of cryptography in line with environmental sustainability may be considered in the context of
renewable energy research [2-4] in conjunction with strategies to improve health and preserve our
planet.
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The concept of public key cryptography, which uses two different keys, i.e. public encryption key
and private decryption key, was discovered by Diffie and Hellman [5] in 1976. The public key is made
public and used for enciphering, whilst another key is kept secret and used for deciphering. Both keys
are crucial components of digital communication systems and are frequently employed in
information security to maintain the system's confidentiality. Nevertheless, the concept of public key
cryptography was not substantiated until the breakthrough in public key cryptography in 1978, which
provided the world with a new paradigm through the pioneering practical implementation of
cryptography by three mathematicians, Rivest, Shamir, and Adleman [6]. As a result, it became
known as the RSA cryptosystem.

RSA exploits an integer factorisation problem that was previously one of the irresolvable number
theoretic problems. Currently, RSA cryptosystem is the most promising and widely used system. It is
extensively used to safeguard digital data in web browsers, smart cards, and chat applications such
as WhatsApp. Accordingly, academicians and researchers focus their efforts on enhancing the
efficiency and effectiveness of RSA and its security.

The LUC cryptosystem is an extension of RSA cryptosystem based on the Lucas function proposed
by Smith and Lennon [7]. It has been modified to boost security or efficiency by taking advantage of
the recurring character of the Lucas sequence. Inspired by their effort, Said and Loxton [8] and Wong
etal., [9] worked on LUC3 and LUC4,6 cryptosystems, intending to eliminate all potential weaknesses.
LUC is a cryptosystem based on quartic polynomials. The LUC3 cryptosystem is extended from the
LUC cryptosystem based on a cubic polynomial. In comparison, LUC4,6 is an extension of LUC and
LUC3 cryptosystems based on quadratic polynomials. Additionally, Smith and Skinner [10] developed
another public key cryptosystem analogous to the Diffie-Hellman and El-Gamal cryptosystems [11]
and later presented another cryptosystem - LUCELG cryptosystems - to boost their efficiency.

A common modulus attack is an attack that can be used to recover the original plaintext when
plaintext is encrypted via two different keys in the same modulus. This attack works if and only if
these two different keys are relatively prime to each other.

The authenticity of data and information when it is stored or transmitted across the network is
heavily reliant on encryption and decryption processes. Emulating sophisticated cryptanalytic attack
techniques is critical for determining a cryptosystem's strengths and weaknesses. As a result,
numerous studies on cryptanalytic attacks and efficiency analyses have been conducted [12-23]. This
study uses common modulus attacks to evaluate the security of LUC, LUC3, and LUC4,6
cryptosystems.

2. Preliminaries
2.1 Mathematics Background

A N-th order Lucas sequence is a linear recurrence sequence of integers T, defined by
T = 2 (D™ a; Ty (1)

with initial values of Ty, Ty,..., Ty—1, Where a; are coefficients in N-th order polynomial,

No(=DigxN-t = 0. (2)
Definition 1. Suppose that the second order of the Lucas function is denoted as V,,(a;,1) = a® +
k_pk
f¥and U,(a;,1) = %, then

207



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 29, Issue 3 (2023) 206-213

2Va+b(xa11 1) = Va(alr 1)Vb (al; 1) + DUa(all 1)Ub (all 1) (3)
Vap(a1,1) = Vo(Vp(ay, 1),1), and (4)
Uab(alr 1) = Ua(Ub(ali 1)11) (5)

where D is the discriminant of quadratic polynomial.
Definition 2. Suppose that Vi (ay,a,,1) = a* + g% + y*, Ui(ay, a5, 1) = a* + w?p* + wy*,

and U}/ (ay,a;,1) = a* + wp* + w?y* withw = _1+\/__3, then

WVasp (s, az,1) = ViV + ULUY + ULUS, (6)
Vap(ay, az, 1) = Vo(Vp(ay, az, 1), Vy(az, a1, 1), 1), (7)
U'ap(ay,az, 1) = U'q(U'p(ay, az,1),U'(az, a1, 1), 1), (8)
U'ap(ay, a2, 1) = U"(U"(ay,az,1),U"(az, a1, 1), 1. (9)

Definition 3. Suppose that Vi (a,, a,, as, 1) = a® + g% + y* + A%, U (ay, ay, a3, 1) = a® — ¥ +
vy = 2%, Ul (ay,aya3,1) = a* — p¥ —y* + A* and U}" (aq, ay, a3, 1) = a® + p* — y* — 2%, then

4Vaip(ay, az, as, 1) = V,V, + ULUY' + UL UL + UL'US. (10)

Tap(aq, az,a3,1) = T,(Ty(aq, ay, a3, 1), Tp(az, aja3 — 1, a% + a% —2az,a1a3 — 1,a,,1),
Tb(a?ﬂ aZI all 1)! 1) (11)

where T,;,, T, and T}, can be representative V,U’, U'’and U'". Note that, T, (a,,a;a; — 1,a? + a3 —
2a,,a,a; — 1,a,, 1) is sixth-order linear recurrence sequence based on quartic polynomial.
Definition 4. For sixth order Lucas function, all kind of functions are denoted as V, = a¥ + aX +
K k K kK qpro— ok k 2,k k k 2,k n_ _k 2,k k
az tag, +as tag, U, =a7 +wa; +w az +ag + wasg + w*ag, U, =a; +w a; + waz +
ak + w?af + wal, U =af +ak +af — (af +af +af), UY = af + wak + w?ak — (af +
—1+v=3

wak + w?af), and U} = af + w?ak + wak — (af + w?ak + waf) with w = , then the
(a + b)-th term of sixth order Lucas function can be defined as
6Vaip(aq, ay, a3, a4,as,1) = V,V, + ULU) + ULUL + UL UL + UV UY + UY UL . (12)

Since the LUC4,6 cryptosystem is a system based on a quartic polynomial, then the roots of the
polynomial for sixth order Lucas sequence in the LUC4,6 cryptosystem were modified to become
a, =af,a, = ay,az = al, a, = Py, as = fA, and ag = YA, where a, 8, ¥, and A are the roots of
a quartic polynomial. Note that all the sequences defined above satisfy the linear recurrence
sequence defined in Eq. (1).
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2.2 LUC-type Cryptosystem

This section discusses the different types of LUC-type cryptosystems. Like other public key
cryptosystems, the computational time of encryption and decryption relies on the size of public key,
e , private key, d, and the plaintext message, M as well as the value of modulus, n = pq, where p
and q are a large prime number. LUC-type cryptosystems algorithm consists of three processes, i.e.,
the process of encryption, the process of key generation, and the process of decryption. The
encryption process will produce the ciphertext, C, whilst the plaintext, M will be recovered through
the decryption process.

2.2.1 LUC cryptosystem
In the process of encryption, the generation of ciphertext can be defined as
¢ =V,(m,1) mod n. (13)

In the process of generation of the decryption key, the receiver can compute

ed = 1 mod ¢p(n), (14)
where
o = (p- () (a- () a9

2_ 2_
with (%) and (%) are the Legendre symbols. It is clear that the Legendre symbols are either

+1or—1.

Similar to the generation of ciphertext, the original plaintext can be calculated by replacing the
encryption key with the decryption key, and the plaintext is replaced with ciphertext in Eq. (13).
2.2.2 LUC3 cryptosystem

The encryption function is defined by
E(my,my) = (Ve(ml»mz» 1), Ve(my,my, 1)) = (¢1,¢) mod n (16)
with initial values Vo (xy, x5, 1) = 3, V,(x1, x5, 1) = x4, and V5 (x4, x5, 1) = x2 — 2x,.

The process of generation of the decryption key is similar to LUC cryptosystem, whilst Euler
totient function, ¢p(n) corresponds to cubic equation. To decrypt the message, the user evaluates

D(cy,c3) = (Vd(cli c2,1),V4(ca, ¢4, 1)) = (my,my) modn (17)

which recovers the original plaintexts completely.
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2.2.2 LUC4,6 cryptosystem
The process of encryption is defined by

E(my,my,ms,) = (V,(my, my,m3, 1), V,(my, myms — 1,m% + m% —2my,mymz — 1,my, 1),
Ve(m3; my, My, 1)m0d n. (18)

Analogous to LUC3 and LUC cryptosystems, the decryption key of the LUC4,6 system is the inverse
of e modulo ¢(n). However, in this case, the Euler totient function corresponds to quartic equation.
In order to recover the original plaintext, the user evaluates

D(cy, ¢y, ¢3,) = (Va(cy, €z, ¢3,1),Vy(cy, c103 — 1,62 + ¢3 — 2¢4,¢c105 — 1,¢5, 1)
V;(c3, ¢y, ¢4, 1)mod n. (19)

3. Results

The common modulus attack is one of the homomorphic attacks with respect to multiplication
structure based on homomorphic nature. The attack works in the situation when a message is
encrypted using the same RSA modulus but a distinct public encryption key, which are relatively
prime to each other. Following, we analyse the strength and weaknesses of variants of LUC-type
cryptosystems via common modulus attack. In the common modulus attack, there are two pairs of
public encryption and private decryption keys, (e;,d;) and (e,, d,) with e; and e, are relatively
prime to each other. There exist u, v € Z such that ue; + ve, = 1 by using the Euclidean algorithm.

Theorem 1. In the LUC cryptosystem, the ciphertext c; and ¢, which corresponds to the plaintext
m is given by ¢; =V, (m,1) modn and ¢, =V,,(m,1) modn. Then the plaintext m can be
recovered without the decryption key d; or d, by calculating

m = 27 (W, (ep, DVp(cz, 1) + (¢ = DUy (ey, DUy (cz, 1)) mod n. (20)
Proof. Since (eq,e;) = 1, then exist u, v € Z such that ue; + ve, = 1. Therefore,

(Clr 1)V17(CZJ 1) + (C% - 4) Uu(clﬁ 1)Uv (CZﬁ 1)
deuel (CZr 1)V1,(C2, 1) + (C% - 4) Udzuel (CZ: 1)Uv (CZ’ 1)
deuel+v(C2J 1) = Vue1+ve2 (m' 1) = 2m mod n.

N =

k

Due to V,(x;,1) = a* + % and U, (x1,1) = %, where a and B are the roots of quadratic
polynomial x? — x;x + 1 = 0, then the initial values Vy(x;,1) = 2, V;(x1,1) = x4, Up(x1,1) =0
and U;(x;,1) = 1. Thus, the original plaintext can be recovered without a decryption key by
calculating Eqg. (20).

Theorem 2. In the LUC3 cryptosystem, the ciphertexts which are corresponding to the plaintexts
m; and m, are denoted as c¢;1 =V, (my,my, 1) modn, ¢, =V, (my,my,1) modn, c;; =
V.,(mqy,my, 1) mod n, and ¢, , = V,,(m,, my, 1) mod n, then the plaintexts can be recovered by
calculating
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my =371 (Vu(cl,l; C1,2 1)Vv(C2,1; C2,2, 1) + U{L(Cm, C1,2s 1)U1’7’(C2,1; C2,2, 1) +
U{l’(cm, €12, 1)U,§(c2,1, 22, 1)) mod n (21)

and

m, =371 (Vu(CLz» C1,1, 1)V,,(C2,2, €21, 1) + Ulll(cl,Z' C1,1/ 1)U1’;'(C2,2: C2,1) 1) +
UL’[(CLZ, €11 1)U,;(C2‘2,C2,1, 1)) mod n. (22)

Proof. Since (e, e,) = 1, then exist u, v € Z such that ue; + ve, = 1. Therefore,

V;;(Cm' C1,2 1)%(02,1; C2,2, 1) + U{L(Cm» C1,2) 1)U1’7’(C2,1r C2,2, 1) + U{L’(Cm: C1,2) 1)U1;(C2,1' C2,2, 1)
= Vi, ue, (52,1; C2,2, 1)Vv(cz,1; C2,2, 1) + U(,izuel (C2,1: C2,2, 1)U1;’(C2,1' C2,2, 1) +

Uc’ilzuel (C2,1» €2,2 1)U1’7(C2,1, C2,2) 1)
= 3Vd2ue1+v(cz,1r C2,2) 1) = 3Vuel+vez (m1; my, 1) = 3Tnl mod n.

A similar method for recovering the plaintext m,. Thus, the plaintexts can be recovered by
computing Eq. (21) and Eq. (22).

Theorem 3. In the LUC4,6 cryptosystem, the ciphertexts which are corresponding to the plaintexts
my, m,, and my are denoted as ¢, 1 =V, (my,my, m3,1) mod n, ¢, =V, (mp, mymz — 1, m? +
m3 — 2my, myms — 1,m,, 1) mod n , 13 = V,, (M3, my,my, 1) mod n , Cp1 =
Ve,(my, my,ms, 1) modn , cy5 = V,,(my, myms —1,m$ + m§ — 2m,, myms — 1,m,, 1) mod n
andcy3 =V, (ms3,m,, my, 1) mod n, then the plaintexts can be recovered by calculating

my =471 (Vu(cl,l' €1,2,C1,3) 1)1/,,(62,1, €2,2,C2,3, 1) + Uy, (01,1, C1,2,C1,3, 1)U1'7”(C2,1, €2,2,€C2,3 1) +

U{L'(Cm: €1,2,C1,3) 1)U1';'(Cz,1: €2,2)€2,3 1) + U{L”(C1,1' €1,2,€1,3, 1)U1; (C2,1' €2,2)€2,3 1)) mod n,
(23)

my = 67 (V(A)V,(B) + Uy (A)U;" (B) + Uy (AU (B) + Uy (A)Uy(B)) mod n, (24)

ms = 41 (Vu(cl,3: C1,2,C1,1 1)Vv((32,3, €2,2,C21, 1) + U&(C1,3' €1,2,C1,1 1)U1;”(C2,3, €2,2,C21, 1) +

Uz’;’(C1,3; €1,2,C1,1» 1)U1’7,(CZ,3f €2,2,C2,1) 1) + UL'L”(C1,3' €1,2:C1,1 1)U1'7 (C2,3' C2,2:C2,1) 1)) mod n,
(25)

— 2 2
where A = (cl,z, €11C13 — 1,¢{1 + €13 —2C12,¢11C1,3 — 1,C12, 1) and
— 2 2
B = (02,2’ C21C23 — 1,651 + €33 = 2C32,621C23 — 1,C2, 1)-

Proof. Since (e, e,) = 1, then exist u, v € Z such that ue; + ve, = 1. Therefore,

VU.(Cl,li C1,2,C13, 1)Vv(cz,1' C2,2,C23, 1) + U‘L,L(Cl,lﬂ C1,2,C1,3, 1)U1’7”(Cz,1' C2,2,C23, 1) +
U&’(Cm; C1,2,C13 1)U1’7’(Cz,1' C2,2,C23, 1) + UL'L”(C1,1: C1,2,C1,3 1)U1’; (02,1' €2,2,C2 3, 1)

= Vi, ue, (02,1; C2,2,C23, 1)%((32,1' €2,2,C23) 1) + U(Iizuel (02,1' €2,2,C23) 1)U1’7”(Cz,1' C2,2,C2,3) 1) +
Uc’ilzuel (02,1’ €2,2) €23 1)U1;’(Cz,1: €2,2,€23 1) + Uc’zlzluel (02,1’ €2,2,€23 1)U1; (02,1’ €2,2,C2,3 1)

= 4Vd2uel+v(cz,1' €22, €23, 1) = Ve, +ve, (C2,1: €2,2:C2,3) 1) = 4my mod n.
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A similar method for recovering the plaintexts m, and ms.

Theoretically, the eavesdropper can break the implementation of the LUC4,6 encryption system
and reveal the original message using Theorem 3. However, it is difficult to recover the original
plaintexts or messages due to the unable obtaining the initial values of the sequences, U’, U", U"",
U, and UV. Currently, as far as we know, the initial values for the sequences U’, U"”, U"", UV, and
UV can be found by calculating the roots of quartic polynomial, not the coefficients of quartic
polynomial. Consequently, the process of revealing the original plaintexts or messages is unable to
be accomplished via common modulus attack when using LUC4,6 cryptosystem. This implies that the
security of LUC4,6 cryptosystem is more competent than other's LUC-type cryptosystems.

4. Conclusions

The strength and weaknesses of the variants of LUC cryptosystems have been studied via
Common Modulus Attack. Results showed that the eavesdropper could break the encryption system
and recover the original plaintext or message successfully when the sender uses a same system
modulus to encrypt the plaintext or message to two different receivers in the LUC or LUC3
cryptosystem. However, the eavesdropper unable to reveal the original plaintexts or messages for
LUC4,6 cryptosystem without knowing the decryption key due to the difficulties in obtaining the
initial values of the sequences, U’, U, U, UV, and UV where the initial values are based on
coefficients or original plaintexts. This implies that the LUC4,6 cryptosystem withstands the common
modulus attack. By using common modulus attack, it can be concluded that LUC4,6 cryptosystem is
more secure compared to LUC and LUC3 cryptosystem. As a part of future work, the quintic system
can be developed to improve its encryption system and attack resistance performance. Further, the
enhanced cryptosystem will be analysed against possible cryptanalysis to ensure the system can
safeguard the end users.
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