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The DevOps methodology in software engineering is currently trending and many
software development organisations are adopting it to stay competitive. However,
these organisations face difficulties in adopting DevOps due to a lack of common
standard guidelines and methodology. We argued that guidelines across multiple
platforms are needed to succeed in DevOps implementation. This paper aims to
identify the benefits, challenges, and guidelines associated with DevOps adoption
using a systematic literature review. The search spanned over ten digital libraries such
as ACM Digital Library, ScienceDirect, EBSCOhost, SAGE Journals, Wiley Online Library,
and so on. The review also included keyword searches in relevant studies i.e DevOps
guidelines, DevOps and guidelines, DevOps benefits, DevOps and benefits, DevOps
challenges, DevOps and challenges. Papers written in English and published from
2011 through July 2020 were considered. 33 studies passed the two-step quality
assessment. Finally, the data were extracted and analysed based on the themes and
research questions, revealing the benefits and challenges of DevOps adoption
guidelines. The findings show that improved software delivery speed increases code
quality and application quality with frequent releases. It also shows that there was no
transparent scientific approach to determining the DevOps capabilities regarding the
process, practice, tools, and implementations, cost implications, and insufficient
knowledge of the automation process. Finally, the reviewed studies indicated that
software quality increases whenever DevOps best practices are adopted. DevOps is
about continuous software delivery. Previous studies have not considered the
guidelines for scientifically adopting DevOps for organisations that want to migrate.
The present review identified the DevOps adoption guideline model represented in a
cyclic format that indicates an infinite process representing continuous integration,
continuous delivery, and continuous deployment, with an understanding of benefits
and challenges.
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1. Introduction

DevOps originated in agile software development by combining development and operations
(developers and operators) [1]. DevOps is considered a phenomenon or set of principles and practices
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that enable collaborations and communications to produce an efficient team of developers and
operators [2,3] . DevOps is seen as a modern software development methodology and a response to
the inter-dependencies between development and operations by taking a modern approach and
producing tools through collaboration between developers and operators [4,5] . The DevOps
methodology in software engineering is evolving rapidly due to customers’ high expectations and
technological advancements. The current trend has motivated software development organisations
and teams to adopt DevOps principles to stay competitive. However, these organisations face
difficulties in adopting these principles. DevOps implementation strategies lack common standard
guidelines andmethodology [6,7].

Researchers have been actively investigating DevOps’ scientific and technical stand for
organisations’ adoption and practices and have developed many techniques and models [8-10] .
However, none of such studies focuses on specific aspects related to DevOps adoption guidelines to
our best knowledge. Therefore, this review explores some considerations and procedures for
DevOps adoption and identifies challenges and obstacles that prevent its optimal adoption.
Forward/backward snowballing iterations were used to ensure that all papers matched keywords.
As a result, 810 primary studies were scrutinised, of which 33 preliminary studies eventually passed
the selection criterion and were extensively studied. A classification framework was developed
based on the main components of DevOps methodologies.

Based on the research of Al Smin et al., [11] conducted a case study using a web survey on the
DevOp adoption process to characterise relevant factors of successful DevOps adoption. The reported
findings from the web survey analysis could serve as inputs for future framework development
[12,13] . However, several studies with existing methods and software development tools could
benefit from improvements in the deployment, delivery and maintenance phases [14] . DevOps
improves these phases by collecting principles and practices and collaborating between development
and operations teams [15]. DevOps is the collaboration between development and operations teams
and represents a new way of thinking in the context of the software engineering field that has
recently received much attention [16]. A similar study conducted systematic mapping and selected 44
articles that discuss DevOps’ definition based on DevOps practices and how DevOps is related to
other existing methods. Some studies mentioned a combination of descriptions, techniques, and
relations to other forms, leading other researchers to propose a definition for DevOps that includes
its benefits. Despite an increasing demand for software delivery, both in industry and academia,
deployment obstacles often impede the quick delivery of the new and improved features to end users
[17,18] . Similar studies have adopted an SLR approach to identify challenges to adopting DevOps in
practice before disembarking on the journey effectively. There is a need to clearly understand
DevOps concepts, training, tools, and benefits. The present study applied the SLR method, and the
results indicate that the techniques could create shorter lead times and better communication within
and between development teams [19] . There are also some challenges and drawbacks to change
management, software quality assurance, and stakeholder acceptance [20,21]. Other studies suggest
considering the comprehensive reporting of context and how to implement the practice, and the
adoption of a metric is very relevant for achieving an efficient security approach instead of referring
to the use of the procedure [21-24] . Some studies have classified DevOps based on principles,
practices, benefits, and challenges, which were not sufficiently addressed in the peer-reviewed
literature [24]. This review further conducts an SLR to identify the benefits and challenges of DevOps
adoption and the guidelines for comprehending the current difficulties in adoption. None of the
reviewed studies indicates interest or signs of developing policies for DevOps adoption. Our study
identified some common guidelines that organisations need to consider before adopting DevOps that
would help them succeed in implementing DevOps.
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DevOps is a collection of processes and philosophies that include the four fundamental
elements of culture, collaboration, tools, and operations. Due to a lack of common standard
guidelines and methodology, as well as a transparent scientific approach to determining DevOps
capabilities in terms of process, practise, tools, and implementations, cost implications and a lack of
knowledge of the automation process, organisations are having difficulty adopting DevOps. Using a
systematic literature review, this paper aims to identify the benefits, challenges, and proposed
guidelines associated with DevOps adoption. The findings from the previous studies show an
increased software delivery speed with improved code and application quality with frequent
releases when best practices were implemented. The reviewed study also found that when DevOps
best practices are implemented, software quality improves while continuous software delivery is
the focus of DevOps.

2. Methodology

This study follows the guidelines for systematic reviews in software engineering research [21,25].
The methodology has three phases: planning the review, conducting the study, and reporting the
extracted results. The literature search involved an automated search of ten popular digital libraries
and several iterations of the snowballing approach to ensure the completeness of results [26,27].

2.1 Planning the Review

The plan is to discover the current DevOps adoption guidelines and review the existing approach.
In particular, the research questions addressed by this review are:

RQ1 What are the DevOps guidelines?
RQ2 What are the challenges in DevOps adoption?
RQ3 What are the benefits of DevOps adoption?

2.2 Conducting the Review

The review started with the identification of relevant primary studies. The search spanned over
the 10 digital libraries most commonly used in similar studies: SCOPUS, EBSCO-Discovery Service,
ACM Digital Library, ScienceDirect, Wiley Online Library, SAGE Journal, Google Scholar, SpringerLink,
EBSCO Academic Search Complete, and ProQuest. The process was carried out in the five steps
described in Table 1.

Table 1
Inclusion and Exclusion Criteria
Step Inclusion Criteria Exclusion Criteria
1 Studies presenting DevOps concepts/definitions and

methodology
Studies not explicitly providing solutions to DevOps
challenges and practice

2 Studies presenting DevOps strategies/practice Studies presenting surveys
3 Studies presenting DevOps issues/goals, models, and

their benefits
Editorials, abstract, thesis panels, monographs, books,
book sections

4 Studies presenting DevOps principles Articles that are not written in English
5 Studies presenting case studies related to DevOps

strategies/guidelines
Studies published before 2011
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A checklist was used as a reference for the quality assessment. Each statement is evaluated based
on a three-point numeric scale: yes (two points), partial (one point), and no (0 points). Since there
were five questions on the checklist, the maximum number of points any study could be assigned was
10 points; the minimum was 0 points. An article had to receive at least five points to be included in
the final primary studies. All items with four or fewer points were excluded from the research for low
quality. It is also essential to understand that the assessed article was chosen based on their high
relevance to our study. A perfect item could have been excluded if it did not have the desired
relevant grade points per the checklist, which was designed to locate highly relevant reviews only.
The aim was not to rank the articles depending on their scores; the goal was to exclude articles that
contributed little to our research.

A quality assessment using sensitivity analysis was performed in this review by checking whether
the selected primary reviews from the previous phase reached the study’s minimum quality
requirements. Papers that did not meet the stated condition were excluded from the study. The
studies that passed this quality assessment (QA) are the final papers considered in the primary
research [28].

2.3 Automated Search of Digital Libraries

The process involved conducting an automated search in the following electronic sources that
are relevant to software engineering research:

i. Scopus
ii. ACM Digital Library
iii. ScienceDirect
iv. EBSCOhost
v. SAGE Journals
vi. Wiley Online Library
vii. ProQuest

Specifically, we searched by title, abstract, and keywords. Papers written in English and published
from 2011 to July 2020 were considered. We tried to be as comprehensive as possible. Consequently,
we used a general search string across all explored databases, such as “DevOps guidelines”, DevOps
and guidelines”, “DevOps or guidelines”, and “guideline of DevOps.” We retrieved similar results from
databases. We used a single relation in our search string because we wanted to focus on a specific
data analysis direction to produce transparent and reliable results.

2.4 The Selection Approach Based on Inclusion and Exclusion Criteria

We started the selection process by reading the title, abstract, and keywords of each study and
selecting them according to the criteria in Table 1. Then, we excluded studies that are not primary
studies and works that were not peer-reviewed or contained less than four (4) pages (e.g., theses or
abstracts). We also excluded books, book titles, and monographs because they usually present
mature research work and merge results that are previously presented or consumed by journals or
conferences.

We also used a sensitivity analysis approach. After that, we performed a second selection by
reading the full text of each included paper. We defined a sensitivity analysis on the item checklist
composed of the five criteria in Table 2 and an acceptance or rejection of either “Yes” or “No”,
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respectively, provided by the individual research assessment scores as shown in the last three (3)
columns in Table 2.

The sensitivity analysis aimed to exclude studies of inferior quality per our research focus. This
analysis included two stages. In the first stage, each study was read by a randomly selected author
assigned to each criterion in Table 2. The acceptance of “Yes” and “No” was provided so that any
study that satisfied the sensitivity criteria would be assigned a pass of “Yes” and would be included in
the present review. Our “No” sensitivity criteria were excluded if a unique research paper failed. The
second stage of the sensitivity analysis was carried out to ensure that high-quality documents were
selected from those that passed the first stage. The author, different from the initial one, in the early
stage, was assigned to read and assess the task using the same procedure used in the first stage and
produce a second sensitivity analysis [28].

Table 2
Sensitivity Analysis Table
Step Items Checklist Included

(2 point)
Partial
(1 point)

Excluded
(0 point)

1 Was the problem statement of the study clearly stated? Yes 1 No

2 Were the initial research gaps and contributions of the study clearly stated? Yes 1 No
3 Were the results focused on a single relationship and validated? Yes 1 No
4 Are the limitations and recommendations for future research clearly stated? Yes 1 No
5 Are the focus of the DevOps approach and its principles clearly defined? Yes 1 No

2.5 Searching Based on Snowballing

Snowballing is a search technique typically used to complement automated queries. We adopted
backward/forward snowballing to identify additional papers that the initial computerised search
might not have captured. In each selected preliminary study, we adapted backward snowballing, its
list of references, and forward snowballed its citations in Google Scholar (http://scholar.google.com/).
We first decided to consider all papers published from 2011–2019 that were not included in the initial
search; then, we applied the previously used sensitivity analysis to the other retrieved primary studies
[27].

2.6 Assessing the Research Methodology

Lastly, we performed another literature search to verify all the relevant primary studies. We
conducted an automated search over the following electronic databases:

i. Wiley Online Library (https://onlinelibrary.wiley.com)
ii. Ebsco Discovery Service (http://eds.b.ebscohost.com/eds/search/)
iii. Springer Link (https://link.springer.com)
iv. From this search, we found 18 relevant primary studies, confirming the snowballing

approach’s validity, reliability, and completeness.

The search results (Table 3) were filtered, and a duplicate was removed from the first assessment.

http://scholar.google.com/
https://onlinelibrary.wiley.com
http://eds.b.ebscohost.com/eds/search/
https://link.springer.com
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Table 3
Search Results with the First Assessment
S/N Databases Used Search Results Databases with First Assessment
1 ACM Dig Lib 27,058 ACM Dig Lib 117
2 Ebsco Discov Service 1,570 Ebsco Dis S. 83
3 Ebsco Academic Search Complete 18 Ebsco Academic Search Complete 12
4 Google Scholar 3,723 Google Scholar 17
5 Scopus 14 Scopus 3
6 SAGE Journal 01 SAGE Journal 2
7 ScienceDirec 109 ScienceDirect 23
8 Wiley Oline Lib 89 Wiley OLt 15
9 SpringerLink 233 SpringerLink 77
10 ProQuest 1544 ProQuest 09
TOTAL 32, 960 TOTAL 358

2.7 Literature Classification Steps

This review classified papers based on the classification criteria and then presented a framework
model characterised by different DevOps research areas. The research review derived this framework
gradually. Initially, draft schedule topics were generated based on the reading of titles, keywords, and
abstracts during the paper-selection stages. This topic comprises six areas with possible branches. We
later used these labelled topics to classify the documents while reading the full text and continued to
feed new subtopics as needed within each area.

2.7.1 DevOps concepts

We describe six (6) areas of the DevOps loop flow framework model and their topics based on the
DevOps concepts’ linkage. All the papers present perspectives on all other relevant DevOps research
areas. They address DevOps definitions and methodologies, practice, principles, strategies, benefits,
challenges, and software domains concerning the adoption and future research for manageable
DevOps implementation.

2.7.2 DevOps adoption methodologies

Studies belonging to this category present a methodological approach to DevOps implementation,
such as DevOps models and automation.

2.7.3 DevOps practices

The papers belonging to this area describe DevOps best practices and solutions to some
challenges of DevOps adaption. They analyse the definition of DevOps metrics and different strategies
for DevOps implementations such as configuration management, continuous testing, continuous
monitoring, continuous integration, and continuous deployment/delivery.

2.7.4 DevOps principles



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 63, Issue 2 (2026) 114-136

120

These studies mention the different stages of DevOps, such as continuous integration (CI),
continuous delivery (CD), and continuous deployment (CD). They also comply with the DevOps
pipeline showing a specified performance with reliability, automation [29] , measurement, sharing
feedback, and fast software release, among other matters [26,30].

2.7.5 DevOps strategies

These studies evaluated different DevOps teams’ activities and various management approaches.
Silos and targeted results, providing support and quick responses for each group, analysing the
process, and quality assurance evaluation of different software delivery. This also involves defining a
strategy [29], understanding requirements, and selecting and testing tools, as shown in Figure 1.

2.7.6 DevOps benefits

These papers present DevOps benefits using an automated toolset for both development and
operation teams to break the silos arising from each specific application domain, including web
transaction payments of web applications and mobile applications.

2.7.7 DevOps challenges

Based on the articles in this category, present DevOps challenges include different team locations
or different countries’ policies, a lack of a standard methodology, and the lack of a framework for
adoption.

3. Results

Finally, the resulting framework serves as a valuable contribution to DevOps research trends
during data analysis.

Figure 1 is a continuous DevOps implementation guide that requires best practices with a delivery
cycle comprising planning, development, testing, deployment, release, and monitoring. And with
active cooperation between different team members, consisting of a series of activities, such as
continuous development, continuous automated testing, deployment, continuous monitoring,
continuous integration, and continuous delivery [31] . And high-level principles with the acronym
“CAMS” (culture, automation, measurement, and sharing). And that includes culture, constant
collaboration, and communication.
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Fig. 1. DevOps Loop-Flow Framework Model

Figure 1 is a loop flow framework model that characterises the relevant guides to DevOps
implementation and pinpoints the understanding of continuous delivery, which served as a starting
point for identifying a common methodology for DevOps adoption in the existing laid-down
guidelines.

This research shaped the framework in a looping system because DevOps is a continuous and
repeated process along the pipeline.

A further brief explanation of an individual loop flow framework stage is provided presently
[32,33].

This section also reports the number of primary studies selected in each of the previous steps and
presents some quantitative analyses of the results, as shown in Table 4.

Table 4
Primary Studies Included, along with the Research
QuestionsWhere TheyWereMapped
Study Indicators (S) References RQsMapped
S1 [29] RQ1 & RQ2
S2 [26] RQ2
S3 [7] RQ1, RQ2
S4 [19] RQ2
S5 [13] RQ1, RQ2
S6 [29] RQ1, RQ2
S7 [25] RQ1, RQ2
S8 [34] RQ1 & RQ2
S9 [35] RQ1 & RQ2
S10 [23], RQ1
S11 [15] RQ1, RQ2
S12 [34] RQ1, RQ2
S13 [32,36] RQ1
S14 [14] RQ2
S15 [25] RQ2
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S16 [6] RQ1 & RQ2
S17 [7] RQ1 & RQ2
S18 [5] RQ2
S19 [8] RQ2
S20 [35] RQ1
S21 [37] RQ2 & RQ1
S22 [1,38] RQ1
S23 [39] RQ2
S24 [40] RQ1
S25 [41] RQ1
S26 [42] RQ1
S27 [43] RQ1
S28 [44] RQ1, RQ2
S29 [45] RQ1
S30 [43] RQ2
S31 [46] RQ2
S32 [47] RQ2
S33 [48] RQ2

The data was extracted based on the themes and research questions [31] . Except for DevOps
adoption, six (6) themes were identified, with three (3) pieces considered for each research question.
Articles were selected based on their impact and relevance to answering the research questions and
their strong support from the primary literature. The selected articles are listed in Table 5.

Table 5
Identified Themes and the Primary Studies Supporting Them
Themes Study Indicators
DevOps Methodology
CI/CDs Practice & Collaborations [8,13-17,19,23,25,28]
Strategies and
Shared Responsibility

[11,12,14,16,17,24,25]

Principles, Domains
And guideline
DevOps Adoption
CI/CD Pipelines
Monitoring
Automation
DevOps Advantages
Faster release
Cycles and
Low Cost
Higher productivity
and efficiency
Quality
DevOps Challenges
Lack of skills and
Knowledge
Resistance to
Change (Silos)
Un-standardise Tools and High cost

[10,13,16,20,25,28,30,33]

[12,19,20,23]
[12,14,15,18,19,23,24]
[9,S11,14,17,21,23-26]

[11,-13,20,21,23]

[8,11-14]
[11-13,20,27,28]

[11,12,20,21,24,25]
[5,6,13-15,17]
[2,5,6,17,19,20,23]

3.1 Numerical Output



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 63, Issue 2 (2026) 114-136

123

The automated search described in 2.3 returned an initial collection of 358 primary studies. The
detailed results of the digital libraries considered in this step are reported in Table 4 and filtered in
this initial collection according to the inclusion and exclusion criteria stated in Table 2. Of these, 33
studies passed the two-step quality assessment, as presented in Figure 2.

Fig. 2. Numerical Search Selection Flow Output Using the PRISMAModel

We launched the query search in July 2020 and applied both forward and backward snowballing
iterations (see Section 2.6) on the selected 89 papers. In the snowballing step, 18 new peer-reviewed
articles were identified, of which 33 passed the quality assessment selection from the total primary
studies. The snowballing and quality assessment were iterated twice consecutively, generating a total
of 368 (i.e. 350 + 18) studies. Iteration refers to the second iteration, the third iteration, and the
fourth iteration that has not produced new results.

Another automated search was launched after the snowballing process, following the procedure
presented in Section 2.3. As illustrated in Table 3, 33 primary studies were collected from all
databases. This result confirmed that our snowballing systems were exhaustive; thus, we proceeded
to the analysis and reporting stage.

3.2 Quantitative Analysis

Figure 3 presents the distribution of articles by the database. This allows us to find any article
related to the topic we are researching.

Fig. 3. Database-wise Articles Distribution
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Figure 4 represents the number of articles per category.

Fig. 4. Distribution Based on Categories

Figure 5 represents the number of articles per location.

Fig. 5. Location-Wise Distribution of Articles

Figure 6 shows the number of articles published each year.

Fig. 6. Year-Wise Distribution of Articles

The following sections explain how research questions were answered.

3.2.1 DevOps guidelines/steps for adoption (RQ1)

The adoption of DevOps can face obstacles since there is no straightforward method or
framework for this process. Organisations might also want to adopt DevOps in different ways and
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approach their respective other purposes based on their current DevOps maturity level. This section
will provide some general guidelines and suggestions related to the methods, strategies, and tools
that aid the DevOps adoption process based on the selected primary studies.
3.2.1.1 Continuous integration and continuous deployment pipelines

Studies have highlighted the main objectives of DevOps adoption [12,19,20,28]. The goals are to
achieve continuous delivery and successfully implement and practice continuous integrations in a
deployment/delivery pipeline. The pipeline involves automated steps throughout the delivery process,
from version control to testing the code to deploying it in production. Each action validates and
pushes the code change when necessary and, if approved, sends the code to the next stage [49]. They
halt the process if the code change fails to pass pipeline stages, and developers are notified to resolve
the related issues.

One study by Ridzuan and Che’Rus [28] explained the continuous integration and continuous
deployment/delivery stages to fully automate the delivery process, thus reducing the release cycle
times, costs, and software development risks. However, the researchers defined the CI/CD pipeline as
the last step of the supply chain in the software development process. Automated pipelines can be
implemented in many ways using many different tools. Some suggestions presented by Toh,
Sahibuddin and Mahrin [12] consist of the following steps: unit tests, platform tests, delivery to
staging, application acceptance tests, deployment to production, and post-deployment tests, as
presented in the pipeline stages. Two studies showed the same pipeline stages, including building,
automated testing, and deployment [20,28]. Based on the previous reviews, the pipeline was a
significant obstacle preventing implementation, which required a wide range of tools and tests. The
entire process is monitored; we will discuss the monitoring in the next section [12,19,28].

3.2.1.2 Monitoring

Surveillance and monitoring are vital parts of DevOps and could apply to most aspects of the
software development process. In DevOps, the monitoring process is always automated continuously
[12,14,15,18,24,28,29]. Other researchers have claimed that monitoring is paramount as part of the
continuous delivery process and is logged continuously aggregated during the coding phase [15].
Other researchers divided monitoring into two categories: infrastructure monitoring [14,30]. The
infrastructure enhanced the planning and development processes to increase the value and business
results. However, according to a preliminary study by Jabbari et al., [14], monitoring automation is
“the ability to monitor the applications and infrastructure without human intervention.” The
monitoring approach was intended to control the system’s functionality and state and indicate to the
developers if something in the system had abnormalities. Message alerts can be sent using a chat tool,
such as Slack or Hip Chat [12,14,18]. A preliminary study by Amra and Safitri [18] presented a model
for DevOps task categorisation and communication. The model, which monitors automation, is a
system actor within the SDLC; workers monitor information captured from the source control system
(SCS) and the state and functionality of all other systems within the SDLC. They are also notified if an
issue occurs.

Similarly, according to another study by Zulfahmi Toh, Sahibuddin and Mahrin [12], dashboards
are the primary service used for monitoring releases, users using the system, and users’ initial country.
Some others were also dashboards that enable special teams to monitor their part of the application.
Finally, a preliminary study by Kolb and Rock [19] discussed monitoring to confirm whether a
deprecated feature is still in use or whether it can be removed from the application.
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3.2.1.3 Tools

The primary studies on DevOps tools present tools as an essential core factor in considering
DevOps adoption [9,11,14,17,21,23,26,28,29]. DevOps tools are helpful throughout the development
process and within the CI/CD pipeline. These primary studies mainly discussed tools used to control,
communicate, monitor, test, and release. Collaboration tools are discussed in two primary studies
[14,23]. Collaboration tools such as Slack and Hip Chat are typically used for DevOps communication
by using the messaging approach to report alarms through notifications via monitoring tools.
Preliminary studies mainly considered git-based tools, such as GitHub and Bitbucket, for version
control. Git enables each developer to control their code in a local repository. The developer can then
push the changes to a central repository or pull other developers’ modifications [11,21,23,26].

The previous versions of the code are also available when needed if any changes have to be
reverted. Monitoring tools, including New Relic, Graylog, and Kinesis, are also discussed by Al Smin et
al., [11]. These tools help monitor automation and report error signals to teams, as well as graphs and
dashboards that represent the monitored data. Based on primary studies, testing can use Selenium or
TestNG with the support of Jenkins’s automation tool [11,26]. Selenium can also test for clicks, links,
CSS, text, tag names, etc. When testing is completed, tools such as Ansible, Chef, Jenkins, Puppet, and
Docker are used for automation, containerisation, delivery, and deployment. These are also some of
the tools that enable continuous integration and the CI/CD pipeline [11,17,21,23,26].

3.2.1.4 Adoption strategies

Preliminary studies further showed that there are still many open questions about how
organisations follow guidelines when adopting DevOps [1,4-6,10,11,23,28-30,32]. It is encouraging for
DevOps practitioners to consider that DevOps adoption requires the support of top management.
Furthermore, Mohammed Husien and Aljamali [32] explained that it does not happen in the
beginning and that a “guerrilla” strategy can take place (i.e., acting outside the company’s standard
procedures). However, arguments for DevOps adoption can differ between engineers to managers.
As such, convincing top management for a successful DevOps adoption and implementation. A very
close integrations between the management, version control, automation tools, and deployment
stages would simplify the process of establishing guidelines and promote compliant development
strategies [29,30,32,33].

3.2.2 DevOps challenges (RQ2)

Adopting DevOps was clear regarding its benefits, as well as some challenges related to its
adoption. Several articles provided an overview of the challenges of adopting DevOps [8,9,11-
13,20,22,24,26-28]. These studies have discovered three main themes and challenges organisations
face that want to adopt DevOps. The articles lacked expertise, skills, and knowledge of the individual
implementing DevOps; strategies for overcoming obstacles to the resistance to change by the
relevant stakeholders; and cost implications.

3.2.2.1 Lack of standard guidelines and knowledge skills

The literature indicates that DevOps lacks a precise method and guidelines or framework for its
implementation. The results show that companies were hindered by uneducated personnel regarding
DevOps, making it very difficult to adopt. However, the lack of clear guidelines, skills, and knowledge
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associated with DevOps is an extensive challenge discussed in many articles related to DevOps
challenges [1-3,8-12,20,22-24,27]. These articles present an apparent problem with the lack of skills,
knowledge, education, and clear guidelines on how to adopt DevOps. In research by Al Smin et al.,
[11], the researchers discovered some required prerequisite skills and knowledge to develop, test,
integrate, and deploy software to productions. In one of their cases, a company adopting DevOps had
difficulties related to the technologies and platforms they used in their implementation. Even in other
companies whose employees had a high technology and knowledge skillset, the DevOps practitioners
had problems with the DevOps approach. In another setting, a primary study by Toh, Sahibuddin and
Mahrin [12] revealed that recruiting the correct personnel with adequate skill sets is paramount.
However, a lack of knowledge and required skill sets led to disastrous DevOps adoption and
implementation:

“Unqualified personnel having no required skills can slow the DevOps adoption journey because
the competencies needed are missing at times of need.”

Four primary studies concluded that one of DevOps’ main challenges is the lack of clear guidelines,
understanding and expertise [20,22,24,27]. Finally, the researchers by Wohlin [27] established that
DevOps adoption guidelines are lacking and can lead to delays in the software release cycle (Figure 1).
Dlugi, Brunnert and Krcmar [10] provided similar guidelines for medical software that suggest the
following:

i. fostering a community to change the culture to establish collaborative channels and
merge traditional mindsets with agile (they are complementary, not in conflict)

ii. co-creating a standard DevOps IT platform while also supporting legal development
iii. improving, iterating, and gathering insights and key performance metrics
iv. growing processes over time, over-communicating, telling stories, sharing success, and

showing data.

3.2.2.2 Obstacles and resistance to change

One of the challenges to adopting DevOps is the lack of valuable strategies, leading relevant
stakeholders to resist change. Some DevOps-relevant stakeholders might resist DevOps adoption for
fear of losing their jobs or their refusal to agree with the collaborative phenomenon. Different teams
might have different orientation skills and perform other tasks that might negatively impact
cooperation [12,20]. According to Nik Hassan et al., [22], there are conflicting goals between
development and operations teams. Developers tend to want new features and bugs fixed to be
released rapidly. Simultaneously, the operations team wants to keep the releases to a minimum to
ensure smooth operational activities to preserve the system’s stability and reliability. From another
perspective, senior management is resisting DevOps adoption. The literature provides some views on
the problems encountered due to senior management. For example, according to
“SIJMLV1_N1_PP1_10” [29], while the benefits of adopting DevOps are unclear, top management
may resist DevOps adoption by questioning DevOps implementation’s capability and wisdom.

Tools for DevOps automation is relatively expensive and need proper management, which may
deter managers from understanding DevOps’ value. DevOps adoption is sometimes affected at a
particular hierarchical level and by an inflexible management style [13,22,24]. The researchers by Ali,
Petersen and Tanveer [24] discussed the lack of productivity at the beginning of the adoption process,
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which may send a wrong signal as a problem for senior management. However, senior management
can delay adopting DevOps due to such productivity issues.

3.2.2.3 Methodological shortfalls & the cost of tools and automation

The primary studies uncovered several challenges: the lack of standard methodological approach
and tools for any particular organisation, cost implications, and insufficient knowledge of the
automation process. Preliminary studies presented a lack of tools as a frequent challenge for
adopting DevOps [1,5-7,9,12,13,24,26-28]. Due to a lack of standard DevOps practices, relevant
stakeholders have difficulties finding the correct tools and methods for their organisations and
understanding how to use them reliably for their continuous implementation [9,12,27]. The initial
arrangement of the tools, experimentation, and deciding which tool to use are considered negative
time factors [12]. DevOps tooling’s relatively high cost is also considered a negative factor, and
management may have difficulties justifying their investment in the DevOps journey. One preliminary
study by Wohlin [27] pointed out that a lack of standardisation between process and tools hinders
DevOps adoption. Therefore, devices can be a liability if handled poorly. The preliminary study by
Ridzuan Idris and Che’ Rus [28] stated:

“The evidence of this study shows that the asset can become a liability if the control of the
resources is managed wrongly. Respondents mentioned that the failure of resources control could lead
to resource overhead during the integration of the source codes when all source codes have been
deployed too often. As a result, this will jeopardise the Continuous Delivery Pipeline. In some cases, the
automated test failed because the production environment is different and very complex to be
executed with the automated test”.

Considering the statement above, the continuous deployment of features can be too complicated,
leading them to fail continuous delivery pipeline tests.

3.2.3 DevOps adoption advantages (RQ3)

There are many benefits of adopting DevOps, according to the literature analysis. Similarly, in the
literature, we identified eight (8) articles that mentioned these benefits [1-3,11-13,21,27]. These
articles provide similar conclusions about DevOps’ benefits. However, organisations should know
DevOps benefits for those who want to adopt the DevOps journey.

3.2.3.1 Frequent release cycle

The frequent release cycle describes a method that begins with completing code and delivers the
code to production. Concerning the DevOps phenomenon, the release time is often short, ranging
from a few hours to a few weeks, possibly involving several daily releases. The six articles above agree
that faster release cycles benefit from adopting DevOps [8,20].

A case study by Al Smin et al., [11] discussed a shorter release cycle time. It was stated that “An
improved speed in the delivery of software changes was the most commonly perceived benefit of
DevOps”. This was the perspective presented by four out of five case companies in their study.
Release times were reduced to a few days from several months. Other articles [12,13,27] also
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mentioned that DevOps reduces the release cycles and suggested that release cycles are an essential
benefit of DevOps adoption. Similarly, the survey outcome results of (as presented in Figure 1 above)
indicate the following [10,28]:

“The majority of the respondents highlighted the advantage of the DevOps activities that they
reduce the software cycle time according to what they believe DevOps practice can achieve.”

This assertion was also consistent with the other literature highlighting DevOps’ benefits; one can
confirm that one of DevOps’ key advantages is a “shorter and faster release cycle.”

3.2.3.2 High throughput (output)

Throughput explains several ways to measure the effectiveness of a process or system in
converting inputs into outputs. High productivity is determined by dividing the result by the costs
incurred or resources spent [50] . With software development, productivity is measured by backend
code. The number of code lines can compare the number of regulations to another factor, such as the
time required to implement the lines of principles, measured as lines of code per unit time. Some
DevOps practices increase productivity, such as automation, collaboration, communication, and
improved strategies implemented by all concerned teams. The primary study provided some support
for improved productivity when adopting DevOps. Prior studies indicated that better strategies in
breaking the silos of communication and less bureaucracy improved the productivity of development
and operations teams [11,12,28]. However, the development and operations team must improve
their communication to enhance collaboration, which would, in turn, increase productivity. When
adopting DevOps, large portions of (if not all) bottlenecks are eliminated, significantly growing
different teams’ productivity. Morsy et al., [13] claimed that continuous integration and feedback
increase the productivity of development teams. Productivity is also enhanced by sharing knowledge
across various groups to manage the shared understanding and track the knowledge needs
throughout the development life cycle [9].

3.2.3.3 Quality

This research considered the quality of teams and the quality of codes and applications. The
literature on DevOps’ benefits unanimously indicates that code quality and application quality are
essential benefits of DevOps [11-13,20,28]. Three primary studies conducted case studies and
analysed companies that adopted DevOps [11,12,28]. They concluded that quality increases
whenever DevOps practices are implemented. They also ascertained that they tend to produce higher
quality codes, increasing assigning developers’ responsibility for their respective codes.

Similarly, developers are more confident that their code will pass the tests and deploy into the
production environment with more minor incremented releases. Two primary studies further discuss
the QA of DevOps and conclude that DevOps can drive QA by enhancing communication and
feedback loops, as presented in Figure 2 [13,20]. A study by Nik Hassan et al., [21] reported that most
companies feel that DevOps improves production quality and decreases the risks. The automation of
processes, such as continuous testing and continuous deployment, substantially impacted the code’s
quality. Shorter and faster release cycles enabled deployment in smaller increments, increasing
production quality since the risks and quality might be easy to control.

3.3 Threats to Validity
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Validity and reliability reveal threats to internal-external, dependability, transferability, and
empirical research study validity.

Internal validity has to do with the confidence of the analysed and reported results, and the study
considered framework definition and adoption. We have benefited from the description of the
classification framework and its usage for different research classifications. It is a threat to these
studies. However, we make the classification data available to allow the research community to
evaluate our results’ validity.

Another threat to internal validity is framework inclusiveness. The reviewed classification
framework might not include all areas and topics characterising DevOps guidelines research. If the
risk is eliminated, the framework will be derived sequentially and incrementally. As we have
previously explained, starting from the first draft framework obtained from reading only the title,
abstract, and keywords, new subtopics have been added within each area after reading the whole
paper.

External validity threats are derived from potential issues that prevent the absolute generalisation
of the results. Only a subset of papers concerning DevOps guidelines was targeted in our study (i.e.,
we only considered papers published within a period of nine (9) years, from 2011 to July 2020.
However, the results may not be well represented or represent the overall research in the field. We
acknowledged that the risk of this is low because DevOps guidelines are a new research topic; as such,
very soon, other investigations will likely include the most relevant research fields. One relevant
threat was an automated search performed in July 2020. The area of DevOps is growing fast, and
future studies would likely find more recent papers not included in the searched or used databases.
This threat has been resolved by forwarding the snowballing approach, which gave us the chance to
include many additional papers citing the primary studies with publication years of 2011–2020.

Finally, construct validity comprises threats related to the correspondence of measures managed
to the related properties. Based on our approach, the following threats were highlighted.

We identified the primary studies. We initially defined a search string to identify prior studies in
our approach. Some or most of the time, different search strings might have produced different
results. However, this is a general threat to all systematic review approaches. We tried to overcome
this issue first by redefining a very available search string to be as widespread and comprehensive as
possible. The next threat to our primary study’s identification was the consideration of digital
databases. At the beginning of our search, we used the seven most popular databases for software
engineering. Still, we thought searching on different sources might have yielded different results. This
risk was considerably eliminated using various loop iterations of backward and forward snowballing
as a search procedure to complement our search of originally selected databases. Lastly, we
performed some verification tasks by launching another second automated search on three (3) more
databases, and the results confirmed the validity of the search results previously conducted. We have
seen it as very unlikely to miss all the relevant articles.

Selection of primary studies: The exclusion or inclusion of an article by reading the title, abstract,
and keywords according to the inclusion and exclusion criteria was initially specified. Then, the whole
paper was read based on a two-step quality assessment approach. There is a possibility that some
reports were missed due to the defined inclusion/exclusion criteria or to the illustrated quality
assessment checklist of the above selection procedure. Meanwhile, in representing such a selection
procedure, we had strictly followed the guidelines for systematic reviews in software engineering by
Pérez et al., [51] and the selection procedures followed in similar studies [27].

3.4 Summary of the Findings
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The review identified DevOps benefits, challenges, and common DevOps guidelines for adoption.
Our discussion of the findings highlights answers to the research questions in line with the six areas of
the classification framework model proposed earlier. The main results are summarised in Table 6. The
research started by identifying some general challenges to all aspects of DevOps adoption, which
have a broad impact and, thus, return across the loop flow areas. The common challenges include the
following:
3.4.1 Lack of a standard methodology for DevOps adoption

There was no transparent scientific approach to determining the DevOps capabilities. This
challenge was described in studies concerning methodological evaluation and portability across
different domains, such as medical, finance, embedded system domains, and other highly regulated
environments and policy variations.

3.4.2 Technology evolution constraints

There are constraints concerning the continuous and rapid evolution of DevOps tools’
technology. Transversally impacts all areas and the loop flow (refer to Figure 1). Practising activities
will continuously face novel challenges [52] . It is always difficult to adapt to new technology
constraints and conditions [53] , especially considering the ongoing deployment problems in some
working environments. Applying the DevOps methodology is not straightforward since it is highly
regulated and often involves legal issues.

3.4.3 Cost of tools

The cost of tools ranges from the large dimensions and high complexity of DevOps systems to
their different configurations. The high prices of these tools heavily impact their automation,
continuous integration, continuous delivery, and constant testing.

3.4.4 Policy restrictions (different teams’ locations)

Concerning different policy capabilities and cross-platform DevOps tools, the automation for
provisioning and de-provisioning resources and services is another challenge that directly affects
the continuous deployment policy perspective. It requires specific approach guidelines for different
organisations.

3.4.5 Security issues

Security issues are of crucial concern in other domains and DevOps. Such issues arise in DevOps
and entail even more difficulties than the traditional software development approach. The
response to security issues was instantiated as “DevSecOps.”
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Table 6
Summary of the main findings
DevOps
Challenges

The primary studies indicated
that a lack of standardisation
between process and tools
significantly hinders DevOps
adoption. There is no precise
method, framework, or
guidelines for its adoption.

Looking clearly at primary
studies related to the DevOps
computing discipline, there was
no transparent scientific
approach to determining
DevOps’ capabilities regarding
process, practice, tools, and
implementation.

Another frequent challenge
discovered from the primary
studies was the lack of standard
methodological approach and
tools for any particular
organisation, cost implications,
and insufficient knowledge of the
automation process.

DevOps
Adoption
Benefits

Primary studies show that
improving speed in the
delivery of software changes
was the most commonly
perceived benefit of DevOps.

The primary studies indicated
that the software’s quality
increases whenever DevOps best
practices are implemented and
adopted successfully.

The literature on the benefits of
DevOps unanimously showed
that code quality and application
quality are essential benefits of
DevOps.

Classification
Adoption
Guide

Documentation of projects and planning
Prepared expertise in the organisation
Ability to automate the process
Building an effective DevOps culture across all teams
Implementation of a code management strategy
Ability to implement the principles (continuous integration/development/deployment/delivery)

4. Conclusions

The primary studies reviewed in the present work provide adequate information about the
benefits and challenges of DevOps implementation. The guidelines to be followed were precisely
identified based on the different modes of a report from the primary studies. The review identified
DevOps benefits, challenges, and common adoption guidelines. The primary studies considered in
this review show that DevOps adoption is currently being rolled out in software development
worldwide. We examined the benefits, challenges, and guidelines of DevOps adoption. Throughout
this process, we explored various publications on DevOps’ benefits, challenges, and guidelines using
multiple databases, including ACM Digital Library, Google Scholar, and ScienceDirect. The present
review also revealed that the automation, sharing, and collaboration of the DevOps process are
closely related to benefits and successes in software development based on common guidelines.
We also found a direct link between DevOps implementation without guidelines and various
challenges, such as insufficient knowledge of the automation process. There was no transparent
scientific approach to determining DevOps’ capabilities regarding processes, practices, tools, and
implementation. The current review also revealed that DevOps is the fastest available response
software development process. It is also essential that DevOps is accompanied by common
guidelines. However, DevOps contributes to ensuring continuous software delivery and shortening
time to market. Our research shows that research has focused primarily on process automation,
continuous delivery, and integration. Further research is needed in many DevOps areas (e.g.
measurement, the development of performance metrics of different stages, practice, and culture)
to ensure the appropriateness of software reliability and quality factors such as efficiency, usability,
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and portability. Finally, other survey research questions categorised by different roles can be posed
and answered by DevOps practitioners.
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