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expanded by the 5G spectrum. However, it also broadens the presence of attacks
within the core network, increasing the corporate system's susceptibility to security
intrusions. Hence, various Intrusion Detection System (IDS) frameworks are developed
in the conventional works for 5G-loT network security. However, the significant
challenges of the existing studies are complexity burden, high processing time, and
ineffective intrusion detection. Therefore, the proposed work intends to implement a
novel Avant-Garde African Vulture Optimization (A2VO), and Recurrent Neural
Network (RNN) — Long Short-Term Memory (LSTM) mechanism of 5G-loT security. The
min-max normalization technique is used to preprocess the attributes and fields in the
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Keywords: dataset. In addition, a precise and effective deep Recurrent Neural Network (RNN) -
Intrusion Detection System (IDS); 5G Long Short Term Memory (LSTM) based classification algorithm is used to categorize
Wireless Networks; Internet of Things normal and attacking data with high accuracy and low complication. The most
(IoT); security; Avant-Garde African significant features from the normalized dataset are chosen for classification using the
Vulture Optimization (A2VO); Recurrent  Avant-Garde African Vulture Optimization (A2VO) method. For demonstrating the
Neural Network (RNN) — Long Short superiority of the suggested security model, the performance results are verified and
Term Memory (LSTM) compared using several benchmarking datasets.

1. Introduction

Internet of Things (loT) is more susceptible to the different types of intrusions or attacks, due to
its tremendous growth in present days [1,2]. The effectiveness of sensitive devices may affect end
users, increases cyber threats and identity theft, which also has an adverse effect on income since
problems produced by loT network are unnoticed for extended periods of time [3-5]. Moreover,
attacks on loT interfaces must be closely monitored in real time for ensuring safety and security.
Since, 5G is essential for loT systems, even though it offers a speedier network with more capacity
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to address connectivity needs. The frequency range that mobile communication technologies
employ to transfer data is expanded by the 5G spectrum [6]. A full bandwidth of mobile networks
increases as a result of the large usable range, allowing for the connection of additional devices. To
address current challenges, 5G will undoubtedly necessitate command over the network's response
time and network architecture. The integrated infrastructure of 5G often refreshes network
endpoints and components to take into account new circumstances [7, 8]. Moreover, the service
providers frequently use the cutting-edge technology to quickly take benefit of the value-added
services. Yet, the up gradation is based on the cognitive radio technology, which has a number of
significant features, including the capacity for devices to recognize their precise location, signals,
monitoring devices, environment, and etc. [9]. Cognitive radio equipment functions as a transceiver
in its operating environment that perceptually gathers the radio signals with proper response.

Moreover, the cognitive radio function can recognize the environmental changes and reacts to
ongoing community. In order to meet the demands of customers and settle disputes in the 5G
environment, a fundamental shift in the development of 5G wireless mobile technology is required
[10]. One of the key problems with the 5G network is that every component used during the design
and deployment phases must be authenticated with every other component in the network
architecture before any operation can be started. In contrast, the components must also be
developed using reliable network components during the physical layer phase of the network.
There are several security flaws that can be readily impacted by intrusion-based attacks as internet
traffic continues to increase and the industry updates 5G and loT technology. In the existing
studies, a variety of security mechanisms are implemented to protect the 5G-loT systems against
the intrusions. Intrusion detection necessitates the observation and analysis of active networks and
networking traffic in order to detect potential computer assaults. For this goal, the Intrusion
Detection System (IDS) [11, 12] is developed, which is a combination of techniques and tools that
often have typical network security capabilities. The collection of information from the observed
incidents is where an IDS originates. It performs thorough logging and contrasts actions with event-
related information from many networks.

The detector uses a variety of approaches and related methodologies depending on the
circumstance, which is the heart of an IDS. Additionally, mitigation would be possible, and the
procedure for identifying intrusions and avoiding them begins here. Numerous IDS methodologies
[13,14] are discussed in the literature as solutions to the loT security issue. In a standard IDS
frameworks, sensors gather data, which is then delivered to an analysis engine that scans the
information and looks for intrusions. The reporting system alerts the network administrator if an
intrusion is found [15]. The learning techniques are extensively used in the conventional works for
improving the security of 5G-loT systems [16-18]. However, the most challenging issues correlated
to the existing studies are high processing time, low efficiency, lack of attack detection accuracy,
and lack of reliability. Therefore, the proposed work intends to use a novel intelligence mechanism
for protecting 5G-loT systems. The dataset used for implementation in this study includes the
different types of attacks, which is practical for both loT-based systems and 5G networks. Hence, a
novel method to identify these kinds of attacks is developed in this research work, which has the
following contributions:

i.  The min-max normalization algorithm is applied after dataset acquisition for normalize
the attributes and fields.

ii. The 5G-loT security framework's attack detection performance is enhanced by the
implementation of the Avant-Garde African Vulture Optimization (A2VO) algorithm,
which selects the most pertinent features from the normalized dataset for classification.
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iii.  Moreover, a precise and efficient deep Recurrent Neural Network (RNN) — Long Short
Term Memory (LSTM) based classification algorithm is applied to categorize normal and
attacking data with high accuracy and low complexity.

iv.  The performance results are validated and compared by using several benchmarking
datasets for proving the betterment of the proposed security model.

The other portions are structured into the subsequent sections: Section 2 presents the
literature review of the existing IDS methodologies related in 5G-1oT systems, where the benefits
and limitations of each methodology have been discussed. Section 3 provides the clear explanation
for the proposed IDS framework with its workflow and algorithms. Section 4 validates the
performance and results of proposed framework by using a variety of benchmark datasets, and the
outcomes are compared using several evaluation measures. In section 5, the conclusions, findings,
and potential applications of the paper are summarized.

2. Related Works

This section reviews some of the current methods for intrusion detection and categorization in
5G-1oT systems, as well as some of their positive and negative aspects.

A system for intrusion detection based on several kernels was created by Hu et al., [19] to
secure 5G-loT networks. Here, the authors offered a multiple kernel clustering algorithm-based
analysis strategy to tackle the problem of selecting traffic features in anomaly detection. This
approach increases clustering efficacy by combining multiple base kernels made from different
feature properties, which lessens the susceptibility of the effectiveness of anomaly detection to the
choice of individual features. In most traditional solutions, the techniques of average replacement
or empty value replacement are used, and in certain cases, these lacking qualities are even ignored,
which may lead to a reduced detection rate. The suggested multi-kernel method inserts the
estimated values that are computed using sample data with the base kernel. Rezvy et al., [20] used
a deep auto-encoded dense neural network approach for 5G-loT network security. In order to
distinguish between regular and disruptive events from the AWID dataset, the authors of this work
present an intrusion detection system with a hybrid approach that makes use of data mining
techniques. Here, the five-fold cross validation is performed to validate and assess the performance
of the suggested mechanism. This system provides advantages including faster training and higher
attack prediction accuracy. Wazid et al., [21] investigated about the major issues, challenges and
future scope in 5G-loT networks. This study indicates that the due to its vulnerability to multiple
sorts of assaults, the 5G-enabled loT ecosystem has a variety of security and privacy-related
problems. Sicari et al.,, [22] provided a detailed overview about various privacy and security
challenges in 5G-loT networks. Due to the significant influence 5G will undoubtedly have on
Internet-based applications, academics are becoming more and more interested in the technology.
Specifically, it might be essential for the development of environments associated to the Internet of
Things. Recently, a lot of study surveys have been put forward in the field, largely concentrating on
the characteristics and difficulties of the 5G protocol. The conversation that follows reveals how
little focus is being made on the 5G wireless communication standard's security and privacy
standards so far.

Bocu et al., [23] designed a real time IDS for protecting 5G software defined networks from
assaults. High throughput data lines are used in the 5G data networks. However, the wide range of
supported mobile devices and the associated compatible applications are what primarily decide the
added value that these unique data networks produce. Fu et al.,, [24] introduced an automata
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based IDS for loT security. Many challenging situations can be described and addressed using
automata theory. The uniform description challenge of heterogeneous loT networks was solved in
this research by the authors using a variant of the Input Output Labelled Transition System, and
they also provide a matching intrusion detection mechanism for loT networks. A collection of
methods, such as collected information organization, packet information translation, anomalous
information detection, and attack categorization are devised and suggested to accomplish this goal.
Additionally, the authors created GUI tools to automatically examine, visually portray, and identify
potential intrusions in generic activity processes. Samarakoon et al., [10] investigated the different
types of active, self-adaptive and real time security mechanisms for 5G wireless networks. Since Al-
based security algorithms may identify hidden patterns in massive amounts of data, the great
majority of data created within the network is very significant. The lack of comprehensive, reliable
datasets that demonstrate complex network behaviors, particularly 5G network behaviors, is a
persistent issue in Al-based security studies. The overall quality of the collected data and how well
the data's behavior mimics a real network scenario have a substantial impact on the accuracy and
efficacy of ML-based intrusion detection.

Rodriguez et al., [25] utilized a transfer learning based IDS for improving the cyber-security of
loT networks. The deep learning algorithms have shown their ability to extract complicated
patterns. In 1oT systems, there isn't a significant collection of labelled data for both undiscovered
assaults and recognized groupings of attacks. These networks frequently lack, or at least need a
significant amount of effort to get, new training data. Furthermore, it takes a lot of time and
computational resources to completely retrain DL models with the fresh data when a new incursion
is discovered. loT networks with sparse and uneven datasets and computing-constrained devices as
a result make it challenging for DL-based IDSs to function. For the purpose of detecting known and
unknown attacks in loT networks, the authors introduced a novel approach based on transfer
learning. Mobile Network is a significant concept of wireless networks which comprises of
thousands of nodes that are mobile as well as autonomous and they do not requires any existing
network infrastructure. Kim et al., [26] suggested an effective feature selection mechanism for
minimizing the complexity of IDS in 5G core networks. The authors emphasized the significance of
eliminating auxiliary features to detect loT DDoS in the 5G core network path with minimal latency.
The results of the tests demonstrate that by choosing features that have a significant impact on
learning and detection, the feature selection process can produce classification models that are
faster and more accurate. Furthermore, the authors constructed a new simulation environment
and collected data using a range of consumer devices. Extraction of features is sometimes time-
consuming and difficult because previous machine learning algorithms mainly rely on feature
engineering. Therefore, using typical machine learning techniques like DT [27], ensemble models
[28], ANN [29], AE [30], RNN [31], KNN [3], and DNN [32] in real-time applications is impractical for
detecting threats. Table 1 presents the review of various IDS methodologies used for protecting 5G-
loT networks.
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Table 1

Review on existing IDS methodologies

Ref Methods Pros Cons

[27] Decision Tree (DT)  Simple to understand and easy interpretation Un stability, overfitting and resampling

[28] Ensemble models  Better prediction and performance Complex to interpret, and increased

training cost

[29] Artificial Neural Better generalization capability, and prediction Not suitable for large applications, and
Network (ANN) performance high computational burden

[30] Auto Encoder (AE)  Better accuracy and less overfitting Ineffective  training and high time

consumption
[31] Recurrent Neural Well-suited for large scale application, and more Slow in process, difficult training, and
Network (RNN) accurate in prediction computational complexity
[3] K-Nearest Neighbor Well-suited for both classification & regression, Computationally ineffective, and resource
(KNN) and ability to handle multi-class problems constraints
[32] Deep Neural High accuracy and better detection performance Computationally expensive, and requires
Network (DNN) large amount of data for training

3. Proposed Methodology

The proposed deep learning-based IDS architecture is fully explained in this part, along with a
description of the overall work flow and individual stages. The purpose of this research is to present
a unique intrusion detection framework with minimal computational expense and time for
safeguarding 5G-loT systems. For this purpose, a combination of Avant-Garde African Vultures
Optimization (A?VO) incorporated with a deep Recurrent Neural Network — Long Short Term
Memory (RNN-LSTM) models are proposed in this work. For system validation and assessment, a
common and popular cyber-attack datasets like NSL-KDD, AWID, and UNSW-NB15 have been used
in this study. After dataset acquisition, the preprocessing is carried out to normalize the attributes
with the use of min-max normalization scheme. During this process, the given dataset is properly
organized for an effective and accurate classification. Since, the preprocessed data could be more
useful for attaining an improved classification performance. After that, an A?VO technique is
deployed to choose the features from the normalized dataset with increased convergence speed.
Consequently, the obtained features are trained by the RNN-LSTM for an accurate intrusion
detection and classification. The workflow model of the proposed A?VO-RNN-LSTM based IDS
framework is shown in Figure 1, which comprises the following stages of operations:

i.  Dataset acquisition
ii.  Preprocessing based min-max normalization
iii.  A?VO based feature selection
iv. ~ RNN-LSTM classification
v.  Performance evaluation
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Fig. 1. Proposed work flow model
3.1 Avant-Garde African Vultures Optimization (AVO)

Here, the optimization algorithm is mainly used to obtain the most suitable solution for
choosing the relevant features from the given datasets. In the existing studies, a lot of optimization
approaches are developed for feature optimization or selection. Nevertheless, the major drawbacks
of the existing mechanisms are low convergence rate, not highly efficient, and requires maximum
time to reach the solution in the searching space. Therefore, the proposed work aims to use a
highly efficient optimization algorithm, named as, Avant-Garde African Vultures Optimization
(A2V0) [33] for feature selection. Typically, the African vultures are unusual animals that feed on
the herd and are shown to become quite defensive when failed to snag their prey. Additionally,
they primarily hunt for dead animals or artefacts left by other animals. By including the rotational
motion surrounding what is eaten in the cosmos, the observation of the food is furthered, and after
that, they move in some unusual pattern in the direction of the prey. Based on their capacity for
defending when chasing prey and their searching skills, they are nonetheless divided into bigger
and smaller vultures. In order to get the best results for the fitness function, the vultures are
essentially divided into two groups based on how well they can find food and how prominent they
are. The amount of famine or level of contentment is taken into account while modelling the AV's
behavior in this stage. The creatures can explore the best place to get food if they have enough
food in their control, but on the other hand, being starved may make them more hostile. Moreover,
the effectiveness of optimization is validated based on its exploitation and exploration capabilities.

The initial population is formed at the beginning of optimization, and each solution's fitness is
assessed. The population as a whole is updated for each fitness generation, as represented in
below:

P =g, it 2% -



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 32, Issue 1 (2023) 1-17

where, P(i) indicates the initial set of population, Q; and Q, are the probability parameters ranging
from 0 to 1. When each of the best solutions is determined from each group, the vultures are
chosen based on probability using equation (1). Then, the best optimal parameters are selected
based on the Roulette wheel selection method as represented in below:

Sj
bl - 2{1=1 Si (2)

In the Avant-Garde African Vultures Optimization technique, the Roulette wheel selection
mechanism has been used to obtain the best optimal parameters, which is based on the rate of
starvation and bias value.

Where, b; indicates the best solution, and S; represents the rate of starvation. Vultures often
hunt for food, and when they feel fulfilled, they are more likely to move farther in their search than
when they are starving, which makes them hostile. However, when they are starving, they lack the
strength required to fly far or join the more powerful vultures in their hunt for prey. Moreover, the
vulture’s location updation L(i + 1) is performed by using the following model:

L+ 1) =P@{) —K(@) xS (3)
K@) = |8 x P(1) — L) (4)
where, § indicates the position of vulture, S denotes the rate of vulture, and L(i) represents the
position vector. According to its movement, the optimal position is determined based on the
following model:

LG+ 1) =P@{) —S+w, X ((U, —Lp) X w3 + Ly (5)
where, w, and w; are the random numbers, Uy is the upper bound, and Ly is the lower bound.
When many vultures congregate at a single food supply, serious fights over food acquisition may

occur. Strong vultures during such times prefer not to eat together with other vultures, as shown
below:

LG+ 1) = K@) % (S +w,) — d(g) (6)
d(g) = P(0) — L(i) (7)

By using the following model, the vector position of vultures is updated:

P(i + 1) — wl+w?2 (8)
A ey QuDXPG)
©1= Q) =g epiz XS )
N Q)xPG)
= — =27
02 = Q20D — o ez X S (10)

where, Q,(i) and Q,(i) are the best vultures from each group, and P(i) indicates the current
position of vulture and is updated as follows:
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wl+w2

PGi+1) = (11)

On the other side, some vultures also behave aggressively when pursuing prey. They approach
the head vulture from a variety of angles, as demonstrated below:

PG+ 1) =P@) — |d(g)| x S x Levy(d) (12)
According to P(i + 1), the best solution is identified from the optimization process, which is

considered as the best optimal solution for the given problem. It is further for selecting the most
appropriate characteristics from the normalized dataset is produced by applying this technique.

Algorithm | — AVO based Feature Selection

Input:  Preprocessed dataset;

Output: Selected features;

Begin

Step 1: Initialize population and optimization parameters;

Step 2: Compute fitness value using Eq. (1);

Step 3: Select the best optimal parameters using Eq. (2);

Step 4: Perform vulture location updation L(i + 1) using Eq. (3) and Eq. (4);

Step 5: Update the vector position P(i + 1) according to the strong vultures using Eq. (8) to Eq.(10);
Step 6: Find the current position and get the best optimal solution P(i + 1);

3.2 RNN-LSTM

After choosing the essential features from the dataset, the classifier training is carried out to
predict the intrusions in 5G-loT systems. For this purpose, a simple and effective deep learning
model, called, as Recurrent Neural Network — Long Short Term Memory (RNN-LSTM) [34] for
precisely categorizing the class of intrusions. The current classification models face particular
difficulties in terms of high error rates, time-consuming data training and testing, and low model
prediction rates. The RNN-LSTM is a widely employed advanced deep learning classifier for multi-
class intrusion detection and classification problems in various application systems. The simplicity
of implementation, good detection accuracy, decreased complexity, and effective data training are
the main benefits of employing this technique. The proposed study aims to construct a RNN-LSTM
model for detecting the assaults from the cyber-attack dataset. Figure 2 depicts the proposed RNN-
LSTM technique's integrated architecture model, which has layers of input, LSTM, GRU, time
distribution, and output. In this scenario, the input layer is utilized to gather the features for the
classifier's training, and the output layer generates the final label for the classification as either
normal or attack class. In this model, the network's current condition is depicted as follows:

ok = f(ox-1,1x) (13)

where, oy represents the current hidden state of network, and I denotes the input. According to
the weight value, the activation function is estimated by using the following model:

Ok = tanh (WO' X Ok-1 + WI X Ik) (14)
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Then, the output value is estimated based on the updated weight value as indicated in the
following equation:

Qx = Wy X 0k (15)
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Fig. 2. Structure of RNN-LSTM

LSTM

Each LSTM cell has three separate gates, including an input gate, a forget gate, and an output
gate. The input gate is in charge of attaching new data to a cell. Here, the current inputs are
obtained by the sigmoid layer, and the result produced by the forget gate is shown in the following
form:

Ex = I(Wg X [0k_1,Ix] + Bg) (16)

where, Ey is the result of forget gate, and Bg denotes the bias value. Finally, the output gate
produces the final prediction output based on the following model:

Oy = I(Wy X [ok—1,Ix] + Bg) (17)
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The update gate and reset gate constitute two different gates in GRU that are utilized to handle
the data. The reset gate in this case manages the GRU's secret state, as seen below:

k =I(W X oy_q1 X Iy) (18)
Therefore, the updated gate 1y as indicated below maintains the long term memory of GRU:
Tk = I(Wr X 031 + 1) (19)

By using this algorithm, the final prediction results are obtained as the output, which helps to
accurately categorize the normal and intrusions from the given cyber datasets.

4. Results and Discussion
By using a range of well-known datasets, this section compares and validates the outcomes and

attack detection performance of the existing and proposed IDS techniques. Additionally, a number
of assessment indicators are utilized to evaluate the results including the following:

Accuracy = _TPHIN (20)
TP +TN+FP+FN
Precision = i (21)
TP +FP
TP
Recall or TPR = ——— (22)
F1 — measure = 2 * Preci'si'on XRecall (23)
Precision+Recall
FPR = —— (24)
FP +TN

where, TP — true positives, TN — true negatives, FP — false positives, and FN — false negatives.
Moreover, the popular benchmarking datasets such as NSL-KDD, UNSW-NB15 and AWID are
considered in this study for performance evaluation and comparison. The attacks exist in these
datasets are common for both 5G and IoT networks. Here, the A2VO-RNN-LSTM model is validated
and tested by using these datasets. Table 2 and Figure 3 compares the standard and proposed IDS
approaches used for securing 5G-loT networks, where the performance is compared using the
standard NSL-KDD dataset. The overall attack detection performance and security level of the IDS
framework can be validated according to its improved accuracy and reduced false predictions. Also,
the obtained results indicate that the proposed A?VO-RNN-LSTM outperforms other algorithms
with improved performance results.

10
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Table 2

Comparative analysis using NSL-KDD

Methods TPR (%) FPR (%) Precision (%) Accuracy (%) Fl-score (%)
MKKM-IC 89 5 81.65 93.80 85.17
Density peaks 75 8.75 68.18 88 71.43
K-Means 68 11.75 59.13 84.20 63.26

GMM 80 6.25 76.19 91 78.05
Proposed 99 2.3 98.9 99 98.9

BTPR (%) ®Precision (%) ©= Accuracy (%) ™ Fl-score (%)

100
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MKKM-IC Density K-Means GMM Proposed
peaks

Fig. 3. Performance analysis using NSL-KDD dataset

Table 3 and 4 presents the comparative analysis of existing and proposed mechanisms by using
UNSW-NB 15 and AWID datasets respectively, and they are graphically shown in Figure 4 and Figure
5. Then, Figure 6 shows the FPR of existing and proposed attack detection methodologies for
different datasets. The efficiency of the Al-powered algorithms are validated and compared in this
study based on the parameters of TPR, FPR, precision, accuracy and fl1-score. These measures can
determine the performance and attack detection efficiency of entire security framework, hence
which must be highly improved for assuring better system performance. According to the results, it
is noted that the proposed A?VO-RNN-LSTM technique increases an average accuracy to 99.1% for
all datasets, which is highly superior to the existing techniques. Due to the dimensionality reduction
of features by A?VO, the classifier’s training and testing complexity has been effectively minimized,
which helps to obtain an increased performance rate.

ETPR (%) = Precision (%) = Accuracy (%) EF1-score (%)
100

'

MEKKM-IC Density peaks K-Means Proposed

(=]

(=]

Performance Value (%)

(=]

Fig. 4. Performance analysis using UNSW-NB 15 dataset

11
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Fig. 6. Comparative analysis based on FPR

For determining the improved performance and superiority of the proposed model, some of the
existing IDS methodologies such as MKKM-IC, Density peaks, K-Means, GMM are considered in this
study. The Multiple Kernel K-Means Clustering (MKKM-IC) is a single kernel model used for
categorizing the normal and attacking instances from the given data. Similarly, the density peaks, K-
Means, and Gaussian Mixture Modeling (GMM) are also the widely used machine learning
techniques, which predicts the attacking instances according to the characteristics of the dataset.

Table 3
Comparative analysis using UNSW-NB 15
Methods TPR (%) FPR (%) Precision (%) Accuracy (%) F1-score (%)

MKKM-IC 85 6.25  77.27 92 80.95
Density peaks 68 11.25 60.18 84.60 63.85
K-Means 65 13 55.56 82.60 59.91
GMM 79 8 71.17 89.40 74.88
Proposed 99.1 1.9 99 99.2 99

12
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Table 4
Comparative analysis using AWID dataset

Methods TPR (%) FPR (%) Precision (%) Accuracy (%) F1-score (%)

MKKM-IC 90 3 88.24 95.60 89.11
Density peaks 80 7.5 72.73 90 76.19
K-Means 70 6.75 72.16 88.6 71.07
GMM 77.42 183 85.71 95.60 81.36
Proposed 99 121  99.1 99.3 99

Using the AWID dataset, as shown in Figure 7, the total detection accuracy of the current [20]
and suggested classification approaches is tested and compared. Moreover, Figure 8 to Figure 10
validates the precision, recall and fl-score of existing deep learning [35] and proposed RNN-LSTM
techniques with respect to the different types of attacks in the NSL-KDD dataset. The findings
indicate that the proposed A2VO-RNN-LSTM technique highly improves the precision, recall, and f1-
score measures by precisely locating the intrusions from the dataset. With proper classifier’s

training, the classifier

Overall accuracy (%0)

results the better predictions with low error outcomes.

100
99
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o
%
94
o
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~1

b

[
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Fig. 7. Overall attack detection accuracy using AWID dataset
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When compared to the other machine learning and deep learning techniques such as SVM,
KNN, LR, FDNN, GMM, K-Means, and etc, the proposed A2VO-RNN-LSTM could effectively predict
the vulnerabilities in the 5G-loT systems by analyzing the attributes or characteristics of the given
cyber threat data. Moreover, the feature analysis and optimization processes are carried out in this
research for highly enhancing the detection rate of classifier. Also, the proposed model has the
unique properties of low system complexity, better accuracy, and optimized performance
outcomes.

5. Conclusion

This paper proposed a novel A2VO-RNN-LSTM technique for increasing the security of 5G-loT
networks. The contribution of this work is to develop a lightweight and precise security framework
for protecting 5G-loT system from cyber-attacks. This security system comprises the modules of
min-max normalization based preprocessing, A2VO based feature optimization, and RNN-LSTM
based attack prediction. In this study, the popular and recent cyber-attack datasets are used for
analysis and interpretation, which comprises the intrusions that are common for both 5G and loT
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networks. After acquiring the dataset, preprocessing is done using the min-max normalization
strategy to normalize the characteristics. The given dataset is correctly organized during this phase
to allow for an efficient and precise classification. As a result, preprocessed data might be more
beneficial for achieving better classification performance. The features are then selected from the
normalized dataset with accelerated convergence using an A2VO approach. By using the acquired
features, the RNN-LSTM is trained for precise intrusion detection and classification. For
performance evaluation, the results of the proposed A?VO-RNN-LSTM model is validated and
compared by using a variety of evaluation metrics. Finally, the findings indicate that the proposed
A?VO-RNN-LSTM increases the average accuracy to 99% for all datasets by precisely predicting the
type of intrusions according to their characteristics.

In future, the present work can be improved by deploying a new classification model for 5G
wireless security. Moreover, various security vulnerabilities in 5G and 6G wireless communication
systems are addressed in the upcoming work with the use of Al algorithms. Also, we planned to
develop a new authentication protocol for developing 5G/6G enabled cyber physical systems.
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