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ARTICLE INFO ABSTRACT

Article history: As cloud computing has been increasingly used by businesses to address their data
Received 16 May 2023 storage and processing needs. The private data can be stored and retrieved by the end
Received in revised form 24 July 2023 user through remote storage using an affordable Internet connection in the cloud
Accepted 2 August 2023 computing environment. The user may access the information whenever they want,

Available online 22 August 2023 from wherever. However, the data transmitted through the cloud is not always secure

and data integrity and authentication may be compromised as the end user is only able
to access the data through a third party. Cloud computing also enables numerous
people to access information simultaneously over separate Internet connections, which
might increase the risk of information loss or leakage. Several cryptographic methods
like DES, 3DES, Blowfish, RSA, Diffie-Hellman have been developed to guarantee the
safety and privacy of stored data. Since the business clients hesitate to adopt the cloud
due to its less security. This paper suggests a method for exchanging cloud data that is
both secure and efficient. The proposed method is mainly focused on higher security
for the cloud computing platform by applying hybrid Modified Elliptic Curve
Keywords: Cryptography (MECC) method with the Advanced Encryption Standard (AES). In
AES; ECC; MECC; RSA; DES; blowfish; comparison to other methods, the hybrid ECC-AES strategy takes less time to encrypt
Diffie—~Hellman; Encryption, Decryption and decode data owing to its reduced key size.

1. Introduction

Users of cloud services introduce serious vulnerabilities, such as data loss and breaches, either
by accident or on purpose. Therefore, data access limits should be placed on unapproved and
unauthenticated data sources. Devices may potentially contribute to data breaches if users are
permitted to repurpose APls and data. Therefore, the primary function of cryptographic approaches
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is to safeguard cloud-based data using encryption/decryption procedures utilising a variety of keys.
Data encryption may be done in two different ways, employing either asymmetric or symmetric keys
[1]. Public-key cryptography is an alternative to symmetric-key encryption. It uses a private key and
a public key to encrypt and decode information. In contrast, symmetric key encryption encrypts data
using a single private key and decrypts it using the same key. Symmetric cryptographic techniques
are more challenging because of the key size (which must be big enough for effective security). The
AES standard, which is also based on symmetric key encryption, was supposed to replace the DES
standard. The 128-bit keys used by AES make it substantially quicker than DES's 64-bit keys.

In comparison to other current cryptographic techniques like the Rivest-Shamir-Adleman
algorithm (RSA), the key size required for MECC's asymmetrical key encryption is much less. MECC's
use of asymmetric cryptography allows for faster processing times and simpler hardware
requirements when compared to competing techniques. AES with Encryption Certificates (ECCs) was
suggested by Chen et al., [2] as a means to strengthen system security. However, Shamir's private
sharing key was also used throughout the data transmission. To protect information kept in the cloud
without using an additional service, we advocated a hybrid AES-MECC method in this research. Using
the suggested hybrid method, system security may be effectively maintained while relying on cloud
storage.
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Fig. 1. Cloud Services

Figure 1 represents Current developments in cloud storage have given consumers access to a
variety of services that enable experienced data encryption and decryption without the need for a
mediator. This improves the system's ability to increase its security as well as the effectiveness of the
storage for safe convenience and quick data retrieval. Via this service, it is simple for various user
types to share cloud resources, and the use of cryptographic algorithms increases the system's
capacity by securing additional storage.

In Figure 2 displays several cloud storage service types. It is clear that the data being sent back
and forth between the sender and the recipient is being encrypted, decrypted and stored on a cloud
server. Additionally, it stands for the safe transfer of data through cloud storage.

ECC, a sort of efficient cloud services that is utilised for data encryption and decryption, is offered.
These services employ asymmetries in their data encryption and decryption. It employs RSA data
encryption and decryption, which is more efficient than other methods since the key size is less than
with symmetric encryption and decryption. For instance, utilising the RSA algorithm with ECC will
reduce the amount of the key's data from 1020 bits to 163 bits. Additionally, ECC is better suited for
network access via cellphones. Many hackers are ready to extort consumers by obtaining their
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personal information or other data. Because of this, ECC is designed primarily for people who access
their data through devices that aren't very secure and are therefore vulnerable to hacking.
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Fig. 2. Secure transmission in cloud storage

2. Literature Survey

Cloud storage is gaining popularity due to the fact that all users share resources in sync. Data
owners choose cloud storage over other services because it is available around-the-clock [3]. For this
reason, data integrity and data preservation should be investigated in order to increase system
security. It is advised to combine AES and ECC to boost system security. Shamir's secret sharing is
used to distribute and administer the system in the absence of a trusted hub. System security is
improved by the combination technique that has been proposed, albeit at a high computational and
time cost. The recommended method is used in conjunction with the proper algorithms, such as AES,
DES, and Blowfish.

Comprehensive examination of nature-inspired cloud computing scheduling optimisation
techniques. The approach increases data storage efficiency and integrity, minimising the possibility
of conflicts among large user groups while maintaining the privacy of personal data for each user [4].
The service provider also coordinates and speeds up data accessibility. Cloud computing data services
may also be used to assess the avalanche effect of plain text and data block size.

The security potency of RSA and ECC are connected using six data spanning 264 bits that comply
with NIST requirements. The ECC technique outperforms the RSA method, as seen by this comparison
of the two algorithms' performance, since it provides more secured services across lower data sizes
and necessitates less storage for data accessibility [5].

Data must be encrypted and decrypted using ECC in order to provide dependable services to a
variety of consumers [6]. Data is encrypted and decoded using a two-part, tiered approach. The first
component reduces the size of the keys and provides rapid increments for bit additions throughout
the data encryption operation. In the first layer, data is encrypted using PO, P1, P2, P3, P4, and Pn; in
the second layer, a collection of elliptical curves are utilised. These procedures are used to safeguard
the data throughout both the encryption and decryption processes. The previous methods were
plagued by data loss and security problems. ECC is used to protect data and stop its deletion for
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immoral motives in order to lessen the consequences of these issues. This asymmetric cryptography
technique makes it feasible to quickly protect data and upgrade to larger datasets, enabling the
fastest security service delivery. ECC offers both data access and cloud security services at the same
time.

A cloud computing system based on polynomials for elliptic curve encryption. You can be sure
that your clients will support and utilise the service if you employ this approach. The hybrid cloud is
perfect for boosting cloud data protection because it is flexible enough to adapt to changing needs
while still offering top-notch security. The primary concern is the security of the system and its users,
and both polynomial hashing and the elliptical curve that follows the hybrid approach provide a
significant contribution to this aim. Information is encrypted and decrypted using PHECC and given a
special hash value to ensure the security of data saved in the cloud. In PHECC, an elliptical curve is
utilised for both encryption and decryption, and a hash value is generated using a combination of
polynomial hashing and hybrid approaches [7]. Therefore, utilising cloud services, it is feasible to
safely store and transfer data.

Only the signature parts of the compressed data are sent to the elliptical curve authority for
signing and digesting after the data has been compressed using a hybrid approach for RSS and ECC.
ECC will sometimes use the encrypted data for this function [8]. Throughout the procedure, the same
encryption technique is used. Due to their respective advantages, algorithms that employ both RSS
and ECC analysis are integrated.

Different media are used to protect data encryption and decryption during transmission. In the
work the secrecy, integrity and integrity of the data are discussed. When using cloud computing
services via the internet, the Irondale encryption algorithm and EAP-CHAP are the technologies
utilised for data authentication and secrecy.

These storage spaces store high-capacity, more sensitive data [9]. This is why data authentication
is essential in various modern devices such as Internet of Things (loT) devices. To execute
cryptographic operations on this device, the processor power needs to be high. These devices use
clouds to authenticate data and execute protocols. laaS for storage provides client organisations with
a suitable amount of flexibility and freedom in utilising the virtualized environment for their storage
requirements. laa$S serves as the first stage for numerous sorts of administrations. The demand for
capacity and data transmission determines the two other installation kinds, factors and ward. Several
types of installments that rely on the capacity limit are often included in the first criterion, which is
the capacity limit. As a consequence, the price of 1 GB differs depending on whether the total
required is less than 1 TB or larger than 1 TB.

Services for cloud computing face substantial obstacles in terms of privacy and security [10]. We
are unable to store raw data without encryption due to privacy issues, since the CSP is an unreliable
third party. The suggested research talks about cross-breed cryptosystems for capacity and
trustworthy data transport in the cloud. In order to increase the security of the cloud data, we may
utilise symmetric and divergent encryption while concurrently enhancing the framework's
classification and credibility by utilising AES and ECC. As a result, the projected model retains an
efficient, powerful, and well-organized encryption technique based on AES and ECC.

The security model's ability to store and transfer sensitive information utilising public cloud
technologies relies on a number of intricate components. AES is used to encrypt the message that
will be delivered to the cloud, and a 256-bit decoding motor is used to decode it [11]. For quickly
scrambling vast volumes of data, AES has shown outstanding performance. Steganography is one of
the strategies used in information security. By hiding critical information in other data,
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steganography expands the amount of data that may be kept on the cloud. These have the
undesirable impact of accelerating transfer rates and decreasing cloud capacity use.

The fastest choice is AES encryption since it is also adaptable, scalable, and easy to use [12-14].
AES offers a very high level of security since keys of 128 bits, 192 bits, or 256 bits may be used. Widely
varying assaults, such as square, key, key recovery, and differential, cannot succeed against it. The
AES algorithm is one of the safest ones available as a consequence. Your data may be safeguarded
and future attacks like smash attacks may be avoided. One of the key methods for achieving great
performance and energy efficiency is approximate computing.

Researchers have suggested a two-tiered cryptographic technique and model to improve data
security in cloud computing [15-17]. The model uses symmetric and uneven encryption calculation
(AES and ECC) to boost privacy, respectability of the information, and time taken to perform
cryptographic tasks, increasing the level of client trust in cloud computing and accelerating the use
of more modest keys of ECC in the cryptographic interaction.

3. Outline of the Problem

Data security is now a key concern that may be abused by both internal and external parties.
Information sent over the Internet may be encrypted in a number of ways. However, these methods
have the drawback of requiring a lot of resources, such as a lot of memory and computing power, to
safeguard the data. Like AES encryption, a key is created quickly after an input file is submitted. To
encrypt and decode data, AES employs a technique known as symmetric key encryption, which
requires the use of a single key. If a third party has knowledge of the single key, they may decrypt the
input file and encrypt it again without the user ever knowing that the file was read. Asymmetric key
encryption is one of the most secure algorithms. MECC uses asymmetric key encryption because it
requires two keys, the public key and the private key. This means that it has a higher level of
protection since it is difficult for hackers to decrypt both keys at the same time. MECC’s main
advantage is its smaller key size. Unlike other algorithms, it can provide the same level of security
with a smaller key size. Developing a system that provides data security through the cloud with lower
computational costs and faster encryption / decryption process is essential. To leverage the strengths
of both, we combine them in our proposed model.

3.1 Proposed Work

e By using the two algorithms AES and MECC, we provide a hybrid paradigm in which the key
generation for AES is accomplished with the aid of MECC. Simply said, we produce the key
using the MECC technique rather than the AES approach because it has a smaller key size.

e A public key or private key is used for data encryption and decryption, much like in
symmetric/asymmetric encryption. As a result, this method takes a lot of computer power and
a big key size. By addressing the issue of key size and assisting in the reduction of computing
resources for memory optimization, the suggested hybrid method (AES-MECC) helps to
improve system security in a shorter amount of time.

e With our suggested framework, we also give an algorithm that explains how the MECC method
is used to produce the public key and how AES is used for encryption and decryption.

3.2 Working Principle

e MECC and AES are used to produce the most modern and secure cryptographic approach for
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cloud storage. Single AES takes a little longer to encrypt data than the hybrid (MECC-AES)
technique because of its larger key size, but the latter offers a smaller key size and a faster
security mechanism for protecting the data.

e Due to MECC's fundamental feature—its small key size—AES's use of MECC for encryption
reduces the key size and improves performance. By creating protected key system standards
for encryption and decryption, MECC is able to minimize key size and improve security. When
using AES for encryption, MECC is the best additional protection against unauthorized
access.

e Data encryption and decryption will produce cipher text once the key size has been
established. AES makes use of the key that MECC produces. For the suggested method of
cloud storage to obtain the protected system, the combined effects of MECC and AES are
adequate. By doing this, secure data storage size may be decreased. The suggested
algorithm's block diagram is shown in Figure below.

Encrypted Text Once the key size is set then the

ciphertext will generate the

InputFile mmmp EI}C;S};‘]?S}I — \“,’,‘J — —) ElnClle:l‘ed e encryption and decryption of data.
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o ) and AES is suitable for the
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storage to get the secured system.
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Downloaded to Server size with secure data.
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Fig. 3. Representation of AES- MECC Algorithm

The accompanying image clearly shows how AES and MECC collaborate to safely safeguard cloud-
stored data. The newly presented image, which demonstrates secure user data transport to the
server and afterwards storage method is even secured due to encrypted data, demonstrates how
innovative the offered technique is. Moreover, innovation may be measured using the effort and
expense of the computation. Attack prevention may be accomplished in the following methods, for
example: in the suggested technique, the input file is turned into completely encrypted text using
AES encryption once the user uploads the file. The user side can then be attacked if an attacker wishes
to do so in order to steal the user's personal data or for any other reason. The user-uploaded file is
therefore useless even if an attacker is successful in their attack and is able to access it because the
data was already encrypted when it was posted. Similar to how an attack on one end prevents the
attacker from decrypting the encrypted file, the encrypted file prevents attacks on the data.
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Fig. 4. Process between user and cloud server

In Figure 4, we see a user interacting with data stored on a cloud server, and we also see the
actions taken by the server to fulfil the user's request in a safe and reliable manner.

3.3 The Suggested Framework’s Algorithm
3.3.1 Public key generation using MECC

Step I. Select an Elliptic Curve: Choose a specific elliptic curve over a finite field. The curve equation
is typically represented in the form of y? = x3 + ax + b, where a and b are constants defining the curve
and the coefficients are chosen according to certain standards.

Step Il. Select a Generator Point: Choose a base point on the selected elliptic curve. This point should
have a large prime order, meaning that it generates a cyclic subgroup of prime order. This point is
often denoted as "G."

Step lll. Determine the Order: Calculate the order of the base point G. The order represents the
number of points in the subgroup generated by G. It is a large prime number, typically denoted as
"n.
Step IV. Select a Private Key: Generate a random integer, often denoted as "d," such that 1 <d < n.
This private key will be kept secret and should not be shared.

Step V. Compute the Public Key: Instead of directly multiplying the base point G by the private key
d, an improved algorithm called "Point Decompression" can be used to calculate the public key more
efficiently. Here's the step-by-step process:

a. Calculate the x-coordinate of the base point G raised to the power of the private key d: X =d * Gx
(where Gx is the x-coordinate of G).

n
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b. Determine the y-coordinate of the resulting point on the elliptic curve. This requires solving the
elliptic curve equation for y, given the x-coordinate X from the previous step. Depending on the
curve's form, there can be two possible y-values: y1 and y2.

c. Choose the y-coordinate based on the parity of X and the least significant bit of y1 or y2. This is
done to ensure the resulting point lies on the curve and maintain consistency. If the least significant
bit of y1 matches the parity of X, then use y1 as the y-coordinate; otherwise, use y2.

d. The resulting point (X, y) on the elliptic curve, with the chosen y-coordinate, serves as the public
key.

3.3.2 Using the AES for Encryption and Decryption

Step I. The input file

Step Il. Add the MECC-generated key, which is the public key, now.

Step Ill. On the input file, AES encryption is carried out using the MECC-generated public key.

Step IV. After AES encryption, the encrypted file is uploaded to the server.

Step V. Following submission, the file will be downloaded from the server and translated using the
MECC-provided public key to unlock the original file's encryption.

Step VI. The efficiency of the system is affected by factors like MECC and AES, which optimize storage
space and increase the security of the cloud server, respectively.

4. Results and Discussion

The encryption and decryption of most of the data stored in the cloud also makes use of
encrypted connections, which further distinguishes the system and improves its efficiency. This
suggests that the user may get a good grasp of the original text by using these two methods. The
advantages of MECC and AES over RSA are enumerated in the next section. MECC ensures the
confidentiality of any cloud data. Maximizing storage space and achieving the required results may
be aided by keeping data with a decreased key size. It uses the same amount of bits (3012) as Rivest
Shamir Adleman (RSA). The 2 main advantages of the MECC are its reduced key size and its more
efficient data encryption utilizing a public key [18]. MECC has advantages over RSA because to its use
of modern mathematical techniques for data encryption and decryption and the accuracy of the
decrypted data. Statistical analysis, searching, and other comparable procedures are all slowed down
by AES, which limits the usefulness of cloud storage. It's a popular tactic in cloud computing for
improving storage security rules. The public key may be used for encryption and decryption and is
available to the public. In comparison to RSA, the benefits of MECC and AES are shown in the table.

Table 1
Key size comparison MECC, RSA
MECC(in bits) RSA(in bits) Key Size Comparison (in
bits)
150 924 1:6
250 3012 1:12
364 7160 1:20
524 10360 1:20
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As seen in Table 1, MECC demands a medium key size as opposed to RSA. It provides more
security than RSA as a result. When comparing MECC-AES to other cryptographic techniques, more
security is also achieved with a smaller key size. Reduced key size enhances memory efficiency and
reduces computational complexity. As a result, using a medium key size can result in high levels of
data security.

Table 2
Cryptographic Algorithms: An Analytical Comparison
Data Rivest Shami
Proposed vest Shamir .
Factors H 5 q Encryption Blowfish Adleman Diffie- Hellman
ybrid
Standard
No. of key 1 1 1 2 Key Exchange
Key Length(in
y bitg ( 64-256 56 32448 1024 ey G

Table 2 presents an analysis of numerous cryptography methods using multiple different
parameters. Different cryptographic approaches have been compared and contrasted based on a
variety of performance measures, including the number of keys used, the size of the keys, and the
number of rounds [19].

2000
1800

m Hybrid Algorithm
W AES(128 key size)
DES(64 key size)
m AES and Blowfish(128 key size)

Images(3233) Images(4830) Images(6308)
Fig. 6. Time evaluation of different encryption cryptographic algorithm

Each experiment used three image datasets (3233, 4830, and 6308) and one of four cryptographic
methods (Proposed AES-MECC, AES-128, DES-64, AES, and Blowfish-128) to achieve three
experimental results. Time, memory footprint, and throughput were used to evaluate the
effectiveness of each approach. The time required to convert plaintext into cipher text using a certain
cryptographic technique is known as the encryption time. The throughput of an encryption process
may be calculated by dividing the number of bytes of encrypted plaintext by the number of
nanoseconds it took to encrypt the plaintext. Figure 6 displays the outcomes of the simulated design.
In contrast to competing algorithms, MECC-AES completed its processing time the quickest.
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Fig. 7. Time evaluation of different decryption cryptographic algorithm

The experiments used three different image datasets (3233, 4830, and 6308) and four different
cryptographic algorithms (the proposed hybrid algorithm MECC-AES, AES-128, DES-64, AES, and
Blowfish-128) to generate three different sets of findings. The effectiveness of the algorithms was
measured by their execution time, memory footprint, and throughput. A cryptographic algorithm's
decryption time is the amount of time it takes to reverse-engineer cipher text into plain language.
The throughput of a decryption operation is calculated by taking the decryption time (in ns) and
dividing it by the size of the complete decrypted cipher text (in bits). The results of the simulation are
shown in Figure 7. When compared to the other algorithms, the suggested MECC-AES took the least
amount of time.

5. Conclusion

IT services, such as cloud computing, benefit customers even if they have a low degree of
technical knowledge. Independent cloud service providers provide an interface for storing,
managing, updating, and retrieving data via the Internet, making it accessible from anywhere in the
world. The choices available to consumers of cloud services are flexible. Depending on the kind of
cloud service, users are the ones who really make use of the service. Many customers like the low
prices and convenient access to their data from any location. Since you don't need to bring your
gadget with you wherever you go, any platform is open to receiving cloud services. A disadvantage
of cloud services is the lack of data protection they provide, however this may be compensated for
by taking extra precautions. The development of the key, in particular, may be streamlined with the
help of MECC. MECC is superior to other cryptographic methods because of its small key size. Data
optimization and security may be considerably improved when AES is used with MECC. Improving the
safety of the hybrid method might aid future studies. Additional security measures might be included
to improve the efficiency and output of the system.
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