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components to create and analyse instances with different sensitive attributes, enabling
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Bias Detection; Machine Learning models trained on different datasets using various algorithms. Therefore, BiasTrap is a
Systems valuable tool for ensuring fairness in ML systems in real time.

1. Introduction

Machine learning (ML) systems are widely utilised by various entities, including businesses and
governments, to enhance their operational effectiveness and support decision-making in domains
such as risk prediction [1], school admission [2], loan approval [3] and hiring [4]. Using algorithmic
decision-making offers numerous benefits, as machines can rapidly process massive amounts of
data[5]. However, there is increasing criticism of the lack of fairness in ML-based decision-making [6,
7]. ML systems have been found to have discriminatory implications on individuals and groups based
on characteristics such as gender and race [8—10]. For instance, the COMPAS software employed by
US courts to evaluate the probability of recidivism has exhibited racial bias, with black defendants
being assessed with a higher risk of reoffending than their white counterparts [1]. Additionally,
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gender bias has been identified in job search algorithms, with male applicants presented with higher-
paying job opportunities than female applicants [11].

Fairness in software refers to ensuring that the output of software systems does not discriminate
against any individual or group based on their personal characteristics (or sensitive attributes) such
as race, gender, or age [8]. Sensitive attributes are illegal to be considered as part of the decision-
making process in some domains, such as loan decisions [12,13]. The concept of fairness has become
increasingly important in recent years [9].

The recognition of fairness as a crucial non-functional property of ML systems has made it an
integral part of software quality [10,14]. Research has demonstrated that removing sensitive such as
gender and ethnicity does not guarantee fair outcomes [15]. This is due to the indirect influence of
sensitive attributes, where even if race is not explicitly used, a prediction model trained on address
as a feature might make unfair determinations for people of a specific race who live in a certain area
[16,17]. Thus, it is crucial to conduct extensive fairness testing to identify and mitigate discriminatory
behaviour, promoting fairness and trustworthiness in ML systems [18].

Studies have developed fairness testing methods to detect and prevent discrimination in ML
systems, including Themis [19], AEQUITAS [20], SG [21], CGFT [22] and ExGA [23]. These fairness
testing methods generate test cases from the dataset used to train ML models and then check the
fairness of the ML system before deployment by altering one of the sensitive attributes to uncover
any discriminatory behaviour. While these existing fairness testing methods are useful for detecting
discriminatory behaviour in ML systems before deployment, they do not provide a mechanism for
continuously monitoring fairness at runtime while the ML system operates. This challenges
maintaining fairness in dynamic and evolving environments where ML systems are often deployed
[24]. Therefore, there is a critical need to develop a method that allows for runtime verification of
ML system behaviour to identify instances of unfairness in the decision-making process of such
systems. The objective is to answer the question: Would the predictions made by the deployed ML
model be different for a person if they belonged to protected attributes different from their current
one for every prediction made by the model? To our knowledge, no existing tool can identify biased
predictions during runtime for ML systems built using tabular data.

This study proposes BiasTrap to address this gap. BiasTrap is a tool that is designed to monitor a
deployed ML system and detect discrimination on every run of the system based on sensitive
attributes. The continuous monitoring of ML systems can ensure fairness and prevent discrimination.
BiasTrap takes a data instance sent for prediction and creates a Cartesian product of the instance
based on the number of pre-defined sensitive attributes and their respective values. By doing this,
BiasTrap can detect discrimination on multiple sensitive attributes, a feature that is not commonly
covered in many fairness testing studies. We asked how effectively BiasTrap detects discrimination
in ML systems at runtime.

In addition, BiasTrap can provide detailed information about the level of discrimination present
in a given instance. Specifically, the tool can report the number of instances of discrimination seen in
a particular instance, called the discrimination list in this study. This enables further analysis and to
take prompt corrective action to ensure that the ML system remains fair and unbiased. Therefore,
we asked the question: how many discrimination list can be produced by BiasTrap?

The remaining sections of this paper are arranged in the following manner: Section 2 provides a
background on the concept of fairness and problem definition. Section 3 presents the methodology,
highlighting the proposed tool’s framework. Section 4 demonstrates the experimental setup
procedures and Section 5 evaluates the result of our experiment. Section 6 presents the present
status of fairness testing research and lastly, Section 7 concludes with final thoughts and describes
plans for future work.
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2. Background
2.1 Fairness in ML Systems

In decision-making, fairness means being unbiased and not showing preference toward a person
or group based on their inherent or acquired characteristics [8]. These characteristics that need
protection from unfairness are known as protected attributes or sensitive attributes. Examples of
legally recognised protected classes include race, colour, sex, religion, national origin, citizenship,
age, pregnancy, familial status, handicap status, veteran status, and genetic information [25].
Ensuring fairness has become critical ML-based software to avoid discrimination against certain
people, especially minorities [26].

In ML, fairness can be divided into two main categories: individual and group. Individual fairness
ensures that similar individuals receive similar outcomes, regardless of their protected attributes,
such as race or gender. This type of fairness is based on the idea that individuals should be treated
as individuals and not judged based on their membership in a particular group [6,19]. On the other
hand, group fairness ensures that different groups are treated similarly, regardless of their
characteristics. This type of fairness is based on the idea that certain groups have been historically
disadvantaged and, therefore, should be protected from further discrimination [6,27,28].

It is crucial to consider both individual and group fairness when developing and deploying ML
models. A model that only considers individual fairness may inadvertently discriminate against
certain groups. An example of this is Amazon’s ML hiring system, which showed a preference for
male candidates over female ones [4]. In contrast, a model that only considers group fairness may
unfairly treat individuals differently, even if they are similar in their relevant characteristics.

This paper uses bias, discrimination, and unfairness interchangeably with similar meanings, as is
common in the literature on software fairness.

2.2 Fairness Testing

Fairness testing is a field of software testing that focuses on detecting fairness bugs in ML systems
that cause a discrepancy between obtained and required fairness conditions [29,30]. There are two
types of fairness testing: offline testing, which evaluates the fairness of a model based on the training
data it received, and online testing, which monitors and assesses the fairness of a deployed ML
system in a real-world environment. Online fairness testing is crucial for maintaining fairness in
decision-making and detecting any biases that may have infiltrated the system over time, enabling
corrective action to be taken promptly [29,31].

2.3 Runtime Verification

Runtime Verification (RV) is a technique that involves analysing a system while it is running to
determine if it meets a specific set of correctness criteria. The primary goal of this method is to verify
whether the system behaves in the way it is intended to during its operation [32]. RV is a rigorous
formal method that analyses the behaviour of software during runtime. It complements traditional
exhaustive verification techniques such as model checking and theorem proving with a more practical
approach that examines a single execution trace of a system. Although RV has limited execution
coverage, it can provide precise information on the system’s runtime behaviour [33].

The process of runtime verification involves generating a monitor for a given property,
instrumenting the system under scrutiny to create events for the monitor, and analysing the system’s
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execution through the monitor’s analysis of the events. This can occur during the execution or
afterwards, assuming events are written to a log [32].

2.4 Problem Definition

This study focuses on the scenario where an ML model f = < X, A > is deployed in a remote
environment, trained on a dataset X = {x4, x5, ..., X,,} where each input sample x € X is represented
as a d-dimensional feature vector. The feature space A = {a,, a,, ..., a,} contains features a € A4,
where a contains protected features P € a, where P = {p;,p,, ..., pn}. Protected features are
sensitive attributes that should not be used to discriminate against individuals unfairly. Each p; is
associated with a set of values S called the domain of p;, represented by S(p;), such that (S(pi)) i €
n is pairwise disjoint. An input x; exhibits discrimination or bias when two samples exist x and x’ such
that their attributes satisfy certain conditions as expressed in equations (1)-(3). We assumed a task
where each x undergoes a binary classification, Y = f < X,Y >, in which f is a function of variables
known at decision time, f: X — {0, 1}, and the actual outcome represented by Y = (y1,¥2,...,¥n)
is unknown.

Ja; € x,Vp, w P,a;(k) # a;(k) (1)
Va; € x,Vp, w P,a;(1) = a;j(]) (2)
fe) # fx) (3)

Definition 1: Fairness

Consider a set of individuals represented by X, and a set of possible labels for everyone
represented by Y. Let P define a set of sensitive attributes such as gender, race or ethnicity, and let
Z represent a set of non-sensitive attributes. The goal of an ML predictive model represented by D
is to make accurate predictions of Y given X and Z, while ensuring that P is not used in a
discriminatory manner in making these predictions. The training data used to develop the model
should not contain any bias or discrimination based on P, and the model should be evaluated for
fairness to ensure that it is not discriminating against any individuals or groups based on their
sensitive attributes.

F(D) = Pr[Y =y|X,P =p] = Pr[Y =y|X,P =] (4)

Definition 2: Multi-attribute discrimination

Let p1,py, ..., pn be the n sensitive attributes of interest and let s4,s,,...,s, represent the
different values or levels of these attributes. The set of multi-attributes that are defined by the
sensitive attributes can be expressed as the Cartesian product S = s; X s; X ...X s,, which is a set
of all possible combinations of the entries of s. Multi-attribute discrimination refers to the unfair
treatment of individuals based on multiple protected attributes, such as race, gender, age, etc.
[34,35]. It occurs when an ML system unfairly discriminates against specific individuals or groups
based on their combinations of protected attributes, resulting in inequitable outcomes for certain
subgroups of the population. This type of discrimination is also called intersectional discrimination,
as it occurs at the intersection of multiple protected attributes [36,37].
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Definition 3: Discrimination list

Let x be the original instance with non-protected attributes denoted by Z and protected
attributes denoted by S. Further, let f be the trained ML model and Y be the output label. Generating
new instances based on the combination of protected attributes and their values while keeping the
non-protected attributes constant can be represented as x’ = (Z,S"), where S’ represents the new
values of the protected attributes. If there exist instances x' such that f(x") # f(x), then those
instances form the discrimination list.

A discrimination list refers to instances that exhibit different prediction outcomes from the
original instance after generating new instances by keeping the non-protected attributes constant
and varying the protected attributes. In other words, the discrimination list consists of instances
predicted differently from the original instance due to the variation in the protected attributes. We
infer that these individuals would have received dissimilar classification results based on their
protected attributes despite having similar non-protected features. Figure 1 represents this scenario.

D={x""f(x)# fx),x' =(Z,5)} (5)

Where X is the original instance, Z is the non-protected attributes, S is the protected attributes,
X' is the generated instance, and f represents the trained ML model.

Based on our experiment, we found that the discrimination list can vary based on an instance.
This suggests that the combination of non-protected attributes can significantly influence the
prediction outcomes.

age race sex
K y K
a bc de f g h i j k | m n
06 1 10 8 1 12 5 0 1 91 27 8 0 1 = Originalinstance
a b ¢ de f g h i |j k I m n
0 1 1 10 8 1 12 5 0 1 91 27 8 0 0
1 1 1 10 8 1 12 5 0 0 91 27 8 0 O
2 1 1 10 8 1 12 5 4 1 91 27 8 0 0O
3 1 1 10 8 1 12 5 4 0 91 27 8 0 O
4 1 1 10 8 1 12 5 1 1 91 27 8 0 O _ Discrimination list
5 1 1 10 8 1 12 5 1 0 91 27 8 0 O
6 1 1 10 8 1 12 5 2 1 91 27 8 0 O
7 1 1 10 8 1 12 5 2 0 91 27 8 0 O
8 1 1 10 8 1 12 5 3 1 91 27 8 0 O
9 1 1 10 8 1 12 5 3 0 91 27 8 0 O

Fig. 1. An example of a discrimination list
3. Methodology
The proposed tool, BiasTrap, is a runtime verification tool to ensure fairness in ML systems. In
Figure 2, the authors demonstrate the integration of BiasTrap with an ML system, which houses

models trained on tabular datasets and accessed via a REST API. BiasTrap comprises two main
components: data augmentation and bias detection.
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3.1 ML system

An ML system is a system that incorporates one or more ML models as part of its components
[38,39]. In practice, an ML model is often integrated into a larger software system, which may also
include conventional software components responsible for tasks such as user interaction, input
preprocessing, and functional logic that cannot be directly inferred from the training data. [40,41].

This study integrates BiasTrap into a Django back-end system where all the ML models are
deployed. BiasTrap monitors each run of the predictive models to uncover biased outcomes.

3.2 Data Augmentation Component

Data augmentation is a common technique in ML used to increase the size of a dataset by
generating additional instances with the same features as the original instances but with some
variations. The goal is to improve the robustness of the model and its ability to generalise to new,
unseen data. In the context of fairness, the data augmentation component specifically focuses on
generating more instances with the same features as the original instance but with different sensitive
attributes. Suppose an instance to be predicted has certain sensitive attributes, such as race and
gender. In that case, the data augmentation component will generate additional instances with the
same features but different sensitive attributes. For example, suppose an instance to be predicted
has sensitive attributes of “black” and “female”, respectively. In that case, the data augmentation
component can generate additional instances with the same features but with sensitive attributes of
“white male”, “black male”, and “white female” to ensure that the model is not biased towards an
individual based race and gender. This technique helps to ensure that the model’s predictions are
fair and unbiased for all individuals, regardless of their sensitive attributes.
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Bias alert

Bias detection
Fig. 2. Example of integrating BiasTrap with an ML system

3.3 Bias Detection Component

The bias detection component is crucial in ensuring that an ML system is fair and unbiased.
Without this component, it would be difficult to identify discriminatory behaviour and protect against
harmful biases in the system.

Instances produced in the data augmentation component are fed into the bias detection
component. The bias detection component then passes all instances, including the original and
generated instances, to the ML model for prediction. If any instances produce a different prediction
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result than the original instance, the original instance is considered discriminatory. BiasTrap
generates a warning alert to notify a user when a discriminatory instance is discovered. By alerting
the user to potential discriminatory behaviour, BiasTrap allows them to take corrective action to
ensure that their model is not unfairly biased against certain individuals or groups. This can involve
revisiting the training data or modifying the model’s parameters to ensure fairness.

4. Experimental Setup
4.1 Datasets

We conducted experiments using three commonly used public benchmark datasets to evaluate
algorithmic fairness. The datasets are described as follows:

e Census Income Dataset: This dataset contains 32,561 samples and 13 features, including
three sensitive attributes - gender, age, and race. The labels indicate whether an adult’s
income is above or below $50K.

e German Credit Dataset: This dataset includes 600 samples with 20 various features. It is used
to evaluate the credit level of applicants (i.e., good or bad) based on their personal
information. The sensitive attributes are gender and age.

e Compas: This dataset is used to predict the possibility of a defendant’s recidivism based on
their criminal history, demographics, and other relevant factors. The dataset consists of 7,214
samples and 10 features. The sensitive attributes are sex and race.

4.2 Test Data Generation

To evaluate the performance of BiasTrap, we simulated its effectiveness by creating synthetic
datasets using CTGANSs [42]. Synthetic datasets are computer-generated datasets that imitate the
statistical properties of real-world datasets but are not derived from real-world events [43]. These
synthetic datasets are created using generative models that learn the statistical structure of real-
world datasets and generate new synthetic data samples based on that structure [44]. In this study,
CTGAN was utilised as a set of synthetic data generators for tabular data, which utilises deep learning
techniques to learn from real data and produce synthetic data that closely resembles the original
data. As a result, the synthetic data created by CTGAN exhibit high fidelity to the original data.

By employing this approach, we can obtain a distinct test dataset that accurately reflects the
characteristics of actual users for a common ML system, despite being distinct from the training
dataset. Some result of the synthetic (fake) test dataset generated from the COMPAS dataset could
be seen in Figure 3 & 4. We used 1,000 number of epochs and generated 4,000 samples.

4.3 Subject Models

Our approach is evaluated by employing four ML classifiers that are commonly used in fairness
testing studies [19-21,23]. They are Decision Tree (DT), Random Forest (RF), Support Vector
Machines (SVM) and Multi-Layer Perceptron (MLP). XGBoost (XGB) classifier is also included in the
evaluation. Each classifier is trained on the four datasets, thus, producing sixteen classifiers for the
experiments. To maintain consistency with earlier studies [45], we train the ML classifiers using their
default configuration, as provided by the sci-kit learn library [46].
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4.4 Metrics

We measure the effectiveness of our approach by evaluating the number of fairness violations
(discriminatory instances) exposed by our technique based on the combination of all protected
attributes. The greater the number of discriminatory instances detected, the more effective our
technique is considered. Additionally, we employ a discriminatory list to identify instances that are
discriminated against from any data instance sent for prediction.

Our approach’s effectiveness is determined by the number of discriminatory instances identified
through the combination of all protected attributes. The greater the number of discriminatory
instances detected, the more effective our technique is considered. Additionally, we employ a
discriminatory list to identify instances that are discriminated against from any data instance sent for
prediction.

Means of real and fake data Stds of real and fake data

fake data mean (log)
fake data std (log)

T T T T T T T T T T T
-4 -2 0 2 4 -2 -1 0 1 2 3
real data mean (log) real data std (log)

Fig. 3. Absolute log mean and standard deviation
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Fig. 4. Confusion matrix for the real and synthetic datasets and the difference between them
5. Evaluation Results

Table 1 shows the results of a simulation of the BiasTrap tool applied to several popular ML
models on three different datasets: COMPAS, Credit, and Census. The simulation evaluated the
performance of the models in terms of fairness and their ability to detect for any biases the models.
We used discriminatory sample number (DSN) [20,23] and [47] discrimination list (DL) as a metrics.
The simulation results indicate that BiasTrap tool was able to detect instances of discrimination in
the models which shows its effectiveness.

For the COMPAS dataset, the decision tree model had the highest number of discriminatory
instances with 2,297 for the discriminatory instances (Disc Inst). It also produced the highest number
66,565 for the discrimination listing (Disc List). BiasTrap performed less effective on random forest
and SVM models, with 2,027 and 1,655 discriminatory instances for the Disc Inst and 48,331 and
31,691 for the Disc List, respectively. The multi-layer perceptron and XGBoost models had slightly
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higher discriminatory instances than RF, with 2,140 and 2,189. It is interesting to note that MLP
produced lesser number of Disc List 40,670 than RF model.

Table 1
Result of Runtime Verification of Fairness using BiasTrap
Decision Tree Random Forest Support Yector Multi-laver XGBoost
Datasets Machine Perceptron
Disc Disc Disc Disc Disc Disc Disc Disc Disc Disc
Inst List Inst List Inst List Inst List Inst List
COMPAS 2,297 66,565 2,027 48,331 1,655 31,691 2,140 40,670 2,189 49,462
Credit 1,149 6,580 1,024 4,527 2,991 10,493 2,597 10,028 1,281 5,837
Census 1,851 44,055 1,035 24,264 684 20,360 1,537 40,487 910 20,499

The SVM model had the highest number of discriminatory instances for the Credit dataset, with
2,991 and 10,493 for the Disc Inst and Disc List, respectively. The MLP model had the second-highest
number of discriminatory instances, with 2,597 and 10,028 for the Disc Inst and Disc List, respectively.
The decision tree and XGBoost models had the lowest discriminatory instances, with 1,149 and 1,281
for the Disc Inst and 6,580 and 5,837 for the Disc List, respectively.

For the Census dataset, the decision tree model had the highest number of discriminatory
instances, with 1,851 and 44,055 for the Disc Inst and Disc List, respectively. The SVM model had the
second-highest discriminatory instances, with 684 and 20,360 for the Disc Inst and Disc List,
respectively. The MLP and XGBoost models had the lowest discriminatory instances, with 1,537 and
910 for the Disc Inst method and 40,487 and 20,499 for the Disc List method, respectively.

The simulation result suggests that BiasTrap can effectively detect discrimination in deployed ML
models, highlighting the importance of using such tools to ensure fairness in ML applications.
However, further investigation is necessary to identify the causes of discrimination and develop
appropriate corrective measures.

6. Related Works

Several studies have proposed different methods to detect discriminatory instances in ML
systems. For example, Themis [19] randomly samples the input space and assesses the frequency of
discriminatory occurrences by observing the system’s behaviour under test. AEQUITAS [20], a two-
phase fairness testing technique, explores the input space for discriminatory instances in the global
phase and generates more discriminatory samples by perturbing the non-protected attributes of
instances in the local phase. SG [21] combines symbolic generation and local explainability to identify
discriminatory instances. ExpGA [23] constructs seed instances using an interpretable method and
applies genetic algorithm to produce many discriminatory instances efficiently. Patel et al. [48] use
combinatorial t-way testing, which constructs an input parameter model from the training dataset
and generates test cases to discover fairness violations. These approaches are based on offline
fairness testing that evaluates the fairness of an ML system before its deployment.

On the other hand, our work differs from these approaches as it focuses on online fairness testing
that evaluates the fairness of an ML system on every run of the system by applying runtime
verification. In this regard, we propose a model that allows the user to specify multiple protected
attributes in a tabular dataset, unlike BiasRV [24], which detects gender discrimination in sentiment
analysis systems based on text data and uses only gender as the protected attribute.
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7. Conclusions

This study presented a framework for runtime fairness verification in ML systems called the
BiasTrap. BiasTrap uses data augmentation and bias detection components to monitor the behaviour
of the ML system during runtime and identify any potential biases or discrimination in the decision-
making process. The system was evaluated on commonly used datasets and multiple ML classifiers,
including Decision Trees, Random Forest, Support Vector Machines, Multi-layer Perceptron, and
XGBoost.

The findings of this study suggest that BiasTrap can be a valuable tool for ensuring fairness in ML
systems, particularly in applications where discriminatory behaviour can have significant
consequences. Further research is needed to evaluate the scalability and generalizability of the
BiasTrap, as well as to address potential limitations and challenges, such as the trade-off between
runtime verification and computational complexity. Nonetheless, the BiasTrap framework provides
a promising direction for developing more transparent, trustworthy, fair and unbiased ML system:s.
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