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Most of Malaysia’s small entrepreneurs have switched to online platforms as an
alternative to their physical businesses. Social media sites such as TikTok, Instagram,
Twitter, and Facebook provide free advertising tools and convenient access to a
broader global target. However, security issues on these websites remain questionable
as users are exposed to web attacks due to the vulnerabilities on the websites.
Considering the cost and lack of awareness of the importance of cybersecurity, some
organizations find it not profitable to invest in securing their websites. Therefore, this
paper aims to test Malaysian small entrepreneurs’ web applications using open-source
scanners and analyse the results of web vulnerabilities detected. To do so, two types
of open-source scanners, OWASP ZAP and IRONWASP, were installed to scan five
websites found through advertisements on social media sites. The web vulnerability
identification was based on the top 5 OWASP web vulnerability reports, and the results
showed that five types of web vulnerabilities were detected. The analysis of the results
showed that the top 5 web vulnerabilities in Malaysian small entrepreneurs’ websites
are the ‘Missing Session Timeout’ vulnerability with 81.84 percent, the ‘Sensitive
Information Passed as Clear Text in GET URL’ vulnerability with 14.74 percent, and the
‘Session ID Cookies not Marked Secure’ vulnerability with 2.47 percent. This paper
provides security analysis on Small Medium Enterprise (SME) websites for future
enhancement and consideration during development and implementation to avoid
possible attacks. Therefore, developers are advised to handle these vulnerabilities by
carefully managing the session timeout, and users are recommended to log out from
the websites immediately after they are done.

1. Introduction

In curbing the spread of the COVID-19 pandemic, the Malaysian government imposed a
Movement Control Order (MCO), which subsequently brought an unprecedented slump in numerous
sectors, including economic activities [1]. Regarding this situation, the most affected party in the
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economic sector was the small and medium enterprises (also known as SMEs) [2]. For instance,
during the MCO, farmers in Cameron Highlands, Pahang, faced difficulties marketing their products
due to logistics and transportation limitations; thus, they had to discard all their products due to
storage limitations. However, a solution is devised to counter such issues by using e-commerce
platforms [3]. Eventually, using online means for SME operators can reduce the costs of
advertisements and marketing targeting customer data and build a broader customer base [4].

Meanwhile, the benefits of online means for consumers include lower prices and broader product
varieties compared to traditional store prices and providing convenience and safety, especially during
COVID-19 [4]. A study by [3] shows that 62% of respondents in Malaysia preferred online purchases
during the pandemic to reduce time spent outside and practice social distancing. This proves that
customers’ preference for online businesses is mainly due to their time and cost-saving benefits.
Moreover, during the COVID-19 pandemic, countless entrepreneurs switched the nature of their
businesses from traditional to online businesses to minimize physical contact.

Nonetheless, [5] found that 68% of small entrepreneurs need a systematic approach to ensuring
web application security [5]. Even though web applications are mainly created for business purposes,
some were not tested for vulnerabilities, thus causing numerous security threats for their users [6].
In addition, according to [7], 84% of SMEs in Malaysia experienced cyber-attacks in 2019. The reason
is that most SMEs have a limited amount of labour that can manage the security of their businesses’
web applications; plus, some SME operators assume that their online business operations will not be
the target for cyber-attackers due to their small profits. The reality is that they are still exposed to
various vulnerabilities, such as SQL injection and Cross-site Scripting (XSS), which allow attackers to
access and exploit the user’s information by manipulating their web applications.

Additionally, web application users are exposed to cyber-attacks, and attackers can exploit their
details in the web application. This problem may lead to a more severe situation when attackers gain
access to a tiny website, providing them more access to many other web applications in a single
attack. Eventually, business operators may face losses due to insufficient knowledge, information
about web vulnerabilities, and suitable testing tools to test web vulnerabilities.

Therefore, analysing the web vulnerability of SMEs” web applications is essential to detect the
types of web vulnerability. Next, this analysis is vital to ensure customers can safely purchase online
and secure their personal information in web applications. Besides, this analysis is also essential to
discover suitable open-source tools to detect web vulnerabilities in web applications. Subsequently,
the information and data in online businesses can be secured, thus ensuring a safe business
environment for entrepreneurs and consumers.

1.1 Problem Statement

During the COVID-19 outbreak, the number of online businesses in Malaysia increased mainly
due to various restrictions during the MCO. In addition, during the MCO, many non-essential physical
business operations were closed due to the government’s rules, affecting their incomes.
Alternatively, consumers and entrepreneurs shifted from physical business transactions to online
platforms, especially on social media sites like Instagram and Facebook. Moreover, the increasing
preference for online shopping is mainly due to health safety concerns and convenience, as
consumers and entrepreneurs can conduct business transactions from home.

With this, every online entrepreneur aims to provide the best services to gain customers’ trust,
primarily by increasing online sales and discounts. Nonetheless, there are several concerns related
to online shopping, such as goods quality and security issues, as cyber criminals who would trap any
customer from getting the deals [8]. Besides, unpatched software holes help hackers gain
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unauthorized access to someone’s computer and break the network. Personal details entered in
online shopping are very valuable, and a hacker can use the details to attack the site used by the
customer and commit identity theft to pretend to be a customer and then manipulate the financial
account [8]. If a site asks for more personal information than name, address, and credit card number,
such as social security number or bank account number, the person may be a victim of fraud [9]. An
online retailer’s most common security threat is credit card fraud, which occurs when an attacker
gets to steal a customer’s personal and payment information and then sells it on black markets [10].

According to [7] 2018, 80% of SMEs decided not to invest in cybersecurity due to cost, and some
needed to be made aware of cybersecurity concerns. In addition, more than half of SME organizations
in Malaysia have experienced a security breach. Still, only 47% of them have taken the initiative to
investigate or data breach assessment to improve their web applications [6]. The impact that SMEs
probably face in a significant cyber incident is in terms of their relationship with customers with a
60% probability, affected company profits by 59%, and affected reputation in the market by 58% [11].
The standard breached data files are customers’ records that contain payment information and
personal details, research and development (R&D) data, Intellectual Property (IP) data, and financial
performance data, and these data are beneficial to attackers [11]. To date, a web vulnerability
scanner that can find all the OWASP Top 5 vulnerabilities using a single tool still does not exist.

Solving these problems can help SMEs enhance their web applications’ security and protect their
customers’ information and data. This will also minimize the concerns about online purchases by
providing more knowledge on the types of web vulnerabilities and suitable tools to scan web
vulnerabilities. Subsequently, this may also enhance SMEs’ income and national income.

Based on studies conducted on the open-source web vulnerability scanner, past researchers have
attempted to discover the difference between paid and open-source tools based on detection
accuracy and Top 5 web vulnerabilities. Ultimately, these researchers found open-source tools more
accurate and cost-effective, suitable for small entrepreneurs’” web applications with a small budget
[12]. Furthermore, [13] conducted a study to compare the commercial and open-source scanners’
performance and found that both scanners have equal efficiency in detecting some vulnerabilities.

In the present study, the analysis will apply open-source tools to test small entrepreneurs’ web
applications and detect vulnerabilities based on OWASP’s Top 5 web vulnerabilities. The list of small
entrepreneurs’ web applications will be collected on social media and test the web application using
selected open-source tools, analyse web vulnerabilities, and find suitable tools to scan.

1.2 Research Objectives

i. To identify web vulnerabilities in Malaysian small entrepreneurs’ websites using open-
source scanners, namely OWASP ZAP and IronWASP.

ii. To analyse the result of web vulnerabilities detected in Malaysian small entrepreneurs’
websites based on OWASP ZAP and IronWASP.

1.3 Literature Review
1.3.1 Physical business to online business

A study by [14] found that small entrepreneurs switched to online businesses due to countless
benefits and opportunities in online platforms, such as affordability and accessibility, making
reaching out and communicating with their customers convenient. Furthermore, an online business
also saves cost and time, allowing small entrepreneurs with a small budget to do business at home
instead of buying or renting a place to run their business. Besides, during the COVID-19 pandemic,
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many small physical entrepreneurs faced a massive drop in sales that affected their income; thus,
they either had to restart their businesses or switch from physical to online businesses [14].

1.3.2 Web vulnerability

Five common types of web vulnerabilities that attackers illegally use to perform cyber-attacks are
SQL injection, Cross-Site Scripting (XSS), command injection, file inclusion (LFI/RFI), and Cross-Site
Request Forgery (CSRF). However, many other vulnerabilities can also be exploited for web
application exploitation [15]. In 2019, Symantec came out with the Internet Threat Report 2019,
reporting that web application attack was growing by 56% in 2018, and the average of attacks
detected per month is 30 to 40 million [16]. A web vulnerability is an unintended flaw or weakness
in a web application that an attacker can use to perform a cyber-attack. Three aspects of web
vulnerability are application weakness, the attacker’s unauthorized access to application defects, and
the attacker’s capability to exploit the flaw [17].

1.3.2.1 Cross-Site (XSS) scripting

Cross-Site Scripting (XSS) is a code injection vulnerability that allows malicious users to send
malicious scripts to web browsers. This happens when a web application uses user information
without proper validation in response pages; the browser will execute the malicious script from the
application when a user enters the infected web page. A research paper by [18] used static analysis
to scan XSS vulnerabilities by combining static taint that can detect XSS vulnerability and string
analysis. Based on their policy, practical checking algorithms were provided. The first phase is the
analysis of output statements, followed by analysing control structure and construction context-free
grammar (CFG) [18]. The research on XSS used a static analysis approach to identify the vulnerability
in the coding phase or software development life cycle (SDLC). Static analysis is used to extract any
valid or invalid input condition, and it reviews the source code automatically; the analysis finds the
fundamental cause of security problems and many errors in early development.

1.3.2.2 Missing session timeout

A missing session timeout is an inactive timeout not configured correctly and can help attackers
gain unauthorized access to web applications. According to [19], this web vulnerability has affected
educational institutions the most, with 45.5% compromising their admin access. This is followed by
e-commerce, which is affected by 4.5%, and medical institutions, online portals, and government
websites with 13.6%, 9.1%, and 27.3%, respectively [19]. There are two ways to detect a missing
session timeout: first, check on the web deployment descriptor file “web.xml” and second, the
session object in the program. The steps to test this vulnerability manually are to log into the web
application and minimize the browser, stop all interaction, and then open the browser and interact
with the application to check whether the session is still valid [20].

1.3.2.3 Sensitive information passed as clear text in get URL
A query string can be recorded in the browser’s history, passed through Referrers to other
websites, saved in weblogs, or recorded in other sources. If there is any sensitive information, such

as session identifiers in the query string, the attackers can launch attacks using this information [21].
This vulnerability can be detected using black box testing because this method can be used when the
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source code is unavailable [21]. The study on consumer IoT medical devices by [22] found that
sensitive information passed as clear text in GET URL vulnerability in Withing Blood Pressure Monitor,
and the researchers found a stock photo of a person using the device after they tried using GET
request. In addition, sensitive information passed as clear text in GET URL vulnerability was found in
six different Industrial Control Systems (ICS). This type of vulnerability can cause an unauthorized
user to sniff sensitive data in the web application because all the data and information in cleartext
are easily read by an attacker [23].

1.3.2.4 Session ID cookies not marked secure

A cookie is a bit of data in a web application that will be sent to the web browser, and the browser
may store and send the data back with an HTTP request to the same web application; the cookies in
the server-side web application are used to identify the user, the state, and preferences. In addition,
cookies may contain sensitive information, such as user profiles, user privileges, cached data from
the back-end store, browsing history, page flow state, and CSRF prevention tokens [24]. If session ID
cookies for web applications are not marked as secure, the browser may send them over an
unencrypted HTTP request, and the attackers can access and view cookies in clear text. To detect the
vulnerability, the researcher logs into a webpage and finds cookie leakage, then performs a test; if it
is successful, the webpage is insecure. Session ID cookies not marked secure can help an attacker
discover the cookie value, and the attacker can make Cross-site scripting (XSS) attacks by inserting
HTML and JavaScript into the page and exploiting the victim’s session. Additionally, an attacker can
use traffic sniffing to read the values of the cookies when a web application does not use HTTPS [24].

1.3.2.5 5QL injections

SQL Injection is a type of security exploit that executes SQL queries without properly validating
user inputs and altering or accessing data. As a result, malicious users put some information, and an
SQL explanation will be constructed using the built data [25]. The SQL Injection attack in December
2011 affected almo160,00sites using SQL Server framework, Microsoft’s Internet Information
Services (lIS), and ASP.NET [25]. An attacker exploits expression parts like the WHERE clause to
control the data requested and update the database. To detect SQL injection, the research started
with data set extraction, test pre-processing that involves R Scripting and regular expression pattern,
feature hashing, filter-based feature choice for top relevant vectors, split between training and
testing data, and train prediction model [26]. In detecting SQL injection, this present research used a
static analysis tool, SAFELI. It is an automated tool to test SQL injection vulnerabilities on web
applications, and SAFELI can discover source code more delicate than black-box vulnerability
scanners; the components in SAFELI are MSIIL Instrumentor, a symbolic execution engine, and a
library of attack patterns: constraint solver and test case generator.

1.3.3 Open-source web vulnerability scanner

A web vulnerability scanner is a tool capable of automatically scanning potential vulnerabilities
in web applications. For example, the most known web vulnerabilities are SQL injection and Cross-
Site Scripting (XSS) [27]. A web vulnerability scanner is widely used to find web application
vulnerabilities, which many types of tools available can execute; however, all web vulnerabilities
cannot be detected by only a single web vulnerability scanner as every scanner acts differently. Open-
source and commercial scanners can record the false-positives rate of vulnerabilities, but open-
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source tools have higher rates [13]. Nevertheless, several open-source scanners are effectively
functional, like some commercial scanners; with Acunetix offering the best performance, placed first
on top with scores of 81%, followed by Appscan in second place with a 65% score, while third and
fourth place best performance are taken by open-source scanners, Skipfish and ZAP with scores of
43% and 40% respectively [13]. Skipfish and ZAP are efficient open-source scanners that detect
vulnerabilities such as command execution, XSS, and SQL injection [13].

1.3.3.1 OWASP ZAP

OWASP ZAP is a standard open-source tool that performs better than other scanning tools with
a user-friendly interface and is used for penetration testing; hence, this tool is usable by anyone with
different abilities in security software [13]. In addition, OWASP ZAP is capable of critical scanning
vulnerabilities such as SQL injection, Cross-Site Scripting, remote OS command, Path Traversal,
External Redirect, and Remote File Inclusion [28]. Furthermore, OWASP ZAP can also detect
command execution vulnerabilities due to high results for true and false positives, resulting in the
researcher concluding that OWASP ZAP performs better than other vulnerability scanners [12].
Moreover, based on other research, they discovered that OWASP ZAP defeats the commercial tools
by being the highest in detecting RFI vulnerability; therefore, it is recommended for web security
managers and web developers [29].

1.3.3.2 IronWASP

Iron Web Application Advanced Security Testing Platform, also known as IronWASP, was created
by Lavakumar Kuppan; it was scripted for Python and Ruby 31 to give full access to the IronWASP
framework. However, IronWASP does not support authentication; hence, this tool cannot detect
vulnerabilities accessible after authentication [12]. In addition, IronWASP is an advanced open-
source tool with many external libraries, such as JSON, .NET, IronPython, and IronRuby [13]. Although
IronWASP offers plugins compatible with Ruby and Python, this scanner tool can detect all cleartext
credential vulnerabilities, session token in URL vulnerability, password auto-enabled, and missing
anti-Cross-Site Request Forgery token vulnerability [12]. Several advantages of using IronWASP
include recording the login sequence, an effective scan engine enabling most common vulnerability
detection, easy customization for new vulnerability testing, and generating vulnerability reports.

2. Methodology
2.1 Information Gathering Phase

The first phase of this research is the information-gathering phase, which involves collecting
information regarding building the research. The data and information gathered were obtained from
resources such as books, journal articles, websites, etc., and were utilized to identify the paper’s
research objectives and requirements. The gathered information was mainly on the types of
vulnerabilities based on OWASP Top 5 web vulnerabilities and open-source web vulnerabilities
scanner and study previous and related research work.

2.2 Identifying the List of Websites & Tools / Scanners Used

Social media platforms such as Instagram, Twitter, and Facebook were used to list the small
entrepreneurs’ web applications for the present study’s analysis. Since many people in this era are
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constantly using social media in their daily lives, countless SME operators in Malaysia are using social
media as an alternative for promoting their businesses by attaching web application links in their
advertisements. In addition, advertising on social media is considered more effective in promoting
any business than traditional advertising. The advertisement on social media will appear in the story
and feed based on the social media algorithm, which commonly contains descriptions of products,
photos, and a link to the website. Users can freely view the website by clicking on the link, purchasing
an order, and making product payments. Therefore, a vulnerability scanner ensures the security of
the user’s privacy. However, attackers could exploit the website link once vulnerabilities are
detected, and the user’s data and information could be taken advantage of.

2.2.1 List of websites

Many SMEs” web applications can be obtained from social media advertisements where online
payment options are provided via the web application, which generally contain information and data
about the seller and customer. Advertisements on social media mainly consist of web applications
from different types of businesses, such as games, merchandise, stationaries, food, clothes, beauty
products, and many more. Therefore, in the present study’s analysis, only five web applications were
tested for web vulnerabilities due to the time consumption of the scanning process. In this analysis,
the names of the websites were replaced with WA, WB, WC, WD, and WE to not harm the websites.

First, WA is a Contemporary Artisan Matcha brand that focuses on premium-quality Matcha,
showcased with its aesthetic touch of modern minimalist concept, which describes the state-of-the-
art lifestyle while preserving the vital traditional elements of Matcha nature. Second, WB is a global
e-sports brand that strives to bring together the gaming community to rethink how they have been
merchandising in the past couple of years. They make every garment to order directly to and for our
customers: no stock, no sales, and no unsold clothing ending up in landfills. Third, WC is a cosmetic
brand introduces the latest skincare and makeup trends through aggressive, innovative products. In
addition, the brand focuses on zero weight, zero dimension, and zero skill. Fourth, WD is a women’s
clothing store that offers a wide range of apparel to women with a unique sense of style. Five, WE
are an online store selling musical instruments, professional audio systems, and visual and lighting
equipment.

2.2.2 List of tools or scanners

The open-source scanner is the most suitable tool for this analysis as it only incurs a minimal
budget for security. Hence, in assisting SMEs in Malaysia with web application security, open-source
is the best solution to scan web vulnerabilities in web applications. An open-source scanner is cost-
effective and performs well in detecting web vulnerabilities like a commercial scanner. Hence, the
two scanners chosen for the current analysis were OWASP ZAP and IronWASP. These two scanners
have an excellent performance in detecting web vulnerabilities among open-source scanners;
moreover, these scanners could detect many OWASP web vulnerabilities. Mostly, the researchers
used these two scanners due to their performance and capabilities to scan web vulnerabilities in web
applications.

2.3 Experiments

After scanning the web applications, the following process involved in the present analysis was
to retrieve a report from the scanners. In many formats, such as HTML, txt, and XML, the report was
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then used to analyse web vulnerabilities and suitable open-source tools to scan—the OWASP ZAP
scanner reports in HTML format. The report’s information on vulnerability severity is classified into
High, Medium, and Low. The figure also shows the type of vulnerabilities detected with the count of
vulnerabilities occurring in the form of a bar chart—meanwhile, the IronWASP scanner reports in
HTML format. In the report, the findings are separated based on the type of vulnerabilities, and their
severity level is classified based on High, Medium, and Low. Meanwhile, the additional information
is classified as Info and Test Leads.

2.4 Result and Discussion

The next step was identifying the web vulnerabilities in Malaysian SMEs’ web applications. This
process identified the web vulnerabilities based on the Top 5 OWASP vulnerabilities, as shown in
Table 1. The report sorted the web vulnerabilities based on the Top 5 OWASP web vulnerabilities to
identify the types of web vulnerabilities in the SMEs’” web applications.

Table 1
OWASP Top 5 Web Vulnerabilities
No. OWASP TOP 5 WEB VULNERABILITIES
Cross-Site (XSS) Scripting
Missing Session Timeout
Sensitive Information Passed as Clear Text in Get URL
Session ID Cookies Not Marked Secure
SQL Injections

u b wWwN PR

Following this, the next step was analysing the result of web vulnerabilities in the SMEs’ web
applications. This step analysed the result based on the total web vulnerabilities in all five websites
tested to see the common web vulnerabilities threatening SMEs” web applications. Next, the total
vulnerabilities in each website tested were analysed to identify and determine the most threatened
websites.

3. Analysis
3.1 Vulnerability Analysis Common Vulnerability
3.1.1 Cross-Site scripting (XSS)

Figure 3 shows that the Cross-Site Scripting (XSS) vulnerability (V1) is detected in Malaysian SMEs’
websites. The website with the highest number of Cross-site Scripting (XSS) vulnerabilities was WE,
with 43 vulnerabilities; WC was in second place, with 23 vulnerabilities, followed by WA, with 14
vulnerabilities. Meanwhile, WB and WD, each with web vulnerabilities of 14 and 5, respectively, were
found to have the lowest value of web vulnerabilities. Thus, to sum up, the total number of Cross-
Site Scripting (XSS) vulnerabilities detected in all five websites was 95.
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Fig. 3. Cross-Site Scripting (XSS) Vulnerability Result
3.2.2 Missing session timeout

As shown in Figure 4, the Missing Session Timeout vulnerability (V2) was also detected in all five
websites tested, with 10,156 vulnerabilities. The highest value of vulnerabilities was seen in WC, with
3,438 vulnerabilities, followed by WD, with a value of 3,332. Meanwhile, WE and WA were ranked
third and fourth with 1,358 and 1,154 vulnerabilities, respectively. Lastly, WB recorded the lowest
value of web vulnerabilities, with 874 vulnerabilities detected.

2000 2500 3000 4000

Fig. 4. Missing Session Timeout Vulnerability Result
3.2.3 Sensitive information passed as clear text in GET URL

As shown in Figure 5, the Sensitive Information Passed as Clear Text in GET URL vulnerability
reported 1,837 vulnerabilities detected from all five websites tested. The highest vulnerability value
among all five websites was discovered in WB, with 549 vulnerabilities, followed by WA, with 494
vulnerabilities. The third rank was held by WE, with 399 vulnerabilities, and WC, with 276
vulnerabilities, ranked fourth. Finally, the lowest value of vulnerabilities was recorded in WD, with
119 vulnerabilities.
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Fig. 5. Sensitive Information Passed as Clear Text in GET URL
Vulnerability Result

3.2.4 Session ID cookies not marked secure

Figure 6 depicts that all five tested websites were proven to contain the Session ID Cookies not
Marked Secure (V4) vulnerability, with 308 vulnerabilities. WC recorded the highest vulnerabilities
detected, with a total of 174 vulnerabilities. Next in order was WA with 98 vulnerabilities, followed
by WB with 26 vulnerabilities. Lastly, WE and WD reported the lowest vulnerabilities among the five
websites, with the values of 9 and 1, respectively.

Fig. 6. Session ID Cookies not Marked Secure Vulnerability Result

3.2.5 5QL injections

According to Figure 7, the SQL injection vulnerability (V5) was only detected in three out of five
tested websites: WA, WC, and WE, with vulnerabilities 69. WA and WC shared the similar highest
number of SQL injection vulnerabilities of 34 vulnerabilities, whereas WE reported the lowest value
of vulnerabilities, with only one vulnerability detected.

Fig. 7. SQL Injections Vulnerability Result
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3.3 Total Web Vulnerabilities in the Malaysian SMEs’ Websites

Figure 8 shows that five of 20 web vulnerabilities were detected in the Malaysian SMEs’ websites.
Among the five web vulnerabilities, the top three are the Missing Session Timeout vulnerability by,
81.48 percent, followed by the Sensitive Information Passed as Clear Text in GET URL vulnerability by
14.74 percent, and the Session ID Cookies not Marked Secure vulnerability by 2.47 percent.

Total No. of Web Vulnerabilities (%)

90 81.48
80

70
60
50
40
30
20

e 0.76 247 055
0

Cross Site Scripting Missing Session Session Session ID Cookies  SQL Injections
(XSS) Timeout Information  not Marked Secure
Passed as Clear
Text in GET URL

Fig. 8. Total No. of Web Vulnerabilities (in percentage)

Cybersecurity Malaysia reported roughly 446 identity cases in Malaysia in 2018, which had risen
about 20 percent compared to 2017, with many Missing Session Timeout vulnerability cases [29]. In
relation to the present study, according to Figure 8, the Missing Session Timeout was discovered to
have the highest number of web vulnerabilities detected in Malaysian SMEs’ websites, hence proving
that this type of vulnerability is commonly occurring.

Next in order is the Sensitive Information Passed as Clear Text in GET URL vulnerability, also
known as Sensitive Information Exposure, the second highest vulnerability detected in Malaysian
SMEs’ websites by 14.74 percent. The severity of damages to both the victims and the websites
makes this type of web vulnerability a typical cyber threat to websites, businesses, customers, and
visitors. Additionally, this vulnerability would occur on websites without HTTPS and SSL, specifically
on websites that store information using weak cryptographic algorithms, or the database may be
compromised by SQL Injection or other attacks [31]. Next, the Session ID Cookies Not Marked Secure
vulnerability ranked as the third highest vulnerability detected in the Malaysian SMEs’ websites at
2.47 percent, followed by the Cross-site Scripting (XSS) vulnerability by 0.76 percent, and the SQL
injection vulnerability, by 0.55 percent.

In 2018, HackerOne reported that Cross-site Scripting (XSS) vulnerability was a vulnerability
commonly found in all types of websites, and 40 percent of all applications tested recorded by
Veracode detected the existence of Cross-site Scripting (XSS) vulnerability [32]. However, according
to a study by [28], the Cross-site Scripting (XSS) vulnerability is undetected in the government
websites in Malaysia, which also shows that this type of vulnerability in the Malaysian SMEs’ websites
was low.

3.4 Most Threatened Malaysian SMEs’ Website by Web Vulnerability
As shown in Figure 9, web vulnerabilities were detected in each of the five tested websites based

on the Top 5 OWASP web vulnerabilities. In addition, the total vulnerabilities from each website were
retrieved to identify the websites with the most and the least amount of web vulnerabilities.
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Total Vulnerabilities in Each Five Tested
Website

3,945

wC
Series 1

Fig. 9. Total Vulnerabilities in Each Five Tested Websites

According to Figure 9, the most threatened website was WC, with 3,945 web vulnerabilities
detected, implying that WC is the easiest target compared to the other four websites. Meanwhile,
WD was ranked second with a total amount of vulnerabilities value of 3,457, threatened by four types
of web vulnerabilities, in which the highest type of web vulnerability in this website was the Missing
Session Timeout vulnerability. WE were next in the third rank, with 1,810 web vulnerabilities and five
types of vulnerabilities threatening it. WA follows this in the fifth rank with 1,794 vulnerabilities and
five types of vulnerabilities detected. Finally, WB was the least threatened website, with 1,459
vulnerabilities and four web vulnerabilities.

Based on Acunetix research, web vulnerabilities are detected in almost 84 percent of websites
worldwide, which can happen anytime. Even though Google commonly blocks websites threatened
by web vulnerabilities to protect users’ safety, at least 10,000 suspicious websites have been
guarantined daily. Hence, according to the figure above, WC, WD, and WE were shown to have higher
chances of getting attacked by the attackers.

4. Discussion

Five Malaysian SMEs’ websites were tested in this analysis—these websites were found in social
media advertisements such as Instagram and Facebook. Social media platforms are becoming the
primary preference among SME operators as they can advertise products or businesses for free and
conveniently. In doing so, entrepreneurs commonly attach their website’s URL in their
advertisements, where customers can click to purchase or ask any question regarding the advertised
product or service.

Table 2 shows the total web vulnerabilities detected in the SMEs’ websites in Malaysia, which
were chosen and underwent the scanning test using two open-source scanners. Each website’s total
web vulnerabilities were evaluated based on the highest number of vulnerabilities detected using
the OWASP ZAP and IronWASP scanners. As shown in Table 2, it can be seen that the OWASP ZAP
scanner detected the highest web vulnerabilities as compared to the IronWASP scanner.
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Table 2
Total Vulnerabilities in Each of the Five Tested Websites
Vulnerabilities V1 V2 V3 V4 V5 TOTAL
Website
WA 14 1,154 494 98 34 1,794
WB 10 874 549 26 1,459
WwcC 23 3,438 276 174 34 3,945
WD 5 3,332 119 1 3,457
WE 43 1,358 399 9 1 1,810
TOTAL 95 10,156 1,837 308 69 12,465

OWASP ZAP

IronWASP

Both

Out of the five vulnerabilities for each of the five SMEs’ websites, five types of web vulnerabilities
were detected using both scanners, and each of the five vulnerabilities was higher than the others.
The types of web vulnerabilities detected were Cross-Site Scripting (V1), Missing Session Timeout
(V2), Sensitive Information Passed as Clear Text in GET URL (V3), Session ID Cookies not Marked
Secure (V4), and lastly, SQL Injections (V5).

The highest amount of web vulnerabilities detected was the Missing Session Timeout vulnerability
(V2), with a total number of 10,156 vulnerabilities, followed by the Sensitive Information Passed as
Clear Text in GET URL vulnerability (V3), with a total number of 1,837 vulnerabilities; which was also
detected from all five websites. Meanwhile, the Session ID Cookies not Marked Secure vulnerability
(V4) was ranked third, with a total of 308 vulnerabilities that were also found in all five websites. In
contrast, both the Cross-Site Scripting (XSS) vulnerability (V1) and SQL Injections (V5) vulnerability
were ranked in the fourth and fifth places with a total number of 95 and 69 vulnerabilities,
respectively. However, unlike the other five vulnerabilities, SQL Injections could only be detected in
three websites: WA, WC, and WE.

As shown in Table 2 above, WC was considered the most threatened website, with 3,945 web
vulnerabilities. The second most threatened website was WD, with a total of 3,457 web
vulnerabilities, followed by WE, with a total of 1,810 web vulnerabilities. Meanwhile, WA had a total
1,794, and WB recorded the lowest value of 1,459 web vulnerabilities detected.

5. Conclusion

In conclusion, web vulnerabilities detected in Malaysian SMEs’ websites must be promptly
handled to protect users and business operators. At the same time, SMEs or customers should be
aware of web vulnerabilities and protect their confidential information, such as credit card details,
addresses, and passwords. Suppose an attacker attacks a small website and sensitive information is
stolen. In that case, the attacker can take advantage of the information by making profits and using
it to attack other prominent websites. This paper provides security analysis, which benefits small
entrepreneurs and customers by raising awareness of web security among small entrepreneurs,
enabling them to protect their businesses from cyber-attacks. Customers can safely make online
purchases with protected personal information and purchase details.

For future research, it is recommended that researchers carry out related studies on other types
of websites containing private information, such as banking and educational institute websites, to
improve the websites’ web security. This is because these websites tend to be targeted by attackers,
as confidential information such as credit card information, passwords, identification card numbers,
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or addresses contained in the websites are considered highly valuable and profitable and should not
fall into the wrong hands.
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