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has been a lack of cybercrime studies focusing on them. Additionally, various
cybersecurity models deployed by governments and organizations are found to be
inconvenient and too technical for the elderly, especially those with impairments or
conditions that require special attention. This subsequently leads to an increasing
number of cybercrimes. Therefore, this paper presents a light review of existing
cybersecurity models suitable for the elderly. Three methods were used to review
existing cybersecurity awareness models. First, a feasibility study was conducted
following several works of literature related to cybersecurity, types of cybercrimes
involving the elderly, characteristics of the elderly commonly targeted by
cybercriminals, cybersecurity awareness models, and the elderly's learning styles.
Second, based on the literature review, the elderly's learning styles were analyzed.
Finally, the cybersecurity awareness model suitable for the elderly was chosen and
analyzed with respect to their phases, validity, and technicality. In conclusion, the
SCSAM-Elderly was selected as the most suitable model for the elderly to learn and
spread awareness of cybersecurity. This study could increase cybersecurity awareness
and encourage educating the elderly to maximize their knowledge of cybersecurity. The
Keywords: findings from this study can guide organizations, agencies, governments, and
Awareness; Cybercrime; Cybersecurity; educational institutions in their endeavours to educate the elderly about cybercrime
Elderly and cyberattacks.

1. Introduction
1.1 Research Background

With the growth of information, communication, and technology (ICT), people all over the world
can now connect with each other through an advanced information network. Even though the rapid
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advancement of ICT has helped people in a lot of different ways, it still cannot be guaranteed that
users will not become victims of cybercrimes. With respect to this, cybersecurity has become an
important concern for online users where securing information is deemed one of the most
challenging problems. Generally, cybersecurity training is vital for all individuals, regardless of their
age group, in order to protect themselves from the growing threats posed by cybercriminals. In a
study conducted by Blackwood and Carlene [1], it is emphasized that cybersecurity awareness implies
making Internet users mindful of cybersecurity issues and threats as well as assisting them in
understanding cyber threats so they can entirely focus on utilizing the web securely [2]. Therefore,
cybersecurity education is important since cybercrimes may occur to anyone, anywhere and at any
time. Furthermore, Rahman et al., [3] has highlighted that cyber security education and awareness
are important to protect internet users from cybercrime and other cyber threats that are getting
worse. All preventive measures contribute to making an individual knowledgeable, vigilant, and ready
to cope with cybercrime issues are crucial in addressing cybercrime issues.

An elderly person is defined as an individual aged 60 and above [2]. As most elderly are known to
be financially prepared for old age, they commonly become the main target of cybercriminals. In
addressing this situation, there are several cyber security awareness models in place, but very few of
them are designed with the needs of the elderly in mind mainly due to the sophistication of the
technologies involved and the unique constraints that people with disabilities or impaired health face
when interacting with [2]. Additionally, cybersecurity concerns among the elderly have been rarely
talked about and most of the time, this issue has been put off [4]. According to the report released
by CyberSecurity Malaysia, in 2022, there were a total of 7,292 cybercrime cases which there were
4,741 cases involving online fraudulence [5]. In the same year, Malaysia recorded an increase in the
elderly population which is 2.4 million elderly residents compared to 2021 which is 2.3 million [6].
When the elderly retire and rely on their savings nest for financial support, they become prime
targets for a certain type of cybercrime targets [7]. Most elderly victims have been commonly duped
into withdrawing savings from safety deposit boxes after being convinced and duped by online
criminals.

The existing cyber security awareness model that has been deployed in the initiatives was not
suitable for the elderly group due to the advancement in information technology and attacks. Several
of current cyber security awareness models can be too technical and do not focus on the elderly in
Malaysia. The effectiveness of these models has not been validated through surveys or cyber security
expert. The significance of this study can promote cyber secure to reduce risk of the elderly being
victims and the industry can build more features for the development or application about cyber
security awareness for the elderly. Therefore, this paper will light review existing cybersecurity
awareness models that are suitable for the elderly. This is mostly due to the fact that improving the
awareness and knowledge of elderly people regarding cyber security issues requires information
regarding protection and prevention and privacy. Subsequently, the study’s research background and
literature review are covered in Section 1, followed by the methodology in Section 2, and the analysis
of the cybersecurity models that are suitable for the elderly in Section 3. Finally, Section 4 presents
the conclusion of this paper.

1.2 Literature Review
1.2.1 Cyber security

The term "cybersecurity awareness" refers to an individual's familiarity with topics related to

online safety, such as the latest security threats, cybersecurity best practices, the risks associated
with engaging in risky behaviours like clicking on malicious links or downloading infected
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attachments, interacting with strangers online, disclosing personal information, and so on. Due to
the rapid technological advancement and infrastructure of the Internet, cybersecurity has become a
serious concern across the globe in the present times. Subsequently, effectively safeguarding
personal information has also become a major concern among Internet users due to the increasing
number of cybercrime cases daily. In relation to this, Mahajan et al., [8] has discovered that there
have been various preventive measures taken by various organizations and governments in
addressing the issues related to cybercrimes. This includes cybersecurity education, especially in
dealing with various emerging cybersecurity threats, which is thus vital since all Internet users are
exposed to cyber threats anywhere and at any time. With regard to this, elderly citizens are the
riskiest group of cybercrimes since they have reserved funds as their monetary retirement support,
which points out that cybercriminals make them their main target [7]. According to the FBI’s Internet
Crime Report IC3 2021, there are four types of cybercrime among the elderly which are tech support
scams, identity theft, investment scam, and confidence scam or romance [9], which is presented in
the following sub-section.

1.2.2 Four types of cybercrimes faced by the elderly

The elderly often become cybercriminal’s main targets due to their vulnerability and lower cyber
literacy rate as compared to younger age groups. According to FBI’s internet crime complaint center
(IC3) [9], cybercrimes that are used on the elderly include tech support scams, identity theft,
investment scam, and romance scam.

1.2.2.1 Tech support scam

Technical support scams would commonly act as customer service or tech support agents from
well-known tech companies. Fraudsters might contact their target by email, calls, or text messages
and offer to fix the problem, such as a compromised email or bank account, computer virus, and the
renewal of a software license [10]. Victims are duped into thinking their financial accounts have been
hacked and they need to transfer their funds, at which point the fraudster has full access to the
victim’s computer and steals their money. Tech support scam also requests their victims to download
and install free remote desktop software so that they can spy, manipulate and act on the victim’s
computer without their knowledge or consent. This includes opening a currency account to facilitate
liguidating the victim’s real bank account. According to FBI’s IC3 [9], they received 23,903 complaints
from victims in 70 countries about technical support services fraud with a total amount of loss
amounting to $347 million [9]. Most of those affected are above 60 years old and experience at least
68 percent of losses of nearly $238 million. Nevertheless, in 2021, IC3 noticed a complaint about
fraudsters pretending to be customer support for businesses like banks, utilities, and even
cryptocurrency exchanges.

1.2.2.2 Identity theft

Identity theft happens when an individual, group of people, or organization gets, transfers, owns,
or uses others’ personal information without permission to make money for themselves [11]. It
includes using others’ personal information to open a new account and use medical care. ldentity
theft targets seniors by stealing personal information or sensitive data. This information is then used
to open fraudulent accounts or make purchases without the victim’s permission. In many cases, the
elderly are the victims of identity theft because criminals trust they have savings and are less likely
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to monitor their credit reports and financial accounts. The elderly living in residential homes or under
someone’s care may be particularly vulnerable, as caregivers often have access to their personal
records. The common sign that always happens to the elderly is they receive a call or mail from
collection agencies that want to collect a debt made in the name of the elderly, receive a bill for
medical treatment that the elderly never had, suddenly stop receiving bank statement and received
unexpected mail like letter or statement regarding an account that elderly never open [10].

1.2.2.3 Investment scam

The illegal sale or claimed sale of financial products is known as investment fraud. They might say
that you need to act quickly on an investment opportunity. According to FBI’s IC3 [9], a total of 2,100
victims over 60 years old reported investment scams with losses of over $239 million. Online
investment scams target the elderly by convincing them to invest in "guaranteed" high-return
investments. The next characteristic of an investment scam is to offer low or no-risk investment,
complex strategies, or unregistered securities. They seem to be smart, nice, and charming. In reality,
fraudsters will pocket the victim's money without providing any promised return. Examples of
investment scams include advance fee scams, market manipulation frauds, pyramid schemes, and
Ponzi schemes. Pyramid schemes are where scammers tell victims that they can get big returns or
profit on a small investment. However, the victims need to find other investors as well [12]. Other
investors pay the money the victim gets as a profit. Ponzi schemes where the scammer, a portfolio
manager, tells victims that they will invest victims’ money and give back a lot of money. However,
the victims' money is actually from other paid investors [12].

1.2.2.3 Romance scam

Romance scams are those that try to get the victim to open emotionally. In 2021, IC3 received
the report from 7,658 victims who had lost more than $432 million to a romance scam [9]. The
highest losses for these types of fraud are among the elderly over 60 years old. The common sign of
romance scam is the scammer is resided in another country and being far away from the victim, using
a good profile that seems too good to be true, always avoiding meeting in person, sweet talk,
pretending to be careful, asking for money to proof of victim’s love and seek victim’s help by asking
for money to help scammer tide through their so-called misery. The scammers build a trusting
relationship with the elderly as one of their strategies. The criminal claim to be either a family
member or the love interest of the victims. This terrible cybercrime typically targets elderly women
who live alone, including those who have recently been widowed. This category also included
grandparent scams, in which scammers pose as a panicked family member, typically a grandchild,
nephew, or niece of an elderly. The loved one claims to be in distress and require emergency financial
assistance. In 2021, FBI IC3 reported losing approximately $6.5 million due to grandparent scams [9].
This case study shows the types of cybercrimes aiming seniors in 2021 that have been reported by
FBI IC3. The next section will review the characteristics of the elderly as the main target of cybercrime
by cybercriminals.

1.2.3 Characteristics of the elderly being the main target of cybercrimes
The elderly may be more vulnerable due to impairment and disabilities, solitude, unfamiliarity

with technology, and generational inclination to trust authorities and hesitate to report the crime
[13]. However, abuse victims have different profiles and traits that make them more susceptible to
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financial exploitation. The elderly who are managing their finances for the first time are more likely
to trust the guidance from others. Since they trust authority more, the elderly are more likely to
respond to communications from companies or official institutions. For example, scammers from
impersonated organizations, including police, bank, and others. In addition, the elderly lack
knowledge and awareness of cyber security due to a lack of exposure to technology, so they are less
likely to identify themselves as potential victims and take fewer steps to protect themselves online
[14]. Besides, memory loss might impair one's capacity to recognize criminal activity and retain
relevant information about the incident and the perpetrator [15]. Con artists could try to fill up blank
memory with data that facilitates fraud. Someone with memory loss or other cognitive disabilities is
easier to take advantage of financially. The elderly's vulnerability to criminals may stem from their
loneliness, prompting them to seek mates through online dating sites [16]. Criminals might use it to
connect with their victims and build trust. Criminals may target the elderly because they typically
have larger credit limits and are less likely to check their balances frequently [15]. They may have
more diversified assets than their younger counterparts, including real estate, savings, and
retirement funds. The next section will review the types of existing cybersecurity awareness models
that may help to educate and spread awareness among the elderly.

1.2.4 Types of existing cyber security awareness models
1.2.4.1 The information security awareness capability model (ISACM)

According to Khando et al., [17], Poepjes and Lane came up with the ISACM model in 2012. The
ISACM model provides three features [18]. The first feature is the importance of awareness, which
looks at how people's knowledge of cyber security control will affect their ability to stay safe and not
fall for a scam. The second key feature is a person's ability to be aware of a problem. This refers to
how well a person can deal with a problem. For instance, how the person can understand the
different types, traits, and situations of scams. This knowledge can affect how well people stay away
from scams. Last but not least, the awareness risk looked at the difference between how important
awareness is and how important a person thinks it is. ISACM model has not been validated through
surveys by experts and participants in the organization. The ISACM model provides step-by-step
guidelines for creating an education and training initiative. Nevertheless, the specifics of how this
model should be applied remain unclear, especially in teaching the elderly.

1.2.4.2 The information security awareness program (ISAPM) general model

In 2013, Maqousi et al., [19] worked together to establish the ISAPM model by taking into account
what was learned from the consumer education concept. Any organization that sets out to start a
program to raise awareness about cybersecurity should know what its cybersecurity goals are. To
start with, organizations need to confirm their preference for cybersecurity. Secondly, they must
identify the program platform for the security awareness program such as workshops, training, flyers,
digital media, online forums, and news sections. Meanwhile, the third step involves the development
stage which centres around establishing a website utilizing a programming language, which relies
upon the organization's decision. In relation to this, they can consider content management system
(CMS) which gives an internet-based platform that permits users to contribute to improving the web
framework and empower their jobs towards spreading cybersecurity awareness. The next step is
implementation, where the organization chooses one of these three ways to run the program: on the
organization's website, in the administrative tool menu, or on a separate website.
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From that point onward, the program needs a maintenance protocol in ensuring the recency and
credibility of the data. To accomplish this, talented workers that are able to control and keep up with
the program ought to be delegated for the undertaking. Following that, the measuring stage
highlights the procedures of evaluating and measuring the degree of security awareness among the
users. This assessment should be carried out to produce a number of timely reports and make them
available online, especially to authorized website users. In the last step, reviewing, the administrative
and technical staff read periodic reports and look at the statistics from the measuring process. From
the review, this team should decide whether to approve or come out with a new set of procedures
to be included in the program. The decision and recommendations made by the reviewing team will
be submitted to the development stage for further improvements. It is important to consider ISAPM
when designing cybersecurity training programs for seniors. Because of its non-complex design, it
may be utilized by various businesses. There is a requirement for a minor adjustment to the
underlying platform for this method. The efficiency of cyber security training for the elderly depends
on the quality of the material and the delivery method, so it is best to adapt the website to meet
their needs.

1.2.4.3 The cyber security capability maturity model

In 2014, the Department of Energy came up with the cyber security capability maturity model
which lets countries, organizations, and other groups figure out how good their cyber security is right
at present [20]. The goal of this model is to figure out the different levels of capacity that can be
found. If an organization implements something at the lowest level, it means that its capacity is either
non-existent or very limited. On the other hand, an organization that implements something at the
highest level has both a strategic method and the ability to optimize operational, threat, socio-
technical, and political levels [20]. This model has five levels of scale. The lowest level, "start-up",
shows that the organization has not done anything to raise cyber security awareness, or it could just
be an initial discussion with little evidence. Meanwhile, the "formative" level shows that some
elements have started to grow and be formed with clear evidence, but they may not be organized or
well-defined. Besides, the "established" level also shows that the sub-parts factors are working. Still,
the relative distribution of resources isn't thought about as much, and the strategic level shows that
the company has decided which parts are most and least important for the organization. The level of
dynamics shows that the company already has a clear plan for how to change its strategy based on
key factors.

Therefore, in reading this model, a country or organization needs to conclude that its cyber
security planning has used all the factors in this model. If the country does not meet the features in
this model, then they have not reached maturity. For example, if a country intends to assess whether
its cyber policy and strategy have reached maturity or not while it has not made any consultation on
its cyber policy and strategy, then that country is considered to be in the initial level of maturity.
However, if they have outlined their strategic plan and entered into the mediation process, the
country is considered to be at the formative level of maturity. It is too difficult and technical to apply
the suggestion made by this model, which states any model development program must align with
the organization and national cyber security goals. Yet the component of education for the elderly is
missing from this model.
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1.2.4.4 The security awareness model

In 2014, Kortjan and Von Solms [21] came up with the security awareness model. The security
awareness model was suggested for South Africa to show how people there use cybercafés and how
they think about cyber security. This framework has five layers and one resource module. The first
layer is strategic that is in line with what the government wants people to know and learn about
cyber security.

The second layer is a tactical layer that is made up of three parts. First, running campaigns in
collaboration with businesses, universities, and government agencies with the aim to help make the
Internet safer. Second, the framework is aimed at campaigns in schools, the community, and cyber
security education for everyone and every week in the community. Campaign week is an annual
event that tries to teach people about cyber security and the right way to use cyberspace. At the
school level, this campaign involves primary and secondary schools as many students are unaware of
cyber security. The campaign is hoped to become part of the school curriculum and be taught in a
way that is appropriate to the student's age. The third part is to provide formal cyber security
education to students and, finally, to employees.

Besides, the third layer of the security awareness model is the preparation layer. There are four
components involved in this layer: subject, material, platform, and apparatus. Several topics related
to cyber security and not just limited to cybercrime have been identified. For instance, if the
campaign's target group is the students, perhaps the content is “how to report cyber-bully”, however,
if the audience is the parents, the topic content could be “warning signs of children becoming victims
of cyberbullying”. The topics chosen are then further explored to make a connection with the content
appropriate to the platform and equipment. The communication platform could be paper-based or
digital, whereas the equipment is in the form of video, posters, social media, and more.

The fourth layer of the security awareness model is the delivery layer which involves the
responsibilities to themselves and to one another, namely the roles of learner and teacher. Students
are then expected to take on the role of teacher when the topic has been learned. This is so that the
student acquires the continuously imparted information.

The fifth layer of the security awareness model is the monitoring layer. In this layer, monitoring
and analysis are needed to figure out how well the campaign is going. The results of this campaign
are based on what people who took part and helped said. The analysis and reports should be sent to
the tactical layer so that the national cyber security education and awareness campaigns can learn
about the needs of the participants and how well their campaigns are working.

Last but not least, is the resources module. In ensuring that every component is addressed, a few
sources should be recognized. Therefore, this system recognizes five types of resources that function
to channel necessary inputs to all layers. To begin with, individuals who expected to take on a task.
Second, the information that is used to run the task. Third, the computer application such as
productivity software that is needed for the campaigns, Forth, the infrastructure including computer
hardware, servers, and printers. Lastly, is the financial capital. The security awareness model is
suitable for the elderly because it can be used as a guide to create programs that increase awareness,
reduce the damage caused by cyber-attacks, and improve one's understanding of cyber security.
Unfortunately, this approach collects surveys from the elite and not from the participants.

1.2.4.5 Situation awareness-oriented cyber security education

Based on a research by Dai [22], it is explained that every university student needs to have
knowledge related to cyber security. The approach is based on the situational knowledge reference
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model (SKRM), which captures students' awareness of cybersecurity situations. There are four
modules in the proposed educational program: research, lab, situation awareness, and presentation.
In the research module, students ought to look for support materials on the web in order to expose
them to investigating relevant cyber-attack situations on their own. The lab module emphasized
hands-on lab activities such as exposing students to malware patterns, unauthorized access, and
possible countermeasure. This is the most effective method of allowing students to learn and
experience real-world cyber-attack on their own.

In the situation, awareness module, students have to make graphs from the lab module. The
graph may be a network topology or an attack graph. From this graph, students can see various
connections between them and come up with solutions. Students need to demonstrate their ability
to communicate effectively by describing or writing about the cyberattack incidents they have
learned about during the presentation module. Hence, a simpler cyber security education model is
required to teach the elderly how to identify cyber-attacks and avoid becoming victims. Therefore,
there is no validation model through surveys among university students and cyber security experts.
Situation awareness-oriented cyber security education model is too technical for seniors as it involves
knowledge of advanced computer science vocabulary and technical steps.

1.2.4.6 The peer education model

According to the Joint Select Committee on Cyber-Safety in Australia, it has been reported that
older people prefer to learn how to stay safe online through their peers [23]. Those who are hesitant
to learn about computers and the Internet then see that their other friends can do well after taking
a few lessons and gaining confidence then they can do it too and sign up for the next class. Second,
the report explains the speed of teaching delivery. For example, when a young individual teaches an
elderly user about cyber safety, the lesson is found to be too fast that they could not catch it.
However, the speed is slower when their peers deliver the content in the same age group. Therefore,
if the elderly are taught at their own pace, they will be more motivated to learn how to use a
computer and the Internet, and they will have a better chance of succeeding. This is just the beginning
for the elderly to learn how to use technology. As they become more confident in using the Internet,
they will likely seek the help of their children or grandchildren if any issues arise. Both sessions were
conducted in the peer education model. The first session is a briefing, and the second session is an
evaluation session. The duration for both sessions is one hour, of which 50 minutes are for the
discussion and the remaining 10 minutes are spent on the evaluation. The Peer Education Model is
suitable for the elderly because it is not technical. However, it takes more time for seniors to learn
about cybersecurity. Also, there is no validation model through surveys and experts to verify the
effectiveness of this model.

1.2.4.7 The organization, social and individual cyber security awareness model (OSICSAM)

OSICSAM was developed in 2021 as reported by Buja et al., [24]. The OSICSAM model was
designed based on the combination of selected existing cyber security models and elderly learning
styles that involved the organization, society, and individuals. Cyber security awareness model
among the elderly can be synergized by the model through the integration among the organizational,
societal, as well as individual elements. The organization is responsible for identity organization
security goals, designing awareness programs, and developing, implementing, maintaining,
measuring, and reviewing the materials for cyber security awareness for the elderly. Social and
individual are related to the peer education model because the elderly are more comfortable learning
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and training with their peer. However, the OSICSAM model is not suitable for senior citizens who are
not involved with any organization. A limitation of this study was not gathering surveys from the
elderly and comments from cybersecurity experts.

1.2.4.8 Cybersecurity awareness framework for the elderly

Cybersecurity awareness framework for the elderly was developed in 2021 by Zulkipli [4]. The
cybersecurity awareness framework for the elderly model uses the triangulation method and the
awareness framework for the elderly. There are seven steps implemented in this model to reduce
the risk among the elderly. The first step is to update the software that users need to install and use
anti-virus and anti-spyware, which is important to protect personal information when the elderly are
online. The second step is to patch devices by regularly updating computers, tablets, and mobile
devices in order to protect users from bugs as well as providing software patches to protect against
hackers. The third step is to use a strong password and keep it safe by enabling two-factor
authentication to avoid attackers stealing personal information. The fourth step is to identify current
threats and attacks, for example, identity theft which is a common method of information theft that
targets the elderly. The fifth step is that the elderly need to update their internet skills, for example,
by considering clearing their browsing history after each time they use the browser. The sixth step is
the support system where the elderly can refer to a trusted institution if they need help, especially
upon receiving any email, communication, or transaction that looks suspicious. The seventh step is
to always remember to log out from any apps and websites after using them in minimizing the risk
of vulnerable security and privacy risks. Therefore, this model is suitable for the elderly. However,
this model is too technical and only those with an IT background can understand. Additionally, this
model does not distribute surveys to participants or conduct interviews involving cybersecurity
experts to verify its effectiveness.

1.2.4.9 The synergistic cyber security awareness model for the elderly (SCSAM-Elderly)

SCSAM-Elderly was developed in 2022 as reported by Azam et al., [2]. Besides, the SCSAM-Elderly
model implements components of education which are theory, practical, and analysis as shown in
Figure 1 below. SCSAM-Elderly has three layers which are theory, practical, and analysis in order to
educate and increase awareness among the elderly. In the theory layer, there is preparation for the
goals that should be achieved in cyber security for the elderly. It is important to identify the current
cyber-attack against the elderly. SCSAM-Elderly has educated the elderly by using the website by
attaching all the current cybercrime theories that often happen to the elderly. The second layer is
practical layer. In the practical layer, this model provides quizzes related to the current cybercrime
for the elderly to answer. The third layer is the analysis layer, where the team will monitor all the
guizzes' answers to determine whether elderly awareness is increased or not. Based on the level of
awareness, the team can then determine how to better educate the elderly about cybercrimes.
SCSAM-Elderly is not technical and suitable for the elderly in order to increase elderly’s awareness.
Last but not least, this model was validated by the questionnaire survey and cyber security expert.
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Fig. 1. The synergistic cyber security awareness model for the elderly (SCSAM-Elderly) [2]
1.2.5 The elderly’s learning styles

Ramadhani et al., [25] has highlighted that people's learning styles are defined by how they
record, organize, and process information in their brains and minds. The elderly learn and process
information in a very different way than younger people, so their way of learning is not the same.
This may occur due to age-related concerns, a decline in cognitive ability, and physical limitations
such as vision and hearing impairment [24]. Educational videos are provided based on visual and
audio compatibility to increase knowledge and enjoyment of watching educational videos. Hence,
there is no single learning method that an individual can fully adopt. Usually, a combination of one
learning style with others will lead to intelligence and productivity. According to Mora et al., [26], the
elderly prefer images over sounds when learning and they also prefer to go step by step when solving
problems. Besides, 55-to-65-year-old like to learn by doing, 66—74-year-old prefer watching and
listening, while those 75 and above prefer to learn by watching and listening but also by thinking [27].
Visual learning style is a type of learning that makes greater use of vision and is well suited to the
elderly who have hearing difficulties. However, when creating videos for the elderly, it is important
to look at the changes and declines in sensory functions such as vision, hearing, and memory that
occur as they age.

Furthermore, these changes affect the absorption of colours in the light entering the eye. Because
aging eyes lose their ability to distinguish pale colours, yellows, and other pastels appear white. They
also cannot distinguish between the colours blue, green, and purple, because these cooler colours
appear as grey. Seniors who have colour vision problems can see bright colours at the warm end of
the spectrum, such as reds and oranges [28]. Hence, the selection of the correct colour is essential.
There are equipment and technology available to aid those who are colour-blind and find it difficult
to complete routine chores such as wearing glasses and contact lenses. People who are colour-blind
may be able to distinguish between colours with the use of special lenses and glasses. Second, visual
aids. In order to cope with colour blindness, you can use various technological tools, such as visual
aids, applications, and other technological advancements. By tapping on a specific area of a photo
taken with a mobile device, people can learn what colour it was [29].

With hearing impairment, the elderly may have trouble communicating in different situations
and may feel left out, which can make them feel lonely. At the same time, hearing loss may make it
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harder for the person to notice and understand what is going on around them [30]. Concerning the
sound, the audio utilized in the video ought to likewise be contemplated, since it takes more elderly
individuals longer to listen and grasp voices. Memory merits a similar idea.

2. Methodology

There are three steps involved in reviewing on cyber security awareness model and the elderly’s
learning styles. First, feasibility study. Second, analysis of the elderly’s learning styles. Third, analysis
of cyber security awareness models.

2.1 Feasibility Study

Firstly, a feasibility study and literature review are carried out in gathering updated data on cyber
security awareness and education, by particularly focusing on any existing models and approaches in
measuring awareness among the elderly. Moreover, this study focused on cyber security, the types
of cybercrimes involving the elderly, the characteristics of the elderly being the main target of
cybercrimes, the cyber security awareness models, and the learning styles of the elderly. The findings
are summarized in Section 2.

2.2 Analysis of the Elderly’s Learning Styles

Table 1 represents the analysis of the learning style for the elderly based on the literature review
covered in the first step. The elderly impairment or impediment is selected as the fundamental
criteria that must be viewed in recognizing the learning styles [24]. This is significant particularly in
the researcher's designing or developing stage of the materials planned for the elderly. The elderly’s
impairments are classified into six (6) which are vision for colour and sharpness, hearing, mobility or
physical or movement, slow process of information, and speech. The learning styles that are viewed
in this study did exclude the methodologies within written materials like books or flyers. However,
the study did not include methods used in printed materials such as books or brochures.

Table 1
The analysis of the elderly’s learning styles
Elderly’s Methods of learning styles
impairment/disability
Vision (colour) [24] Materials such as videos and website designed learning materials with the right colours
Vision (sharpness) [24] Video with clear audio
Hearing [24] Materials for learning styles designed with videos, images, and texts
Mobility/ Using digital devices with designed learning materials
physical/movement [24]
Slow process the e Fun activities with friends
information [24] e Asimple poster, video and website with less sentences and appropriately designed
learning materials
Speech e Use melodic intonations when dealing with words that cannot be spoken or

understood by the elderly
e Speak louder than normal if the elderly have difficulties of hearing
e Use body language to emphasize the point if the elderly have eyesight problems
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2.3 Analysis of Cyber Security Awareness Model for the Elderly

The third step was the analysis of the existing cyber security awareness models that are suitable
for the elderly. Section 4 presents the comparison of the existing cyber security awareness models
for the elderly, together with the phases, validity, and technicality, which are depicted in Table 2.

3. Analysis

Table 2 shows the analysis of the cyber security awareness models, phases, validity, technicality,
and components. Seven existing cyber security awareness models suitable for the elderly have been
chosen. These phases are selected in order to identify the number of phases of the model that have
been implemented. Besides, the validity was selected to identify whether a survey or expert had
validated the model. In addition, technicality is also selected in the analysis to identify the level of
technicality of the elderly. Meanwhile, the theory, practice, and analysis components are also
analysed to determine whether these components are implemented in these models in order to
educate and spread cyber security awareness among the elderly. Meanwhile, the theory is defined
as providing a theory for each cybercrime topic or other related topics, while practical means
preparing questions or practice to measure the elderly’s understanding of the theoretical
component. At the same time, an analysis is prepared to measure the level of awareness among the
elderly, whether it has increased or not.

Table 2 shows that the ISACM is suitable for the elderly since this model provides theory and
practice for the elderly to learn. The ISACM model implements three phases: awareness importance,
awareness capability, and awareness risk. Additionally, questionnaire surveys and security expert has
not validated the ISACM model. For technicality, this model is not technical for the elderly. However,
this model is suitable for the elderly who work in an organization.

Meanwhile, ISAPM has six phases: identifying goals, designing, developing, implementing,
measuring, and reviewing. The ISAPM model was verified by surveying the participants, and no
technical steps have been implemented. However, this model is suitable for seniors working in
organizations because the implementation of the website has been integrated with the
organization's website. For the component, ISAPM only implements and provides theoretical and
analytical components.

Besides, the security awareness model has six phases: strategic, tactical, preparation, delivery,
monitoring, and resources. The security awareness model was validated by surveys, and no technical
step was used. A survey by the elite validated this model but not by the participants. The components
provided in this model are theory and analysis.

In addition, the peer education model has two phases: briefing and evaluation. However, this
model is not validated by surveys and experts. The peer education model is suitable for the elderly,
and it is not technical as it is conducted by peers. The components provided in this model are theory
and analysis.

Meanwhile, OSICSAM has six phases: identifying goals, organizing, designing, developing,
implementing, maintaining, measuring, and reviewing the awareness program. OSICSAM model is
not technical and thus is suitable for society, organizations, and individuals who are still working in
organizations among the elderly. However, this model has not been validated by survey questions
and experts. The components provided in this model are practical and analytic.
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Table 2

The analysis of cyber security awareness models, phases, validity, and technicality

Cyber security awareness

P

hases

Validity = Technicality

Components

models (survey Theory Theory Theory
/
expert)

Information security Three phases: x Not v v x
awareness capability 1. Awareness importance technical
model (ISACM) [24, 8] 2. Awareness capability

3. Awareness risk
Information security Six phases: Survey  Not v x v
awareness program 1. Identifying goals technical
(ISAPM) general model 2. Designing
[24, 19] 3. Developing

4. Implementing

5. Measuring

6. Reviewing
Security awareness model  Six phases: Survey  Not v x v
[24, 21] 1. Strategic technical

2. Tactical

3. Preparation

4. Delivery

5. Monitoring

6. Resources
Peer education model [24, Two phases: x Not 4 x 4
23] 1. Briefing technical

2. Evaluating
Organization, social and Seven phases: x Not x v v
individual cyber security 1. Identifying goals organization technical
awareness model 2. Designing
(OSICSAM) [24] 3. Developing

4. Implementing

5. Maintaining

6. Measuring

7. Reviewing
Cybersecurity awareness Seven phases: x Technical x v x
framework for the elderly 1. Updating software
[4] 2. Patching device

3. Using strong password

4. Identifying current threats

5. Updating internet skills

6. Support system

7. Always sign out
Synergistic cyber security ~ Three phases: Survey  Not v v v
awareness model for the 1. Theory Expert  technical
elderly (SCSAM-Elderly) [2] 2. Practical

3. Analysis

Additionally, the cybersecurity awareness framework for the elderly. This framework has seven
phases or steps: updating software, patching the device, using a strong password and keeping it safe,
identifying current threats and attacks, updating internet skills, supporting system, and always
signing out. The cybersecurity awareness framework for the elderly is suitable for the elderly with an
IT background because it implements the technical steps of computer sciences. However, this model
does not gather the survey from participants and experts to validate the effectiveness model. The
component provided in this model is practical.
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Last but not least, SCSAM-Elderly contains three phases: theory, practice, and analysis, which are
easier to implement. The SCSAM-Elderly model is suitable for the elderly because no technical step
is implemented. SCSAM-Elderly has launched a website as a platform to provide information related
to current cyber security issues to the elderly. In addition, SCSAM-Elderly has been validated by
surveys among the elderly and has been validated by the cyber security expert. The components
provided in this model are theory, practical, and analysis.

Therefore, based on the analyses, three cyber security awareness models are not chosen due to
their incompatibility for the elderly. First is situation awareness-oriented cyber security education as
it implements technical steps with high-end computer science vocabulary items as well as involves
hands-on lab activities. Second is the cybersecurity awareness framework for the elderly which
implements technical steps with high-end computer science. Third is cyber security capability
maturity model as it is too difficult and technical to apply the suggestion made by this model, which
states any model development program must align with the organization and national cyber security
goals.

4. Conclusion

In conclusion, this paper has discussed existing cybersecurity awareness models suitable for the
elderly and methods that can prevent them from being cyber-attacked while improving their
awareness. This study also reviewed the learning styles of the elderly based on their weaknesses or
limitations. After reviewing existing cybersecurity awareness models, the synergistic cyber security
awareness model for the elderly (SCSAM-Elderly) was found to be the most suitable model for
educating the elderly. The SCSAM-Elderly model was chosen because it is not technical, validated by
surveys and experts, has practical components such as theory and analysis, and is suitable for
educating and spreading awareness on current cyber-attack issues related to the elderly. Since the
COVID-19 pandemic, almost all seniors are using technology such as mobile phones, making it crucial
to spread cybersecurity awareness, especially among seniors who may lack understanding of
cybersecurity issues or the prevalence of cybercrimes. This study's findings can help organizations,
agencies, governments, and universities identify the best models that suit their needs and goals to
educate about cybersecurity awareness related to cybercrimes and cyber-attacks among the elderly.
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