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The difficulty of maintaining the authenticity of files is a security problem that must be 
corrected in the process of developing information technology. One example of a case 
that often occurs is the modification of the file extension. This happens due to human 
error or deliberate and automatic factors. The method used for analysing the extension 
of a file is signature file analysis. This method is used to detect crimes that use 
techniques to change file extensions to hide content in its original form. Research 
related to the modification of file extensions using file signature analysis has been done 
before. However, this research still has many weaknesses, one of which is that the 
process of checking the file signature and the appropriate file extension is done 
manually and is too time-consuming. So, the forensic investigation process carried out 
in this case was not efficient. In this research, as a solution to the above problems, the 
forensic intelligence system was created to identify file types by automatically 
matching file extensions and signatures. If the file entered is modified, the output given 
is the name of the file entered, the size of the file, the file signature, the original 
extension of the file, and the time the file was uploaded to the application. In addition, 
this application can restore files with modified extensions to their original extensions. 
The extensions used for this research experiment amounted to 22 types out of a total 
of 130 types of extensions. 
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1. Introduction 
 

Security issues are important aspects [1], [2] that must be corrected in the process of developing 
information technology [2,3], including security in maintaining data authenticity [5]. It is difficult to 
maintain data authenticity when computer forensic analysts access files that still exist or have been 
deleted as well as supporting evidence for reported files, such as: time of investigation, name of the 
analyst, actual file location [5,6]. The file identification process begins with differentiating file 
formats, some operating systems use file extensions [8]. File extensions are easily lost or changed by 
human interaction (including human error) or by automated processes. Many cases in digital 
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forensics involve modifying the file extension on one or more files on digital media [9]. Modified files 
make the analysis process difficult. The process of examining digital media by computer forensics 
[10] aims to identify, obtain, maintain, recover, analyse, and present the results of identification of 
files stored electronically on computer media [10-12]. The file identification process begins with 
differentiating file formats, some operating systems use file extensions. File extension is a character 
or group of characters added after forming the entire file name [14]. The main purpose of 
implementing a file extension is to indicate to the operating system which software should be used 
to access the file. File extensions are easily lost or changed by human interaction (including human 
error). Many cases in digital forensics involve modifying the file extension on one or more files on 
digital media[14,15]. Modified files make the analysis process difficult [17]. 

Overcoming this problem, the implementation of a more comprehensive data analysis method is 
needed to support computer forensic processes in file identification, including Signature File analysis. 
Signature files can be used to detect crimes that use techniques to change file extensions to hide 
content from its original form. However, if the file extension is changed, the application normally 
used to access the file cannot recognize the file before it is restored as before. Also, it has been done 
in previous research, namely in research conducted [17-20] explaining file identification in analysing 
the authenticity of a data. According to research [21], signature files are used for criminal case 
investigations in identifying [22] and verifying file types so that modified files can be restored and 
can be read by the operating system [23]. The file extension is a character or group of characters that 
is added after forming the entire file name. The main purpose of implementing a file extension is to 
indicate to the operating system which software should be used to access the file [24]. However, 
from the research that has been done before, there are still some drawbacks, including manually 
checking file signatures and file extensions is too time consuming and this process can be fully 
automated using applications such as EnCase and relies entirely on the list of file signatures that have 
been updated and contain every signature hand file required. Another drawback is that previous 
studies generally have not been facilitated by existing forensic tools, so further research is needed to 
see how far metadata might be useful to support the digital investigation process [25,26]. Checking 
the signature file automatically becomes a solution to overcome the deficiencies in previous 
research. One of the challenges that will be tried to be solved is related to identifying the authenticity 
of a data, namely checking or identification is carried out with the help of an application that is 
designed to read the signature of the input file. The signature file obtained will be compared with the 
data in the available signature file table to find out the extension of the file [27]. 

Therefore, in this research the signature file identification process is no longer done with 
conventional method by checking manually the file signature. In this research, identification of 
signature files will be carried out automatically through the developed application with signature 
databases are used to match these predefined patterns with the beginning or specific parts of files. 
The application is designed to be able to read the signature file from the input file. The signature file 
data reading results will be compared with the signature file data previously stored in the database 
to find out the extension of the file. Experiments were carried out on files with original extensions 
and files with modified extensions. 
 
2. Methodology  

 
There are four stages carried out in this research, namely: data collection, data analysis and 

system requirements, system design, implementation and testing can be seen in Figure 1. 
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Fig. 1. Methodology 
 
2.1 Data Collection 

 
The type of data used in this research is primary data by observing and secondary data, namely 

data obtained from journal publication papers, documentation books, and the internet. 
 
2.2 Data Analysis and System Requirement 

 
The data that has been obtained is then analysed using descriptive analysis method. The method 

of descriptive analysis is carried out by describing facts which are then followed by analysis, not 
merely describing, but also providing sufficient understanding and explanation. Software 
requirements analysis is carried out to explore the needs of the software to be built. 
 
2.3 System Architecture Design 

 
The first process carried out by the program is the input file with the modified extension. The file 

that has been input will be read by the signature file and compared with the signature file data in the 
database. If the signature file is in the database, the output "Detected" will appear which contains 
the input file name, size, signature file, original extension, and time of uploading the file into the 
program. However, if the signature file is not in the database, a "Not Detected" output will appear 
where the signature file will be given a statement that it is not supported. Modified files whose 
signature files are contained in the database can be restored to the original extension by 
downloading the file in the original extension. The designed flow diagram system architecture is 
shown in Figure 2.  
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Fig. 2. Flow diagram system architecture design 
 
The signature file matching algorithm in this research shown Figure 3 is often used in other 

applications such as plagiarism detection systems and in text processing that requires document 
matching, in this study it is used to identify the originality of data or file extensions. By using this 
algorithm, it can reduce the time needed to compare large documents and speed up the process of 
identifying and processing information. The Figure 3 describes from the first signature file input file, 
doing a string split and get total value, repetitions to the maximum limit, creates new variable that 
contains the value of the split signature file array, match the signature file reading results with the 
signature file data stored in the database and signature file recognized. 



Journal of Advanced Research in Applied Sciences and Engineering Technology 
Volume 48, Issue 1 (2025) 193-204 

197 
 

 
Fig. 3. Algorithm matching signature File 

 
2.4 Implementation and Testing 

 
From the results of data analysis, software requirements, and design, the next stage is the process 

of implementing the software by creating a web-based application as forensic intelligence to identify 
signature-based file originality. System testing is carried out to match the signature files of each 
document with each other. Examination of matching results and identification of documents deemed 
similar or not original. Then analyse the results and check the accuracy in identifying documents that 
are not original. 

    
3. Results  

 
In this section, it is describing the research result obtained thought the stages in Figure 1. 

Explained of implementation proses of forensic signature file and testing with 31 sample file which 
be tested for every extension.   
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3.1 Process of Forensic Signature File 
 
Process of implementation is done by preparing to build an application with the following file 

structure which can see in the Figure 4 and general description in Table 1. 
 

 
 
Fig. 4. File structure in 
signature file system 

 
Table 1 
General description of each directory and file in the system 

No File Name / Directory Description 
1. css Directory containing files for customizing the app's UI 
2. files Directory for storing User uploaded files 
3. js Directory containing files for customizing the app's UI 
4. scss Directory containing files for customizing the app's UI 
5. vendor Directory containing files for customizing the app's UI 
6. change.php File to display Upload button to change Extension 
7. changef.php The main file that has the function of changing the extension and storing data into the 

database 
8. check.php The file displays the Upload Button to find out if the file has been modified or not 
9. db.php The file that contains the database link function 
10. error.php The file displays that the file has been modified so that it cannot be uploaded to the 

server 
11. index.php In the initial appearance of the application, you can see the history of files that have 

been checked for file signatures 
 
3.2 The Testing of Forensic Signature File 

 
In this testing phase, 31 sample files have been prepared to be tested for each extension, 9 files 

with unmodified extensions as shown in Table 2 and 22 files with modified extensions as shown in 
Table 3. 
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Table 2 
Scenario testing extension without modification 
No File Name Initial extension Modified extension 
1. file_example_AVI_480_750kB.avi .avi - 
2. file_example_favicon.ico .ico - 
3. file_example_GIF_500kB.gif .gif - 
4. file_example_JPG_500kB.jpg .jpg - 
5. file_example_MP3_1MG.mp3 .mp3 - 
6. file_example_PNG_1MB.png .png - 
7. file_example_TIFF_1MB.tiff .tiff - 
8. Firefox Setup 47.0.rar .rar - 
9. VENUS.docx .docx - 

 
The first test was carried out on files with unmodified extensions, tests were carried out using 9 

extensions that represent file types such as image, audio, video, compressed, icon, animation. This 
test is carried out to find out the output given by the application on each file contained in the 
database or not in the signature file database. 
 

Table 3 
Scenario testing extension without modification 
No File Name Initial extension Experimental result 
1. file_example_AVI_480_750kB.avi .avi Detected 
2. file_example_favicon.ico .ico Detected 
3. file_example_GIF_500kB.gif .gif Detected 
4. file_example_JPG_500kB.jpg .jpg Detected 
5. file_example_MP3_1MG.mp3 .mp3 Detected 
6. file_example_PNG_1MB.png .png Detected 
7. file_example_TIFF_1MB.tiff .tiff Detected 
8. Firefox Setup 47.0.rar .rar Detected 
9. VENUS.docx .docx Not Detected 

 
In the experimental results of Table 3, there were 9 extensions that were tested without going 

through the modification process. After conducting the experiment, there were 8 extensions that 
were detected and 1 extension that was not detected. The extension is declared detected if the 
extension is contained in the signature file database. 

The following Figure 5 and Figure 6 below is an example of the display of the signature file 
identification process and the results show that the detected file will display information in the form 
of the file name, file size, signature file/hex file, extension, and upload time of the file to the 
application. The file Venus.docx not detected because the .docx extension is not available in the 
database so the signature file is not readable by the system. 
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Fig. 5. File identification process view 
  

Fig. 6. File detected view 
         
The next stage of the experiment is to create a test scenario using the modified data file. As shown 

in Table 4 and Table 5 describes the data with file signature that was modified. 
 

Table 4 
Scenario testing extension with modification 

No File Name Initial extension Modified extension 
1. 20051210-w50s.jpg .flv .jpg 
2. bell_206.zip .ps .zip 
3. Car-speakers-590x90.ico .swf .ico 
4. ExampleFileMp4.ps .mp4 .ps 
5. exampleZip.rtf .zip .rtf 
6. file_example_AVI_480_750kB.bmp .avi .bmp 
7. file_example_favicon.jpg .ico .jpg 
8. file_example_GIF_500kB.hlp .gif .hlp 
9. file_example_JPG_500kB.rar .jpg .rar 
10. file_example_MP3_1MG.cab .mp3 .cab 
11. file_example_PNG_1MB.jp2 .png .jp2 
12. file_example_TIFF_1MB.gif .tiff .gif 
13. Firefox Setup 47.0.tiff .rar .tiff 
14. FULLXREF.zip .HLP .zip 
15. images.mp4 .psd .mp4 
16. journeymans-song.flv .mid .flv 
17. relax.swf .jp2 .swf 
18. sample.avi .cab .avi 
19. Sample.mp3 .rtf .mp3 
20. sample.ico .wmf .ico 
21. VENUS.docx .BMP .docx 
22. Firefox Setup 47.0.iso .exe .iso 
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Table 5 
Scenario testing extension with modification 

No File Name Initial 
extension 

Modified 
extension Experimental result 

1. 20051210-w50s.jpg .flv .jpg The signature file is detected, and can 
be restored 

2. bell_206.zip .ps .zip The signature file is detected, and can 
be restored 

3. Car-speakers-590x90.ico .swf .ico The signature file is detected, and can 
be restored 

4. ExampleFileMp4.ps .mp4 .ps The signature file is detected, and can 
be restored 

5. exampleZip.rtf .zip .rtf The signature file is detected, and can 
be restored 

6. file_example_AVI_480_750k.bmp .avi .bmp The signature file is detected, and can 
be restored 

7. file_example_favicon.jpg .ico .jpg The signature file is detected, and can 
be restored 

8. file_example_GIF_500kB.hlp .gif .hlp The signature file is detected, and can 
be restored 

9. file_example_JPG_500kB.rar .jpg .rar The signature file is detected, and can 
be restored 

10. file_example_MP3_1MG.cab .mp3 .cab The signature file is detected, and can 
be restored 

11. file_example_PNG_1MB.jp2 .png .jp2 The signature file is detected, and can 
be restored 

12. file_example_TIFF_1MB.gif .tiff .gif The signature file is detected, and can 
be restored 

13. Firefox Setup 47.0.tiff .rar .tiff The signature file is detected, and can 
be restored 

14. FULLXREF.zip .HLP .zip The signature file is detected, and can 
be restored 

15. images.mp4 .psd .mp4 The signature file is detected, and can 
be restored 

16. journeymans-song.flv .mid .flv The signature file is detected, and can 
be restored 

17. relax.swf .jp2 .swf The signature file is detected, and can 
be restored 

18. sample.avi .cab .avi The signature file is detected, and can 
be restored 

19. Sample.mp3 .rtf .mp3 The signature file is detected, and can 
be restored 

20. sample.ico .wmf .ico The signature file is detected, and can 
be restored 

21. VENUS.docx .BMP .docx The signature file is detected, and can 
be restored 

22. Firefox Setup 47.0.iso .exe .iso The file is not detected, and cannot be 
restored 

 
The file with the name file_example_favicon.jpg identification process is carried out as shown in 

Figure 7, the result states that the file has been modified. The output displayed is the name of the 
uploaded file, the size of the file, the file/hex file signature, the original extension, and the time the 
file was uploaded to the application. The identification results explained that the initial extension of 
the file was JP2. Because the JPG and JP2 extensions are in the database, these files can be detected 
and can be restored by clicking the "Download Original File Extension" button. 
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Fig. 7. View file detected in image 
  

Fig. 8. View file not detected in difference ext. 
 
The comparison table with previous research shows that this research has a clear contribution, 

for example reading signature files in previous research was done manually and research is now done 
automatically and is able to detect metadata and restore the original file extension. 
 

Table 6 
Comparison with previous research 

No. Author 

Scope of research 
Preparation Method File Type 
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n 
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Im
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e  
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o  

Co
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d 

Do
cu

m
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t 
1. Moh. Subli et al., [20] No  Yes No No Yes Yes Yes Yes No Yes 
2. Aanahita et al., [26] No Yes Yes Yes No Yes Yes Yes No No 
3. D Hamdi et al., [19] No Yes No Yes Yes Yes Yes Yes No No 
4. Nur et al., (proposed) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 

 
4. Conclusions 

 
Each file has its own signature file, making it easier for developers to carry out forensic 

investigations of a file that has been uploaded. The program created can detect file signature values 
from 21 extensions. This research conducted experiments on 33 files, there were 9 files with 
unmodified extensions, 22 files with modified extensions, 1 file with the extension removed and 1 
file using more than one extension. The results of the experiment state that, for files whose 
extensions are not modified, the extension is declared valid if the extension is contained in the 
database. Files whose extensions are modified by changing the file extension can be concluded that 
the extension can be detected and restored if the initial extension and the modified extension are in 
the database. Finally, files with omitted extensions can still be detected if the file extension is in the 
database and for files that use more than one extension, it can be concluded that the extension to 
be used by the file is the most recent extension, if the final extension is not the same as the original 
extension, you can return as long as the modified extension and the original extension are present in 
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the database. For the future work, there are still many file extensions that are still not supported. 
Thus, further research is expected that all types of file extensions can perform Signature File Forensic 
Process. 
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