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A w o oN e

ABSTRACT

Smartphones have evolved into a basic human requirement. PINs, passwords, swipes
and other methods are used to authenticate users on mobile devices. However,
existing authentication systems are vulnerable to modern security vulnerabilities. As
the number of touch devices increases, gesture-based authentication becomes
increasingly crucial. The distinctness of a gesture in a touch base mobile device is
investigated in this research. Analysis reveals that a specific user has distinct finger
gestures. An experimental study demonstrates that an individual's index finger and

Keywords: thumbs improve finger accuracy in a gesture-based authentication. The purpose of this
article is to investigate the influence of single and multi-touch on the production of
graphical passwords, specifically using images and emoji and based on a two-factor

Graphical password; authentication; authentication mechanism. Our finding proves the efficiency increasing up, where it

mobile gestures; emoji authentication took an average of 37 seconds to register their credentials when using the multi-touch
gesture approach compare 47.93 seconds on average for single-touch approach. As for
the effectiveness, which referring the trial attempts determined that multi-touch
gestures are more successful than single touch gestures, with a 78% success.

1. Introduction

Human-Computer Interaction and Security is a growing field of study that combines human
interaction skills and computer security. Smartphones users are increasing rapidly, in 2017users are
approximately 3.6 billion worldwide and the smartphone users will be 9.6 billion till 2020
approximately [1]. In our rapid technology with the expansion of smartphones and mobile network,
all essential information is hold on in mobile devices. Therefore, there is a need to protect and
secured the personal data by authenticate the user.

Smartphone authentication [2], which includes PIN-based passcodes, pattern-based passcodes,
fingerprints and facial recognition, is a general used approach for tackling this problem. However, for
convenience and memorability, most users choose weak and simple passcodes [3].
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Text passwords are frequently composed of ASCIl characters. A password's likelihood of being
cracked will increase if it is too simple. A too-complicated password, though, is hard to remember.
As a result, the text-based password is not advised because it is challenging for reputable users to
remember [4]. Individuals have a higher probability to remember visuals than texts.

Referring to Biddle, Chiasson and Van Oorschot [5], images incorporate a depiction of the sensory
properties perceived by the users, making them easier to remember then, the uses of images as a
password became an option to the text-based password and known as a Graphical password. The
graphical password can be used in many ways approach such as a drag-and-drop gestures or a long
press gesture. Our previous research by Zabidi, Norowi and Rahmat [6], use the drag-and drop
gestures for users to authenticate the graphical password. Long press gestures are unnatural in terms
of movement. The issue with drag and drop motion has been addressed using touch dynamics (single
touch or multi-touch). Single and multiple touch capabilities are what set apart mobile phones with
touch screens. The creation of graphical passwords can be simple by using various movements.

This study's primary goal is to investigate how single-touch and multitouch can improve graphical
passwords. The main contribution of this paper is giving a clear result of the best setting of usability
for SecureEmoji Graphical Password. Reminders of the papers include a previous work section, the
procedure setting, measurement criteria, result and discussion and last but not least is the
conclusion.

2. Previous Work
2.1 User Authentication

The user relies on built-in security features like PINs, swipes, passwords, patterns, etc. to prevent
unauthorized access because all smartphones have different authentication parameters. Although
popular, some features have certain drawbacks. Therefore, a Two Factor Authentication (2FA)
provide an additional security layer known as "multi factor authentication" that requires something
that the individual possesses solely on them in addition to a password and login. For instance, a piece
of information that only they should be aware of or have readily available, such as a physical token
[7].

Based on Table 1 categorization, it can be concluded that knowledge-based authentication is
something a user knows such as password or PIN. On the other hand, possession-based or token-
based authentication is something a user has. For example, a certificate or card. While biometric-
based authentication is some- thing a user is, such as iris scan, fingerprint and face recognition [6].

Table 1
The categorization of user authentication [6]
Category Definition Example
Knowledge-based Something a user knows Password, PIN
Possession-based  Something a user has Certificate, Card

Biometric-based = Something a user is (Physical or Behavioural) Fingerprint, Iris Scan, Face

These classifications lead to the conclusion that knowledge-based authentication uses a
password or PIN that the user is aware of. On the other hand, a user has a possession using
possession-based or token-based authentication. a card or certificate, as an illustration. While a user
must be anything for biometric-based identification such as fingerprint, iris scan and face recognition.

The biometrics-based can be measure physiology and behaviour. Physical features are measured
using fingerprint, face, iris, retina and hand scan data. Behaviour is measured via keystrokes, speech
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and signature scans. Human traits are measured using fingerprint, face, iris, retina and hand scan
data [8].

Our research will be focusing on the Knowledge-based domain. Through several studies, we
addressed the issues of usability and security in using password and PIN as user authentication
method. When it comes to memorizing many strings with no shared meanings, humans find it
challenging. Then, they will choose a less secure passwords by linking them to common objects in
order to make them easier to remember [6]. Implementing the authentication using smartphones,
they are highly potential for a shoulder surfing where hackers can access to security codes through
different ant-social engineering [1].

Additionally, passwords are easily crack able in an adversary scenario, i.e., phone charging
assaults make it possible to record the screen while the phone is charging [9,10]. Android unlock
pattern are based on the original 3x3 Android graphical unlock pattern [11]. Numerous researchers
have proposed attacks on these patterns and many have calculated the amount of unlock patterns
that users have access [12,13]. For instance, the smudge attack [14-16],which recovers the pattern
by using the remaining oil on the touch screen to guess the Android graphical password and the
accelerometer-based side channel attack [17].

2.2 Graphical Password

Graphical passwords are an alternative to text-based passwords. The existing graphical password
systems. They can be categorised to three categories; recall-based graphical password, cue-based
recall graphical password and recognition-based graphical password [11]. Draw A Secret (DAS)
presented in 1999 using the recalled-based password [18]. The recall-based password method must
enter their prior password settings again to complete the authentication. Users generate passwords
by drawing images on a 2D grid and then redraw them when they log in. Then it is improved by adding
a background password image behind the grid word by Dunphy and Yan [19].

The cue-based recall graphic password system made it easier to remember passwords by using
graphical prompts. The PassPoints system, which has its roots in Blonder's patent [19], serves as the
primary illustration. Users of PassPoints [21], a graphical password system, can request five distinct
click points on photos after viewing them. To log in, users must click the same five buttons in the
same order. Users find it challenging to click precisely on the right pixels each time they log in, so an
area of tolerance will be set up around each point and any clicks within that tolerance area will be
allowed.

A graphical password recognition-based generated from a grid of different photographs, the
users choose pictures in order. A commercial graphical password system called PassFaces [11]
authenticates users by seeing faces in a grid. Each user is given a group of three faces to use as their
login password and when they log in, a display of nine faces appears. Additionally, the user must
select a face that is a portion of the password that was given to them. The user must choose the right
face from the three arrays and the interfering faces are always the same to increase security.

Referring to our previous prototype authentication system, we were developed a
SecurelmageEmoji [6] (Figure 1). This prototype application will generate a graphical password with
a multi-factor authentication which is image and emoji selection. There will be a grid of six of an
image to be selected from the user as the In the first round of authentication, users need to create a
graphical password by choosing an image from the six images provided. The process followed by
choosing four selected emojis to the image selected before. The selected emoji is personal choose
by the user make the SecurelmageEmoji easy to remember for the authentication.
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Fig. 1. SecurelmageEmoji
(single touch & multi-touch)

2.3 Smartphones and Mobile Touch Screen Technology

Due to the high degree of versatility and user-friendliness of touch screen technology, it has been
repurposed as input technology for smartphones. Today's industry is controlled by touch screen
technology, which provides additional functionality, improved energy usage and increased storage
capacity. As a result, it has become critical to safeguard the sensitive information contained on
touchscreens on mobile phones. After a few minutes of inactivity, a phone automatically locks up
and the user must enter a PIN number or screen pattern to unlock the device and renew access.

Gestures are vital elements for human communication. A gesture is any bodily movement in a
visual environment that a digital interface can detect and respond to without the use of a traditional
pointing tool such as a mouse or stylus. The term "touch dynamics" refers to the monitoring and
quantification of human rhythms on electronic devices such as digital tablets, smartphones and touch
screen panels [22]. Touch dynamics on a mobile phone are characterized as single touch, multi-touch
and touch movement [23].

A single touch is an input that begins with a touch-down and ends with a click, with no action in
between (Figure 2). Multi-touch is used to keep an entry of two or more simultaneous unique
touchdown activities at different touch screen places (i.e., two fingertips pushing the contact screen
at the same time) with or without a step before a touch-up event has been initiated (Figure 3).
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Fig. 2. Single  Fig. 3. Multi
touch touch
illustration illustration

3. Task Procedure
3.1 Participant

The conducted experiment involved 15 participants (9 males, 6 females) participated, in the range
of age from 21 to 30 (m =1.6; sd =13.4). A sample size range for CHI papers ranging from 1 to 916,000,
with 12 being the most prevalent sample size [24]. Participants had prior smartphone interaction
experience. Users' involvement was entirely voluntary and all users agreed to have their interactions
with the prototype documented.

3.2 Procedure

Users can complete their password choosing in this upgraded prototyped application by using a
single or two-finger multi-touch gesture. The overall configuration is consistent with past user
research. The image pool, in particular, comprises of six photographs (organised in two-by-three
grids) with the same theme (scenery images) such as hot air balloons, gardens and historical sites. All
of the photographs chosen have the same pixel size of 400 by 400. During the initial round of
authentication, users must construct a graphical password by selecting an image from a set of six.
The process is then repeated by single-touching or multi-touching four selected emojis to the
previously picked image.

A welcome page, registration page and login page were included in a single touch and multi-touch
prototype. First, on the welcome page, there are login and registration buttons, as well as two menus
(login and register). The system then shows 2x3 grid images for participants to choose from, with
only one image required. The registration process is continuously implemented by displaying a 3x3
grid-based image with the previously picked image as the background. It should be noted that there
are two techniques to be shown here: method 1 for single touch and method 2 for multi-touch. The
single touch method will be covered first. Participants must place four emojis on the appropriate grid.
The single touch approach gives an area for locating selected emojis, where the emojis will show on
the equipped area and users may further locate the emojis by clicking on the desired grid as shown
in Figure 4.

188



Journal of Advanced Research in Applied Sciences and Engineering Technology
Article in Press

Fig. 4. Single touch method selected emojis presentation

Except for the area where you select emojis, the multi-touch approach has the identical Ul as the
single touch method. Users must multi-touch one emoji and one chosen grid at the same time. Figure
5 depicts the interface. Because users must multi-touch emojis and the grid at the same time, the
multitouch approach does not provide any selected emojis area. The system also informed users of
how many emojis remained to be chosen. Users can easily cancel any unwanted emojis by clicking
on the "X" button for single emojis or the "dustbin" symbol button for all selected emojis. Users must
then confirm their emoji choices by clicking "yes" or "no" to proceed. After checking all of the
required details, this interface alerts users that a password has been created and they are returned
to the welcome page to log in. If the users correctly clicked all four emojis, they were granted access
to the system. If a user enters a password incorrectly, the system warns them.

Fig. 5. Multi-touch method selected emojis presentation

3.3 Measurement

This paper will evaluate the efficiency (average registration and login time) and the effectiveness
(success rate) between the single touch and multi-touch graphical password as the alternative to the
drag and drop approach. In the new standard, efficiency is defined as the resources utilised to achieve
a specified goal (i.e. times to complete a specific activity) [26]. This study performed an efficiency
evaluation by calculating average registration and login times.
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The password's efficiency was determined by the proportion of participants who were able to
successfully log into the prototype within a specified time frame [4]. In this study, efficiency is
employed to calculate the following:

i. register time
i. logintime.

Meanwhile, the accurate and complete attainment of certain objectives by users is characterised
as effectiveness [27]. This study assessed effectiveness by calculating the success rate of the
proposed system by assessing the fraction of all successful login attempts across all trials. The
effectiveness is measured based on the following equation:

Number of successfull login

Success Rate =

(1)

Number of total logins

4. Result and Discussion
4.1 Efficiency

As illustrated in Figure 6, employing multi-touch reduces the average register time when
constructing a graphical password. Using a single touch gesture method, participants completed the
registration task in 47.93 seconds on average. While employing the multi-touch gesture strategy, it
took an average of 37 seconds to register their credentials. Multi-touch enables natural and intuitive
engagement by providing rapid responses to the emojis displayed, resulting in a shorter password
registration time. Because their mini-environment is tightly regulated, using multi-touch gestures
keeps participants engaged. According to participant 001, "multi-touch saves time because it uses
two fingers at once."

Average Register Time for Single Touch and
Multi-Touch
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Fig. 6. Average register time for single touch and
multi-touch bar chart

During this login phase, participants were required to log in (maximum of three attempts) under
the following conditions: a total of three correct authentication attempts represents that the
participant successfully completed the login session and a total of three incorrect attempts
represents that he/she did not successfully complete the login task session.

When comparing login times for both techniques, it can be concluded that multi-touch gesture is
more efficient than single touch gesture due to the average login time for multi-touch, which was
73.97 seconds. The login process takes less time to complete than registering the password since
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users have been acquainted with their pictures and emojis; thus, they took less time in verifying
themselves. The majority of participants demonstrated that the multi-touch technique could
generate and verify passwords quickly.

Average Login Time for Single Touch and Multi-
Touch
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Fig. 7. Average register time for single touch and multi-
touch bar chart

4.2 Effectiveness

Effectiveness is defined as the precise and detailed achievement of certain goals [27]. The
proportion of successful login attempts in all trials for both single touch and multitouch gesture
approaches was assessed to determine overall effectiveness. According to our result, the one touch
gesture approach received 23 attempts, with a success percentage of 57%. Several failed efforts
(43%) were discovered as a result of individuals either forgetting their chosen image or mistakenly
tapping on the wrong emojis. With a 78% success rate, all trial attempts concluded that multi-touch
gestures are more successful than single touch gestures. The participants believed that multi-touch
motion could help them with password creation and memory. Participants 001 reported that the
"multi-touch approach saves time by utilising two fingertips at once." Multi-touch reduces the effort
required for users to learn, utilise and recall, making it more intuitive and successful. The purpose of
multi-touch interaction is to reduce the effort required by users to understand, use and recall
experiences such that they are as natural as feasible given real-world constraints [28].

Besides efficiency and effectiveness, the usability and password space computation can be
accountable to measure the SecurelmageEmoji security and usability using single and multi-touch
approach. There is limitation in this study where it did not utilize any real simulation of attack. One
of the future goals is to imitate real-world attacks. Graphical password systems may necessitate more
preparation than text password systems since attackers may need to acquire one or more images
first. In this study, users can form their password using 867 clickable emojis by single or multi-
touching desired emojis on the selected image. In theory, an invader will have 1/867 chances to select
the appropriate emojis. However, by integrating multi-touch, attackers should spend more time
identifying hotspots. Hotspots are specific areas on an image that most users are more likely to utilise
as part of their passwords. Last but not least, implementing the artificial intelligence and
consideration of three factors authentication might provide a higher level of security for the future
works [29,30].
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5. Conclusion

SecurelmageEmoji, a single-touch and multi-touch grid-based two-factor authentication
application solution for touchscreen mobile devices, is presented in this study. It highlights the utility
of multi-touch for user authentication. The system's performance was tested using data from 15
users who used the improved application. The results reveal that the multi-touch gesture
outperformed the single touch gesture in terms of efficiency (password registration time) and
efficacy (password login time). In terms of user satisfaction, single touch required more mental effort
because participants had to tap on one emoji and then tap on one desired grid on the background
image; at the same time, multi-touch simplified the process by allowing participants to tap on one
emoji and one desired grid at the same time.
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