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1. Introduction

Nowadays, security is an inevitable concern for software systems [1]. As software has become a
critical part of every domain of human society such as telecommunications, financial services,
healthcare, nuclear power plants and electronics and many more [2, 3]. Machine learning (ML) and
artificial intelligence (Al) have indeed emerged as powerful tools in the energy sector, including oil
and gas, to enhance various aspects of operations and decision-making, thereby contributing to
energy security [4-6]. In recent times, security in software systems is a must feature, because the
developed software should function properly under any malicious circumstances [2, 7]. Security
awareness is essential in all stages of software development life cycle in building secure software [8,
9]. The growing amount of software security risks, with increased security awareness, means that
software security is no longer an optional feature [10-12]. With the enhancement in technology,
security flaws and security threats raised, that has bad impact on organization’s integrity and financial
status [13, 14]. Using security measures in development process, some authors are focused on the
requirement and design phase, while others concentrated using security in coding and testing stage
[15]. Normally, security is considered as non-functional requirement, with this reason security
measures are utilized at the final stages of SDLC [16]. Requirement engineering is the critical stage
where security awareness is must for building secure software [17]. Nevertheless, attention to
software security must be paid at the early stage of SDLC [2, 10]. It is observed that requirement
engineers got low awareness about elicitation of security requirement, by paying close attention to
security requirement, requirement engineer can aid in building a secure software system [18, 19].
Security requirements are constraints on software system functionalities such ass authentications,
authorization, confidentiality, availability, and integrity etc. Most requirement engineers had trouble
getting security requirements from their clients' key stakeholders because the security terms they
used didn't always match up with what was really needed [20, 21]. likelihood of security
vulnerabilities increases because of incorporating security requirements late in the software
development process [22].

In 2016, California data breach report stated, in the last couple of years the Attorney General
received 657 data breached reports involving records of 49 million Californians. In 2012, there were
131 breaches, compromising 2.6 million records of individuals from California. Moving forward to
2015, a total of 178 breaches exposed over 24 million records to potential risk. This implies that nearly
60% of Californians encountered a data breach in the single year of 2015, primarily due to security
failure [23]. Some other instances occurred regarding security threats, cost on repairing
vulnerabilities [24], and Gartner, Inc has spent $96.3 billion in 2018 on security consequences [25]
etc. These threats and vulnerabilities occur because of security failure and not thoroughly coping the
security requirements in elicitation and analysis phase [1, 10, 26-28]. Poorly written security
requirements can impact negatively the software system in terms of cost, time, rework and change
in requirements [29-31].

In order to prevent security issues in software systems, security requirement engineering has a
significant role in requirement elicitation and analysis to avoid such problems [32].
Over the past few years, security requirements engineering (SRE) has experienced significant growth,
with the academic and scientific communities presenting various security frameworks [10]. Today,
several methodologies exist for conducting security requirements engineering, such as secure quality
requirements engineering (SQUARE), abuse frames, CLASP, misuse case, SREP, secure tropos, MORSE,
secureUML and UMLsec, etc. Each framework comes with its own strengths and weaknesses and is
particularly suited for specific purposes [1].
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However, these approaches still lack comprehensive security requirements process and rely
heavily on the expertise of security specialists [33, 34]. Unfortunately, to address security
requirements within the realm of requirement engineering remains a challenge [35]. Therefore,
attacks and threats occur because of insufficient emphasis on elicitation and analysis of security
requirements [26], as well as the assurance of these security requirements [32, 36]. Security
requirement assurance serve the purpose of confirming that a system aligns with security
requirements and possesses resilience against potential security risks and threats, and it can be no
longer neglected [10, 37]. Given the escalating count of software security threats and security
awareness, implies that security requirement assurance is no longer a choice but a requirement [38].
Therefore, the objective of this study is to identify various prominent activities of SRE approaches and
assurance of security requirements, which must be followed to overcome the security flaws and
threats early in development process by industry practitioners for secure software development [39].

The remainder of this paper is structured as follows: In Section 2, we discuss relevant work in the
fields of security requirements engineering. Research methodology described in Section 3. Section 4
is about results and discusses. Section 5 describes the conclusion.

2. Literature Review

Software systems are secure when their data and information is protected from threats, attacks
and vulnerabilities, by applying efficiently the CIA Trio (confidentiality, integrity, and availability) [40].
In recent years, concern about security is the top priority [1], and security must be a part of SDLC
from the beginning [41, 42]. Therefore, security requirements must be incorporated in requirement
engineering phase [43], several models and frameworks have been reported in the literature [1].
Security requirements are constraints on systems functional requirements and most of the
researcher considered security requirements non-functional requirements because of no clear-cut
view about their criteria [1, 43].

2.1 Overview of SRE Methods

Security requirements engineering step is performed during software development [8]. Primary
activities of SRE include eliciting, assessing, and specifying security requirements [10]. Security
requirement engineering frameworks are required to facilitate and satisfy the security requirements
of software systems, several well-studied SRE frameworks has been developed, though, the standard
framework for security requirements is still yet to be developed [1]. Practitioners and organizational
experts indicate that, in any SDLC process the security requirement frameworks should be
incorporated in the processes to enhance the development methodology. There are several
published SRE methods in real software development. Some of these are SQUARE [1, 34, 17], CLASP
[34, 17], secure i* , UMLsec [1], SREP [17], secure tropos [1], MORSE [44, 17], STORE [25], P-STORE
[45], BPMN [14], case-based problem domain ontology [46] , scenarios and user stories [47], secure
development ontology [19], (FSSPM) in formal methods [27], SOFL formal specifications [48, 49],
security requirements specification using formal methods [50, 51], identify threats related to MLBSs
using DFDs and STRID [52], and many more. These techniques can be used to figure out security
requirements and evaluate them according to their significance and cost [14].

Additionally, security requirements are represented using overly general and information-specific
security goals. The importance of security threats is discussed in certain security requirements
processes. Security requirements engineering frameworks consist of two levels of modelling namely
object-level and meta-level modelling [53]. There are various techniques and methods developed in
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SRE i.e., SQAURE, secure tropos, abuse frames, SREP, misuse-cases, UMLsec, MORSE, and secureUML
[34, 1, 44, 54-56]. One common challenge in SRE approaches is capturing security requirements
during the initial stages [43, 1]. Security requirements “selection and assessment conceptual
frameworks” and “requirements models” are two methods for eliciting and documenting security
requirements [57]. Researchers have also come up with methods to systematically elicit security
requirements by considering potential problems and abuses frames [19, 58]. To enhance the process
of eliciting security requirements, techniques like abuse frames, problem frames, and misuse case
instances have been used to identify threats and vulnerabilities [25, 17, 59]. Some studies even
explain how to elicit security requirements from business process models [14]. In certain cases, a
technique called model-oriented security requirements engineering (MORSE) has been used,
particularly in web-based healthcare applications for eliciting security requirements, it helps identify
and prioritize risks posed by security threats [58, 60, 61]. Another approach is using misuse cases to
elicit security threats and requirements effectively [1].

2.2 Security Requirement Assurance

Security assurance ensures the system meets security requirements and can resist security
threats and failures [38]. Existing security assurance tools, methodologies, and procedures may not
account for growing issues due to insufficient requirement specifications, static nature, and poor
development processes [32]. Traditional security assurance approaches have limitations due to their
static nature, inadequate security requirements specifications and design, etc. [37]. Current security
assurance methodologies are effective at identifying anomalies but fall short when it comes to
measuring their impact and potential risks. Software security assurance measures the beneficial
effects of security requirement fulfilment on the security assurance score using several metrics.
Knowing the impact will help stakeholders maximize the positive effects to meet security goals [62].
There are several security requirement assurance methods exist such as common criteria (CC) [32],
security metrics [37], security assurance cases (SAC) [63], threat modelling [64], and formal methods
etc. Table 1 SLR has focused on security requirements engineering.

2.3 Analysis of SRE Methods

This section explains the analyses of security requirements engineering (SRE) approaches. Table
1 explains the extensive studies conducted on security requirement in literature. While Table 4
checks whether the SRE approaches perform the critical activities in requirement engineering
elicitation and analysis phase which is given in section 4. Some of the SRE approaches focuses on the
early stages of software development [33]. Authors in Table 1 have explained strong arguments
about the SRE approaches, relevant critical activities, and security requirements.

From Table 1, all studies performed comparative analysis of SRE approaches. Fabian et al., [65]
presented a conceptual framework with focus on elicitation and analysis, later the framework was
compared with SRE approaches. Anwar et al., [1], Salini and Kanmani [66] compared the SRE
approaches on based on the threat modelling, risk analysis in RE subphases and SDLC. While Silva et
al., [67] presented overall 30 sources have been identified from integration two systematic mapping
studies, out of 19, 17 covering threat identification and 14 covering mitigation of threats in SDLC.
Similarly, Salini and Kanmani [66], and Munante et al., [68] comparison and compatibility of SRE
approaches have been made using the criteria of risk analysis. Each study has its strength and
weaknesses discussed in Table 1. The analysis of these studies is based on the research questions
defined by each study. Most of the studies are focusing on the comparison of SRE approaches in SDLC
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and RE. However, security requirement assurance is major concern of SRE approaches, and the
studies in Table 1 are lacking in defining the assurance perspective. For assurance this study has
observed that SRE approaches are compared based on different actives and criteria but lacking in
describing the right course of security requirements assurance. Comparatively in our study we have
designed a question for assurance of security requirement that which SRE methodologies implicitly
or explicitly incorporate the assurance perspective.

Table 1
SLR studies on security requirement

S.No References SR extensive studies

1 [1] A SLR is conducted on the security requirement engineering approaches providing detailed
discussion on the 20 most used SRE approaches. Analytical evaluation is carried out based on
some technical parameters. Later, compared SRE approaches based on different criteria like
threat modeling and risk analysis and sub-phases. To supply the comprehensive best SRE
practices to researchers and practitioners in the domain of requirement engineering. However,
some of the approaches discussed in this study is focused on design phase, but Scope of the
study was only limited to RE sub-phase.

2 [66] A view is presented on security requirement types, issues and security requirements
engineering methods. In this study 11 SRE methods are compared based on Threat modeling,
risk analysis, and sub phases of SDLC. Moreover, this study lacks in providing systematic
literature, and the comparison of SRE approaches were based on only two critical activities.

3 [65] This study presented a conceptual framework with a focus on security elicitation and analysis.
The SRE methods were assessed on different criteria such as scope of the methods, their
validation and quality assurance capabilities. This framework was compared with the SRE
approaches to review how the SRE methods are related to this conceptual framework. However,
the study lacks in providing SRE approaches systematic literature review, as well as comparing
the SRE approaches was based on quite rigorous criteria in software engineering discipline.

4 [68] In this study a comparative analysis has been conducted including 13 SRE approaches review.
Further this study evaluated the SRE methods compatibility with Risk Analysis and Model driven
engineering. Compatibility and integration of SRE approaches in MDE is based on only Risk
analysis, but other critical activities are not considered. This study review is only based on SRE
approaches identification from previously conducted studies [66] [65] [1].

5 [67] In this study 2 systematic mapping studies are conducted. Overall, 19 methods have been
identified out of 19, 17 covering threat identification and 14 covering mitigation of threats in
SDLC. Outlining the important other techniques are overlooked and focused area of this study is
not concentrated to the early stage od SDLC.

To avoid rework and difficulties later, practitioners and researchers recommend incorporating
security into requirements [34]. However, security concerns in requirement engineering are still
imprecise [35]. Unfortunately, to address security requirements within the realm of requirement
engineering remains a challenge [35]. However, attacks and threats occur because of insufficient
emphasis on elicitation and analysis of security requirements [26], as well as the assurance of these
security requirements [32, 36]. Thus, an in-depth literature is needed to complement security
requirements engineering approaches to verify the assurance of security requirements in
development [37]. However, clarification and verification of the security requirements and security
requirements assurance is a possible research gap [32]. Moreover, there is no standard
process available to measure the security assurance of software security requirements [69].
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3. Review Methods

The focus of this study is to identify the existing literature on security requirement engineering
and security requirements assurance during software development in a synthesized and formal way.
A well-defined sequential process is followed, for comparison and evaluation of the SRE approaches
and their activities. So, this is a literature review study, as the objective of the study is to capture SRE
broad overview. In contrast, we queried several digital libraries such as ACM, google scholar, Scopus,
IEEE, and other to obtain the required research articles.

Identification of studies via databases

"
c
o Total papers (n = 1,229 Apply search strategy:
‘§ papers ( ) —> Duplicate papers removed (n = 46)
& papers marked as not relevant (n = 430)
"GE; papers removed for other reasons (n =80)
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papers screened (n =536) ——»] Paper excluded (n = 200)
o
=
c
(3
e l
O
n
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papers assessed for eligibility (n =160) |—» Removed after abstract 1 (n = 58)
Applying assessment criteria (n = 73)
" v
o
Z SRE Studies included in review (n =19)
3 Assurance studies included (n =10)
E Total (n=29)
—

Fig. 1. Research paper selection criteria
3.1 Research Questions

A literature review conducted to search for initiatives for security requirement engineering and
security requirements assurance. According to the objective of the study, and after gathering the
required information from the digital libraries, we elaborated the following research questions.

1. Which SRE methodologies have been proposed by researchers in the literature for

identification of security requirements?

2. Which techniques for security requirement elicitation and analysis have been prominently

utilized by established SRE methodologies?

3. To what extent the assurance of security requirements provided by the SRE methodologies

explicitly or implicitly?

Research question 1 [1, 70], searched for the available literature on existing SRE approaches for
extensive study, which is published during 2016-2023. Only three SLR papers were selected from
2009 [65], 2012 [66] and 2014 [68] for comparative analysis among SRE approaches. Research
question 2 formulated in a way to examine the elicitation and analysis techniques in terms of SRE
approaches [1, 58]. Research question 3, which is the primary question of this study. How implicitly
or explicitly the SRE approaches utilizes the assurance perspective in development of security
requirements.
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3.2 Data Sources and Search Strategy

This study is based on the literature review, search strategy for this study generally suggested the
use and identification of population and intervention. While searching for keywords in search
engines, we identified some of the relevant keywords mentioned below in Table 2 with search string.

Table 2

Data source and search strategy
Population Security requirement engineering, security requirements or assurance.
Intervention Existing approaches for security requirements engineering and security requirement assurance.
Search String “security” AND “requirement” AND “engineering” OR “approaches” OR “techniques” OR

»

“methods” OR “frameworks”, “security” AND “requirement engineering” OR “requirements”,

» o«

“security” AND “requirement” AND “assurance”, “security” AND “assurance”.

Table 2 provide the brief description of population and intervention with search string. Later, the
retrieved studies were assessed according to the search string, overall, 160 paper relevant to security
requirement engineering and assurance were filtered. In the second stage of filtration with inclusion
and exclusion criteria, we found only 29 specific research manuscripts according to our need. Out of
29, 19 papers were relevant to security requirement engineering and 10 were related the assurance.
Moreover, the quality assessment criteria were done on filtered research papers. The quality
assessment questions were “does these studies consider SRE approaches and security requirement
assurance?”, and “does the purpose and aim of the research papers is described fully?”

4. Results and Discussion

This section discusses the comparative analysis among SRE approaches, their activities, and
presents answers to the research questions. From the selected 29 research papers, we have noted 9
specific SRE approaches that are used for security requirement identification in elicitation and
analysis phase. Based on the identified overall 20 activities, 11 activities were identified for SRE
methods, 5 were identified for security requirement elicitation, and the rest 4 for security
requirement analysis. We compared and evaluated SRE approaches based on these 20 identified
activities.

Table 3
Description of SRE methods and requirement phase activities
Activities Description of SRE Methods Activities
Flexibility Flexibility refers to how flexible the framework is in adapting to different settings.
Scalability Scalability in software refers to the ability of a system to grow in features and
capabilities in response to rising demand.
Threats Any situation or occurrence that has the potential to negatively affect organizational

/ software / system operations.
Validation of requirements Validation of requirements is the process of ensuring that a system satisfies its
objectives and operates as intended.

Risk analysis recognizing and analyzing potential concerns that could have a negative effect on
highly influenced activities or projects.

vulnerability Analyses weaknesses in a system.

Consistency Requirements which are compatible with your strategic objectives, vision, and
corporate ambitions.

Integration of security Integration of requirements with security.

requirements

Assets identification Takes into consideration the value of stakeholder’s assets.
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Misuse modeling
Domain knowledge

Utilizes the misuse case technique to analyze threats.
Knowledge about which environment the system would operate in.

Activities

Description of Security Requirement Elicitation Activities

Elicitation and analysis
phase

Identify stakeholders
Security goals

Other non-functional
requirements

Support during requirement
elicitation

interaction with clients and end-users to determine domain requirements, system
services, and system limits.

Taking the opinion of all stakeholders.

It fulfils the concepts of: (i.e., confidentiality, integrity, availability etc.).

It provides support to other non-functional requirements such as (performance,
security, useability etc.)

This attribute provides engaging, and understanding stakeholders needs and
translating them into requirements.

Activities

Description of Security Requirement Analysis Activities

Complete security
requirement can be
produced

Missed security
requirements can be added

Security requirement
conflict can be resolved
Identify business objectives

Collaboration among stakeholders, security experts, designers, and developers are
key to achieving a well-rounded and effective set of security requirements.

It allows for the inclusion of missed requirements as they are recognized, ensuring
that security concerns are adequately addressed throughout the development
lifecycle.

Addressing security requirement conflicts, it reduces the chances of
misunderstandings, delays, or costly revisions later in the development process.
By aligning the project with business goals early on, the development process
becomes more focused and efficient.

Criteria

Other attributes

Project size

Integration of standards

The scope and complexity of work involved in terms of effort, resources, and
deliverables.

Aligning identified security requirements with established industry best practices and

regulatory guidelines.

Table 3 describes the overall SRE, and requirement elicitation and analysis activities selected from

literature. These activities are divided into four sections i.e., SRE, security requirement elicitation,
security requirement analysis and other attributes. In section 1, the most adopted and popular 9 SRE
approaches are selected, and 11 most important activities relevant to those SRE approaches are
identified for comparative analysis. In section 2, several security elicitation approaches are developed
for eliciting security requirements in the past, but in this study, we have selected 5 specific activities
which are utilized by SRE approaches for security requirement elicitation. In section 3, among the
developed and proposed security requirement analysis approaches and their activities for
identification of security requirement in the past, regarding that we selected 4 specific activities
which is utilized by SRE approaches for security requirement analysis. The last 4th section is based
on other attributes such as project size and the security standard followed by the SRE approaches.

Table 4 refers to the results of research question 1, in which SRE approaches have been adopted
and proposed by the researcher in literature. Critically analysed the existing literature for
comparative analysis of SRE approaches. SRE approaches are compared based on three level Likert
scalei.e., (“v”,” ¢”,” - "), for project size, (“Large = L”, “Medium -= M”, “Small =s”). Three level Likert
scale sign “v” indicates that the specific activity is supported within the approach,” ” this indicates
that the available is not supported by the approach and” - ” suggested that the available activity is
not found in the literature for SRE approach. Approaches are regarded as comprehensive if they
achieve (70%-100% of the 20 activities, average if it achieves (55%-70%) and limited if it achieves
below 50%.
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Table 4
SRE methods and requirement phase activities comparison
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(RQi1) Which SRE methodologies have been proposed by researchers in the literature for
identification of security requirements?

Research question 1, based on the existing SRE approaches available in literature which is
published during 2016-2023. Only three SLR research papers were selected from 2009, 2012 and
2014 for comparative analysis among SRE approaches. Table 3 summarizes the found critical activities
of SRE approaches. It is important that we should know about the systems’ threats, vulnerabilities
and security goals, without these activities and attributes we are unable to design the requirement
for the secure system. It is to make sure that while eliciting the requirements, security concerns need
to be incorporated for developing the security artifact. From Table 4, 9 security requirement
engineering approaches are proposed but SQUARE [1, 34, 17], secure Tropos [1, 68], SREP [1, 12] and
CLASP [34, 17] are the most comprehensive approaches as they cover more than 13 out of the 20
activities. The rest of the SRE approaches placed under the average and limited section.

Table 4 also expresses the limitations in each framework. The SQUARE framework is primarily
designed for the phase of security requirements engineering. The approach does not emphasize
domain knowledge, asset, integration of security requirements and vulnerability openly or implicitly.
Project size and integration of standards are not specified for SQAURE methodology Alternatively,
SREP is quite like SQUARE, SREP does not emphasize integration of security requirement, misuse case
modelling, and domain knowledge. SREP the project size is not defined but it supports common
criteria security standards. CLASP has also some limitations such as scalability, consistency in the
security requirements, and misuse case modelling. CLASP supports the large project size, but no
security standards are defined for it. Secure Tropos does not emphasize risk analysis, consistency in
security requirements, and asset identification openly or implicitly. Secure Tropos follows the ISO/IEC
17799 standards, and it is supported for large project sizes. Clearly, each approach has advantages
and limitations and is best suited for a certain function. In addition, there is no standard approach
for security criteria that meets the demands of every enterprise for software systems. Therefore,
requirement engineers and requirement analysts are faced with a difficult decision when selecting
an acceptable security requirements engineering approach based on their demands and
expectations. When selecting an SRE methodology, consider the project's specific requirements,
team expertise, and the nature of security concerns. Each methodology has its strengths and
weaknesses and adapting them to suit the project's context is essential for successful security
requirement identification. When selecting techniques, models, and security standards, consider the
project's goals, complexity, team capabilities, and stakeholder expectations. A balanced approach
that combines various elements while considering their justifications, possible solutions, and
drawbacks will help in effectively identifying and addressing security requirements.

(RQ2) Which approaches for security requirement elicitation and analysis have been prominently
utilized by established SRE methodologies?

Research question 2 formulated in a way to examine the elicitation and analysis techniques in
terms of SRE approaches [1, 58]. Table 3 summarizes the found critical activities of SRE approaches.
Table 4 refers to the results of research question 1, in which SRE approaches have been adopted and
proposed by the researcher in literature. Critically analysed the existing literature for comparative
analysis of SRE approaches.

There is no one-size-fits-all answer to determine the "best" Security Requirements Engineering
(SRE) approach for security requirements elicitation and analysis. The effectiveness of an approach
depends on various factors including project context, goals, team expertise, and the specific security
concerns involved. The combination of these techniques ensures a comprehensive approach to
security requirement elicitation and analysis. From table 4 by employing threat modelling, risk
assessment, and use case/misuse case modelling in SRE methodologies can systematically identify,
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analyse, and prioritize security requirements [1, 34, 17]. The justification for using these techniques
stems from their ability to provide a structured and systematic way to uncover security concerns
early in the software development process [26, 34, 71]. Threat modelling and risk assessment offer a
proactive approach to identifying vulnerabilities and prioritizing actions [25]. Use case/misuse case
modelling helps visualize potential security threats in context, while security patterns offer reusable
solutions that align with established best practices. Overall, these techniques contribute to a more
robust understanding of security requirements, ensuring that software systems are designed and
developed with adequate security measures in place to mitigate potential threats.

(RQ3) To what extent the assurance of security requirements provided by the SRE methodologies
explicitly or implicitly?

Research question 3, which is the primary question of this study. In requirement elicitation and
analysis phase which SRE methodologies investigate and provide support for security requirement
assurance. SRE methodologies are designed to enhance security consideration throughout the
software development lifecycle. SRE methodologies emphasize validating security requirements
against identified threats, vulnerabilities, and industry standards using assurance perspective.

However, SRE approaches contribute to the security requirements assurance, some approaches
have strong emphasis while others have not explicitly highlighted it as a distinct phase. Among the
SRE approaches STRIDE threat modelling [25], secure tropos, abuse frames, SecureUML, UMLsec,
misuse case modelling, and CLASP all are focusing on security concerns but does not highlight
assurance explicitly as distinct phase [1, 34, 17]. While SQUARE, SREP, MORSE, SecReq, ISO/IEC
27001, and NIST security standard documents explicitly highlight the assurance as distinct phase.
While most security requirements engineering (SRE) methodologies inherently involve some level of
assurance for security requirements, it's important to note that the term "assurance" might not
always be explicitly used in all methodologies. However, the concepts of validation, verification,
testing, and implementation oversight often align with the idea of ensuring security requirements
are effectively implemented. As such, it's challenging to identify methodologies that completely
exclude assurance altogether. In essence, SRE approaches might not all explicitly label a "security
requirement assurance" phase, but the core principles of these methodologies inherently contribute
to the assurance of security requirements.

5. Conclusion

In SDLC, SRE role is very crucial, because security issues required to be addressed at the very
beginning of development. In last couple of years, systematic reviews are conducted on SRE, but
unfortunately, they were not addressing the assurance perspective of security requirements. To
address this gap a modest review study was conducted with the total 160 research articles. Out of
identified research papers, 29 specific research papers were found relevant. Out of 29, 19 papers
were relevant to security requirement engineering and 10 were related the assurance. Moreover,
the quality assessment criteria were done on filtered research papers. Therefore, after the final
selection of papers, SRE approaches were compared on 20 different activities/attributes. Three
research questions were designed for this study, questions were answered from literature. From
guestion 1, it was observed that SQAURE, secure tropos, SREP and CLASP are the most used SRE
approaches with focus on activities such as Threats, elicit security Requirements, and Identification
security goals. From question 2, it is noticed that it is difficult to answer which SRE approach is best
fits for security requirements elicitation and analysis, because the effectiveness of an approach
depends on various factors including project context, goals, team expertise, and the specific security
concerns involved. From question 3, it is identified that among the SRE approaches STRIDE threat
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modelling, secure tropos, abuse frames, SecureUML, UMLsec, misuse case modelling, security
patterns, agile and develops approaches, and CLASP all are focusing on security concerns but does
not highlight assurance explicitly as distinct phase. While SQUARE, SREP, MORSE, SecReq, ISO/IEC
27001, and NIST security standard documents explicitly highlight the assurance as distinct phase. The
assurance of security requirements is a fundamental aspect of SRE methodologies whether it is
explicit or implicit. It is required that security requirement assurance phase must beaded and
highlighted in the SRE approaches. The contribution of this study is to provide the existing SRE
approaches comparison to researcher as well as to the industry practitioners for selecting the best
fit approach in assurance perspective.
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