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flexibility and convenience to treat these illnesses. However, as with all IT architecture
projects, there are risks and challenges to adopting cloud computing. As such this study
aims to find the prevailing risk classes of cloud computing projects in healthcare
through risk classes discussed in technical reports and standards. This study will employ
TLR as a method for this study. Through this study, we found five technical reports and
standards that discuss the risk management of cloud computing. The result shows that

Keywords: there are 13 prevalent risk classes of cloud computing. We hope that the results

discovered through this study can help academics, researchers, and practitioners to
Cloud computing; Risk management; recognize what are the prevalent risk classes currently discussed regarding cloud
Cybersecurity; Literature review computing and whether the discussion has matured or not.

1. Introduction

Chan et al., [1] defined cloud computing as a "computing resource deployment and procurement
model that enables an organization to obtain its computing resources and applications from any
location via an Internet connection". It was stated by Alashhab et al., [2] that there will be a
“Compound annual growth rate (CAGR)” of 22.59% which is a substantial surge in the exodus of
"application services" to "cloud computing environment (CGE)" in the current times. Cloud
computing is gaining traction around the world in a multitude of sectors due to its positive influence
such as "better cost savings", "improved agility", "enhanced efficiency", "better resource
integration"”, "more business opportunities", and "simplification of complex work resources" on
several organizations [2,3].
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One of the sectors that have been implementing cloud computing is the healthcare sector. Vidya
Priya Darcini et al., [4] state that due to the rise of chronic illnesses which require prompter and
superior care, the appeal and demand for digital healthcare systems is growing. Furthermore, New
technologies such as cloud computing bring positive impacts for monitoring and communication
purposes due to their resilience and accessibility Vidya Priya Darcini et al., [4]. It has been stated by
Al-Issa et al., [5] that cloud computing can give certain benefits to the healthcare sector which are:

i.  improved patient care

ii. costsaving

iii.  energy saving

iv.  robust disaster recovery

v. research

vi.  solving the scarcity of resources
vii.  rapid deployment
viii.  data availability

The United Kingdom (UK) National Health Service (NHS) used “Amazon Web Services (AWS)”.
They used the cloud computing resources of AWS for data processing services and Al call centres.
Their implementation had respectively improved the time it took for them to process their data to
137 seconds from 137 minutes which is a 2600% or 26-fold improvement and a saving of
approximately £520,000 [6,7]. Oracle a cloud computing vendor (CCV) has also come out with a cloud
computing service for the healthcare sector called Oracle Connected Care Services Oracle
Corporation [8]. Oracle stated that this service offers benefits as shown in Table 1. This discussion
shows that more efficient processes and increased agility can be granted to healthcare organizations
without them being laden with an enormous cost through the adoption of cloud computing.

Table 1
Oracle connected care use cases and benefits [8]
Use Case Benefit
- Reduced door-to-needle time
Stroke Care for Rural & Remote Communities - Improved patient outcomes

- Reduced readmissions

- Reduced door-to-balloon time
Myocardial Infarction (MI) Emergency Treatment - Improved patient outcomes

- Reduced readmissions

- Reduced ED visits

Paediatric Cardiology Infants with Single Ventricle - Improved patient outcomes
Syndrome - Maximizing the effectiveness and efficiency of the care
team

- Reduced Medicare penalties from unplanned ED visits &
readmissions
- Reduced transportation costs
- Maximizing the effectiveness and efficiency of the care
team
- Improved management of chronic conditions
- Reduced dropout rate
Clinical Trials - Reduced travel requirements
- Reduced study costs associated with site visits

Skilled Nursing Facilities
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However, as with all IT architecture projects, there are risks and challenges [9-11] in adopting
cloud computing [12,13]. The risks and challenges that are faced in cloud computing adoption in the
healthcare sector have been said to be able to disrupt the benefits gained from the adoption and
even cause more complications Abrar et al., [14]. These complications can stem from various risks
such as data leakage, security, and compliance issues, public perception, etc. which could be caused
by threats, vulnerabilities, and probabilities indicator such as privacy breaches, insufficient due
diligence, lack of experts, etc. (Fathullah et al.,) [15] These risks also come with their own set of
consequences such as loss of data confidentiality and privacy, loss of data availability and reliability,
loss of life, etc. (Fathullah et al.,) [15] These risk along with their causes and consequences are a
challenge that must be tackled for the adoption of cloud computing in the healthcare sector as more
complications can arise from not tackling these issues.

Besides that, it had been stated by Mekawie & Yehia [13] that “risk management was considered
critical however according to their interviewees this factor is neglected and often forgotten”. This
makes the discussion on risk classes that affect cloud computing important as it allows for the
facilitation of risk management by categorizing the risk affecting it. Moreover, as cloud computing
in healthcare involves managing increasingly desirable health data, it is evolving into a high-risk
technology. Therefore, it is imperative to conduct effective risk management Deswandri et al., [16],
which is essential not only to guarantee safety in design Deswandri et al., [16] but also to establish a
secure environment Mohd Yusof et al., [17] for the utilization of cloud computing in healthcare.

This study aims to fill the gap in existing research by investigating the risks associated with cloud
computing projects, specifically focusing on the risk classes outlined in technical reports and
standards due to the limited number of such studies. As such this study aims to:

i. find the prevailing risk classes of cloud computing projects in healthcare
ii.  discover the risk classes discussed in technical reports and standards

This study will deploy a traditional literature review (TLR). Moving forward, this paper will present
the research methodology, the results, the discussion, and finally the conclusion.

2. Methodology
2.1 Traditional Literature Review

This study used the TLR as a method to review technical reports and standards. Jesson et al., [18]
stated that there were two stages in a TLR which are cyclical with the first stage comprising a
summary of the articles found followed by a second stage in which the results of the first stage are
compared and contrasted to achieve the outcome. Meanwhile, Li and Wang [19] stated that a TLR
comprises six stages with them being:

i.  “Defining the Problem”
ii.  “Searching for Literature”
iii.  “Selecting Studies”

iv.  “Reading the Literature”
v.  “Organizing the Data”
vi.  “Writing the Review”.

As such this study has adapted these two methods for the TLR as shown in Figure 1.
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Fig. 1. TLR Stage
2.1.1 Defining the problem
The problem of this study was defined by its' aims which are:

i.  tofind the prevailing risk classes of cloud computing projects in healthcare
ii.  todiscover the risk classes discussed in technical reports and standards

2.1.2 Searching for literature

The researchers of this study did not have access to a specific library of technical reports and
standards as such the literature was searched through "Google Search Engine". There were several
keywords and Boolean operators used for this search which were "Cloud Computing" And
"Healthcare", And "Risk Management". From this search, not only technical reports and standards
were found but also online articles as such forward snowballing was also used in this study by
exploring the references of these online articles to find technical reports and standards.

2.1.3 Selecting the studies
The inclusion criteria of this study were:
i.  Technical report and standard
ii.  The full text of the technical report and standard is available

iii.  Technical report and standard that is related to topics of the research question
iv.  Technical report and standards that are related to cloud computing and risks.
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The exclusion criteria of this study were:
i.  aDuplicate of the technical report and standard
ii. atechnical report and standard that were written in other languages except English
iii.  atechnical report and standard not related to cloud computing and risks.

2.1.4 Reading the literature

The technical report and standard were read by the researchers. Furthermore, the main points
relating to this study's aims were highlighted by the researchers.

2.1.5 Organizing the data

The data found in the technical report and standards were summarized. Following this, the data
from the technical report and standards were compared and contrasted with each other.

2.1.6 Writing the review
A review of the technical report and standards was written.

3. Results
3.1 Technical Report and Standards

This study conducted an LR of technical reports and standards that discussed categories of risks
that could be faced by organizations that wish to adopt and implement cloud computing. We found
five technical reports and standards that discussed typical risks that may be faced by organizations
as shown in Table 2

Table 2

Technical Report and Standards
No Name Abbreviation
1 “COSO0 2012 Cloud Computing Thought Paper” [1] C0SO0 2012
2 “NHS 2018 Health and Social Care Cloud Risk Framework Paper” [20] NHS 2018
3 “COSO0 2021 Enterprise Risk Management for Cloud Computing” [21] COSO 2021
4 “IBM Cost of Data Breach 2021” [22] IBM 2021
5 “IBM Cost of Data Breach 2022” [23] IBM 2022

Through the LR conducted on the abovementioned technical report and standards, 24 risk classes
were found as can be seen in Table 3.
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Table 3
Typical Risk of Cloud Computing

Technical Report and
Standard

Typical Risks

“Disruptive force”

“Residing in the same risk ecosystem as the Cloud Service Provider (CSP) and other
tenants of the cloud”

“Lack of transparency”

“Reliability and performance issues”

COSO 2012

“Security and compliance concerns”
“High-value cyber-attack targets”

“Risk of data leakage”

“IT organizational changes”
“Cloud service provider viability”

“Vendor lock-in and lack of application portability or interoperability”

“Confidentiality”

“Integrity”
NSH 2018

“Availability”
“Impact of Breach”
“Public Perception”
“Lock —In”

“Reliability and Vulnerability”
“Multi-tenancy, Data Leakage, and Data Theft”

C0SO 2021

“Single Point of Failure”
“Compliance”

“Cyber Attacks”
“Shadow IT”

IBM 2021

“Data Breach”

IBM 2022

“Data Breach”

However, several of the risk classes have similarities that are significant enough to allow for them
to be consolidated into one risk. These risks were consolidated based on their description and their
effect on cloud computing implementation and adoption. These consolidated risks are shown in

Table 4.

The consolidation of risks as shown in Table 4 has decreased the total number of typical risks from
24 to 13. This is as 16 risks have been consolidated into five risks. From this, it can be seen that both
similar and unique risks are discussed through these five technical reports and standards.

Table 4
Consolidated Risk
No Consolidated Risks Name Technical Risk Name
Report
C0S0 2012 “Risk of data leakage”
“Confidentiality”
NSH 2018 “Integrity”
1 “Risk of Data Leakage” :Impa'ct of Breach”
COSO 2071 Mul’fll-tenancy, Data Leakage, and Data
Theft
IBM 2021 “Data Breach”
IBM 2021 “Data Breach”
2 “High-value cyber-attack targets” C0S0 2012 “High-value cyber-attack targets”
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“Confidentiality”

NSH 2018 “Integrity”
“Impact of Breach”
C0SO0 2021 “Cyber Attacks”
C0SO0 2012 “Reliability and performance issues”
3 “Reliability and performance issues” NSH 2018 “Availability”
C0SO0 2021 “Reliability and Vulnerability”
p . . “Vendor lock-in and lack of application
Vendor lock-in and lack of application COSO0 2012 I . e
4 portability or interoperability” portability or interoperability
NSH 2018 “Lock — In”
5 “Security and compliance concerns” COSO 2012 “Security and compliance concerns”
COSO 2021 “Compliance”

Table 5 maps the risk classes with the reports and standards that discuss them.

Table 5
Mapped Risk Classes to Reports and Standards
Risk Risk Classes Name C0SO NSH C0SO IBM IBM
Classes ID 2012 2018 2021 2021 2022
R1 “Disruptive Force”
“Residing in the same risk ecosystem as the CSP
R2
and other tenants of the cloud”
R3 “Lack of transparency
R4 “Reliability and performance issues”

RS or interoperability”

R6 “Security and compliance concerns”
R7 “High-value cyber-attack targets”
R8 “Risk of data leakage”

R9 “IT organizational changes”

R10 “Cloud service provider viability”
R11 “Public Perception”

R12 “Single Point of Failure”

R13 “Shadow IT”

“Vendor lock-in and lack of application portability

Meanwhile, Table 6 lists the risk classes along with their description.

Table 6
Risk Classes Definition
Risk Risk Classes Name Definition
Classes ID
“Cloud computing can disrupt some business models. This is as those that
i . ” embrace cloud computing might be able to bring new ideas and innovation
R1 Disruptive Force . . .
to the market faster which may force other competitors to follow suit and
adopt cloud computing.”
o g “The nature of cloud computing in which new dependency relationships
Residing in the same . . Lt . L
. with CSP are created with respect to legal liability, risk universe, incident
risk ecosystem as the S . .
R2 escalation, incident response, and other areas. This is because if the CSP
CSP and other tenants o e e
” neglects or fails in its responsibilities, it could have legal liability implications
of the cloud . o . ”
for the CSP's customer organizations but not vice versa.
“A CSP is unlikely to share specific information about its processes,
operations, controls, and methodologies. This includes the processes and
R3 “Lack of transparency” P & P

subcontractors processing the data and where they are located. They may
also not be forthcoming with their failures such as data corruption events.”
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“Reliability and

“Reliability and performance issues is a risk that cloud computing is
suspectable to. Although quality of service (QoS) agreements can be

Ré performance issues” structured with the CSP, cloud computing availability may not necessarily
reach 100% uptime.”

“Vendor lock-in and “Many CSPs offer their software tools with their cloud computing packages.

RS lack of application These tools may be proprietary and do not work with tools or cloud

portability or solutions of other vendors. This may affect the portability, interoperability,
interoperability” and flexibility of an organization's cloud infrastructure.”
“Security requirements and policies of an organization's cloud computing
“ . architecture have to comply with national and regional governance
Security and L . — -

R6 compliance concerns” legislation and policies. These legislations and policies must be followed by
both the organization and their CSPs to ensure privacy and data security,
and violations will bring serious consequences to the organization.”

“Cloud computing architecture and resources can be used as a platform for
- launching attacks, hosting spam through viruses, worms, malware, etc. In

R7 High-value cy’/’ber- the context of healthcare data, the attackers may modify or expose these

attack targets S . .

healthcare records which is life-threatening for the patients/customers of a

healthcare organization.”

“A cloud computing multi-tenant environment runs the risk of data leakage

that does not exist in dedicated servers and resources used exclusively by

R8 “Risk of data leakage” one organization. In an outsourced computing environment such as the
cloud, the potential for a data breach may be more likely because of
outsourced services that sidestep personnel, logical, and physical controls.”

“ L “If cloud computing is adopted to a significant degree, IT management staff
IT organizational . .

R9 changes” may not have the capability to conduct adequate IT skills assessment for IT
staff and organizational professionals for the implemented services.”

R10 “Cloud service provider  “CSPs may go bankrupt and shut down their services or CSPs may change

viability” and modify their services which will affect the client organizations.”
“There is a risk of public concern over the use of cloud computing for

R11 “Public Perception” hea!thcare data as it.is a widely available and shared computing
environment. There is also the challenge of how to educate end users on
cloud computing usage.”

“A potential risk posed by a flaw in the design, implementation, or

R12 “Single Point of Failure”  configuration of a circuit or system in which one fault or malfunction causes
an entire system to stop operating.”

R13 “Shadow IT” “Ad hoc and unauthorized use of IT services for work.”

4, Discussion

From Figure 2, it can be seen that there are differences in which risk classes are discussed in
technical reports and standards. However, due to the limited number of technical standards and
reports found, a percentage comparison was instead used as shown in Eq. (1).

p=%x100%

(1)

176



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 44, Issue 1 (2025) 169-180

20%
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Technical Report and Standards

Fig. 2. Technical Report and Standards Risk Classes

where n represents the number of technical reports and standards that discuss the risk class and m
represents the total number of technical reports and standards found. The percentage comparison
was divided into five levels for a fair comparison to be done as shown in Table 7.

Table 7
Percentage Level
Percentage Level

Minimum  Maximum Level
1% 20% 1
21% 40% 2
41% 60% 3
61% 80% 4
81% 100% 5

From the percentage levels in Figure 2, it can be seen that eight risk classes are in level 1 with the
risk classes being “R1 - Disruptive Force”; “R2 - Residing in the same risk ecosystem as the CSP and
other tenants of the cloud”; “R3 - Lack of transparency”; “R9 - IT organizational changes”; “R10 -
Cloud service provider viability”; “R11 - Public Perception”; “R12 - Single Point of Failure”; “R13 -
Shadow IT”.

Furthermore, it can also be seen that two risk classes are in level 2 which are “R5 - Vendor lock-
in and lack of application portability or interoperability” and “R6 - Security and compliance concerns”.
Besides that, another two risk classes are in level 3 which are R4 - Reliability and performance issues
and “R7 - High-value cyber-attack targets”.

Lastly, it is shown that there is only one risk class in level 5 with the risk class being R8 - Risk of
data leakage. These results show that a majority of risk classes being discussed in technical reports
and standards are not unanimously being agreed on with only one risk class agreed across all
technical reports and standards found. This shows that the discussion on risk classes apart from the
risk of data leakage (R8) has still not matured.

Meanwhile, the discussion of the risk of data leakage(R8) has matured as it has been discussed in
all technical reports and standards. Furthermore, IBM 2021 [22] and IBM 2022 [23] show that the
cost of cloud computing data breaches is also changing across the three public, private, and hybrid
cloud models. The public cloud model's average cost of data breaches had increased from $4.80
million in 2021 to $5.02 million in 2022. Meanwhile, the Private cloud model average cost of the data
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breach had decreased from $4.55 million in 2021 to $4.24 million in 2022. Lastly, the average cost of
a data breach in a hybrid cloud model has increased from $3.61 million in 2021 to $3.80 million in
2022.

5. Conclusion
To conclude, the goal of this study was

i.  tofind the prevalent risk classes of cloud computing projects in healthcare
ii. todiscover the risk classes discussed in technical reports and standards

The first and second goals were achieved through the discovery of 13 consolidated risk classes
related to cloud computing discussed in the technical report and standards which were:

i.  “Disruptive Force"
ii.  “Residing in the same risk ecosystem as the CSP and other tenants of the cloud"
iii.  “Lack of transparency"
iv.  “Reliability and performance issues"
v.  “Vendor lock-in and lack of application portability or interoperability"

vi.  “Security and compliance concerns"
vii.  “High-value cyber-attack targets"
viii.  “Risk of data leakage"

ix.  “IT organizational changes"
X.  “Cloud service provider viability"
xi.  “Public Perception"

xii.  “Single Point of Failure"

xiii.  “Shadow IT"

Furthermore, this study revealed that certain risk classes, such as "Data Leakage," are consistently
discussed across all technical reports and standards. However, there are also unique risk classes, such
as "Public Perception," which are addressed only in specific technical reports and standards. This
indicates that the discourse on many risk classes has not fully developed, except for "Data Leakage",
which is a common theme across all technical reports and standards. As such future studies may
explore these risk classes that have not yet matured to test their viability along with discovering its
causes, consequences, and control procedures. We hope that the results discovered through this
study can help academics, researchers, and practitioners recognize what are the prevalent risk
classes currently discussed regarding cloud computing in healthcare.

Throughout this study some limitations have been faced, firstly, as we did not have access to a
database of technical reports and standards, we were only able to use a search engine to find the
relevant articles. Second, as there were not a lot of technical reports and standards and academic
papers that discussed risk management of cloud computing in healthcare specifically, articles that
discussed the risk of cloud computing were also incorporated into the study.

Moving forward, we will validate the risk classes we have found with expert participants on
whether they have relevance or not in the current technological climate along with their maturity.
We also believe that more studies regarding risk management of cloud computing can be done
especially in essential sectors such as healthcare to increase the quality of life of citizens. This is to
maximize the positive aspects of embracing digital transformation technologies such as cloud
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computing, we must know what are the risks along with their causes and consequences that might
exist when adopting them.
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