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Malaysians have been exposed to the internet from a young age, and the COVID-19
pandemic in 2020 further increased internet access and gadget possession among
school children due to remote learning. However, this technological progress has also
brought about an increased risk of cybersecurity threats. To address this, a
cybersecurity awareness courseware was developed to prepare students to utilize
cyber infrastructure safely. The research paper focuses on cybersecurity awareness
among secondary school students in Malaysia. With technology integration in
education expanding, there was a pressing need to equip young learners with essential
cybersecurity knowledge and skills. The study has been aimed at developing an
interactive courseware to foster a proactive cybersecurity mindset, measuring its
effectiveness using data-driven analyses while considering the country's cultural and
educational context. The courseware was a web application with tailor-made modules
covering topics like Wangiri, phishing, email scammer, social media scammer, and
malware. It was designed in collaboration with Cybersecurity Malaysia, the authority
for enhancing cybersecurity in the country. The courseware underwent a test run in a
selected school, evaluating its success based on participant quiz scores. its
development employed the ADDIE method, ensuring a systematic approach. The
application of the courseware is expected to help increase cybersecurity awareness
among school students while exposing them to cyber threats, potentially reducing the
cyber-crime rate in Malaysia. The courseware has since shown promise as a potential
addition to the Malaysian school curriculum as a dedicated cybersecurity module.
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1. Introduction

Malaysian youth have grown up with widespread exposure to the Internet, starting from a tender
age. The outbreak of the COVID-19 pandemic in early 2020 necessitated remote learning, which led
to a surge in internet access and gadget ownership among school children. A 2020 survey by the
Malaysian Communications and Multimedia Commission (MCMC) found that 89% of respondents
were addicted to the Internet [1]. While this technological advancement has its merits, it also brings
forth heightened risks and threats concerning cybersecurity. This research paper focuses on the
pressing issue of cybersecurity awareness among secondary school students in Malaysia. As
technology continues to permeate education, there is an increasing urgency to equip young learners
with the necessary knowledge and skills to navigate the digital world securely. According to The Star
[2] in 2019, three out of ten Malaysian youths are victims of cyberbullying that affects their education
and social life, with the majority experiencing them through private messaging applications. The Star
also added findings from the United Nations Children’s Fund (UNICEF), that in Malaysia, out of the
more than 5,000 respondents, 457 or 9% admitted they had used digital platforms to harass or bully
others. The survey also found that 63% of the Malaysians, who took part in the poll, were not aware
of cyberbullying helpline services. These findings have become an emergency call for responsible
Malaysians to lead the younger generation to increase their cybersecurity awareness while
embracing the cyber world. Prof Dr. Mohamad Fauzan Noordin, head of the Cybersecurity Cluster for
Malaysian Crime Prevention Foundation in his statement to Bernama [3] stated that netizens must
be aware of the risks of using the internet especially when sharing their personal information since
it would be resourced by cybercriminals to be used against them for illicit gains.

The study was aimed at developing and implementing interactive and engaging courseware that
fosters a proactive cybersecurity mindset among students. The effectiveness of the courseware in
achieving its objectives was measured through data-driven analyses, taking into account Malaysia's
cultural and educational context. The courseware was designed as a web application featuring
various cybersecurity awareness modules tailored for school students. A selected school was chosen
to conduct a test run of the courseware, and its success rate was evaluated based on the quiz scores
of the participants. The courseware's development utilized the ADDIE method, a five-stage
educational technology development approach involving Analysis, Design, Development,
Implementation, and Evaluation tasks. In conclusion, safeguarding Malaysian students from cyber
threats necessitates the development and implementation of interactive cybersecurity awareness
courseware. By empowering the youth with essential knowledge and skills, we can create a
generation that is well-equipped to protect themselves and others in the digital realm. This initiative
not only contributes to a safer online environment for students but also bolsters the overall
cybersecurity landscape in Malaysia.

Courseware is considered one of the learning methods of Open Educational Resource (OER) which
was defined as technology-enabled, open provision of educational resources for consultation, use,
and adaptation by a community of users for non-commercial purposes [4]. OER includes learning
objects such as lecture materials, references and readings, simulations, experiments, and
demonstrations, as well as syllabi, curricula, and teachers’ guides [5]. The adoption of several
interactive elements in courseware is a feature that makes it gain in popularity as a method of
learning among students. It can also be used as a guided self-learning method for students where the
equipped guided interface will help students to understand the learning module and content easily
without the direct involvement of the instructor or teacher. Theoretical content adapted using
electronic documents, podcasts, or videos; can be delivered to students using standard courseware
[6]. Moreover, the flexibility that comes with courseware is another preference for students where
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students would initiate their lesson anytime and anywhere as long as they are accessible to the
required technology.

Along with courseware and OER gaining in popularity, the dependence on technology has also
increased. This trend has also exposed the cybersecurity threat arising among students. The
technology that students possess can serve a variety of purposes outside of education, especially for
teenagers who tend to share their personal information online. Even worse, in some cases, the cyber
world becomes their alternate reality through various applications and the variety of social media.
Based on the Royal Malaysian Police (PDRM) statistics [7], over the past two years, almost 80% of
rape cases reported to them involved friendships in the virtual world, and this is becoming more
acute and alarming as more and more sexual predators use false identities on the Internet when
hunting for victims. Children, especially school students who easily have access to gadgets and the
internet are the easiest targets since they lack exposure to cyber threats faced in the cyberworld. As
found by NACSA, 50% of the children in Malaysia were interacting on social media without parental
supervision, and 94% of Malaysian children were exposed to internet pornography [10]. These
alarming findings illustrate the seriousness of betrayal of trust and unethical conduct among school
children. School children themselves need to be educated about cyber ethics and the impact of
misconduct and unethical behaviour while embracing the cyber world. There should be no hesitation.
This issue has to be contained as early as in the school years so that it does not have a major impact
on school children [8] in the hope that cyber threats will not become a discipline issue among them.

Many countries such as the United States and Australia have initiated the cybersecurity
awareness module for public schools by including the cybersecurity curriculum for school children as
early as five years old up to 16 years old teenagers [9]. Through that curriculum, five-year-old kids
would be taught not to share information with strangers such as their birth date or full names, and
to “consult parents or guardians before entering personal information online”. In Malaysia, The
Ministry of Education (MOE) in collaboration with Cybersecurity Malaysia (CSM) plans to introduce a
National Cybersecurity Awareness Module to 300 primary and secondary schools nationwide [3].
Most of the cybersecurity awareness campaigns for school children require involvement and
cooperation from parents. This approach is necessary and extremely helpful for parents who also
need to be responsible but have limitations in delivering cybersecurity awareness to their children.
The cybersecurity awareness courseware would promote a comprehensive cybersecurity awareness
program as one of the methods of delivery [25]. The courseware adopted the ADDIE model as the
development model. The ADDIE model stands for Analysis, Design, Development, Implementation,
and Evaluation and is structured as a sequential task in educational technology development [12]. It
was developed for the U.S. Army by the Centre for Educational Technology at Florida State University.
ADDIE was later implemented across all branches of the U.S. Armed Forces. Educators, instructional
designers, and training developers find this approach very useful because having stages clearly
defined facilitates the implementation of effective training tools. As for this research, the ADDIE
model is referred to as an effective courseware development model for cybersecurity awareness
modules for schools in Malaysia.

Cybersecurity education has emerged as a critical aspect of preparing individuals, especially
young users, to navigate the digital landscape securely and responsibly. In this increasingly
interconnected world, the prevalence of cyber threats demands a proactive approach to fostering
cybersecurity awareness among school students. This section presents an extensive and
comprehensive review of existing literature related to cybersecurity education and awareness among
school students in Malaysia. The importance of cybersecurity education has gained significant
attention in recent years, as cyber threats continue to evolve and expand in complexity. Scholars
have emphasized that cybersecurity education is not limited to learning technical skills alone but also
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includes imparting knowledge on risk awareness, privacy protection, and responsible digital
behaviour [13]. Early exposure to cybersecurity concepts and best practices is essential, as young
users are particularly vulnerable to cyber-attacks due to their limited experience in the digital realm.
Researchers [14,15] highlighted the positive impact of cybersecurity education on individuals' cyber
awareness and behaviour. Participants who received cybersecurity education during their formative
years displayed a higher level of awareness and were less likely to fall victim to cyber-attacks. This
reinforces the significance of introducing cybersecurity education in schools as part of a holistic
approach to developing digital literacy and responsible online practices.

Incorporating cybersecurity topics into school curricula has been recognized as an effective
strategy to reach a wide audience of young users. By integrating cybersecurity lessons into existing
subjects like computer science, mathematics, and ethics, students can develop a well-rounded
understanding of digital safety and the ethical use of technology [16]. This multidisciplinary approach
not only strengthens students' technical skills but also instils critical thinking and decision-making
abilities necessary to navigate the digital landscape effectively. Malaysia has witnessed a concerning
rise in cyber incidents targeting young individuals, raising alarm bells about the need for improved
cybersecurity awareness among school students. The Cybersecurity Malaysia Annual Report (2021).
revealed that a significant percentage of cyber-attacks in the country targeted school students. These
attacks ranged from phishing attempts aimed at stealing personal information to cyberbullying and
harassment on social media platforms.

Malaysia Cybersecurity Strategy 2020-2024 states that the government has taken steps to
address cybersecurity concerns through initiatives like the National Cybersecurity Policy (NCSP) and
the CyberSAFE Program, the effectiveness of these programs in enhancing cybersecurity awareness
among school students remains a subject of inquiry. Understanding the current state of cybersecurity
awareness among students is crucial in designing effective and targeted educational interventions.
Despite the importance of cybersecurity education, several challenges exist when delivering
comprehensive and impactful programs to school students in Malaysia. Cyber threats are continually
evolving, and new attack vectors emerge regularly. This dynamic nature of cyber threats presents a
challenge to traditional teaching methods that may struggle to keep pace with the rapidly changing
landscape [17]. Educational content must remain current and relevant to address the latest
cybersecurity risks and provide students with up-to-date knowledge and skills. The digital divide in
Malaysia poses a significant obstacle to the widespread implementation of cybersecurity education.
Not all schools have equal access to digital resources and technology, particularly in rural and remote
areas [18]. This disparity limits the reach of cybersecurity educational initiatives and can exacerbate
the vulnerability of students in underserved regions. Cybersecurity education should not solely focus
on technical aspects but also on the ethical and behavioural dimensions of online interactions. While
technical knowledge is essential, instilling ethical values and responsible digital citizenship is equally
critical [19]. Encouraging students to be ethical digital citizens can contribute to a safer and more
respectful online environment, reducing instances of cyberbullying and other harmful online
behaviours.

Interactive learning experiences provide students with practical application opportunities to
reinforce their understanding of cybersecurity concepts. Simulated cyber-attack scenarios and role-
playing activities enable students to immerse themselves in real-world situations, allowing them to
develop critical thinking and problem-solving skills. Virtual labs and interactive quizzes offer hands-
on experiences that bridge the gap between theory and practice, empowering students to apply their
knowledge in authentic settings [21]. The active engagement afforded by interactive learning
methods enhances students' retention of information and equips them with practical skills to
safeguard themselves in the digital realm [24].
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Therefore, the courseware approach for the cybersecurity awareness module is an appropriate
tool to inculcate cybersecurity awareness for school students. Cybersecurity awareness should be
groomed by the school students themselves to avoid the misuse of cyber facilities and unethical
conduct in the cyber world. Among all those cybersecurity campaigns and awareness programs, the
cybersecurity courseware would become an essential tool to inculcate cybersecurity awareness in
school students since school students could make a self-study effort with minimum required
supervision from schoolteachers.

2. Methodology

By Creswell’s approach to sampling in research methodology, the selection of the sample
population is a critical element in study design. Assessing heterogeneity is an essential step,
particularly when examining a group of 23 schools. The degree of heterogeneity among these schools
can significantly impact the representativeness and generalizability of the study findings. If the
schools within the sample exhibit substantial similarities in terms of demographics, size, curriculum,
and other pertinent factors, selecting one school as a representative might be appropriate. In such
cases, this chosen school can effectively stand for the entire group due to the minimal variation
observed across the sample.

Conversely, when there is notable variability among the schools in the sample, whether it be in
demographics, size, curriculum, or other relevant factors, it becomes less likely for a single school to
accurately represent the entirety of the group. In these situations, a more comprehensive approach
to sampling and representation may be necessary to ensure a comprehensive and accurate reflection
of the diverse characteristics present within the population of schools under study.

Qualitative research methods were used in the cybersecurity courseware that involved collecting
and analysing non-numerical data to gain insights, understanding, and context regarding various
aspects of cybersecurity. These methods are crucial for understanding human behaviours, attitudes,
motivations, and perceptions related to cybersecurity. Utilizing open-ended questions in the quiz to
gather qualitative data on cybersecurity-related topics participants could provide detailed responses,
allowing for a deeper understanding of their thoughts and experiences. Besides, the quiz researcher
would be able to conduct interviews with the students after they have all finished their session with
the courseware. The purpose is to find in-depth information about their experiences, opinions,
challenges, and perceptions related to cybersecurity courseware.

As mentioned earlier, the ADDIE model was used to build the courseware. Below is the structure
based on the ADDIE model.

Analyse Design Develop Implement Evaluate
* Form 6 students of a secondary * Students need to understand e Web Based was chosen as the * The courseware was tested in e Results from the quizzes were
school in the Hulu Klang area the cyber security awareness main platform for the the secondary school in Hulu analysed.
were selected. module courseware. Klang * Interview session
* Urban Area * Students learnt to identify the e Videos, quizzes and interactive = 12-14 April 2023 * Observation of the students
* Aware about new technology threats in the cyber world, activities, = 3-day test and error with the while answering the quiz.
and trends. * Info graphics were used to * Mentimeter and quizzes were school students
* The objective was Awareness ensure that the information used for the quiz. * Form 6 students were involved
about Cyber Security. was clear * Flipmaker was used as a base in the courseware.
* Participating students could for the courseware.
educate the others about the e Adobe Photoshop and Adobe
awareness lllustrator were used to design

the surface.
* Final Cut Pro was used for the
video editing.
Infographics were used as the
main concept for this
courseware.

Fig. 1. ADDIE model structure for the courseware
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2.1 Scope

The cybersecurity awareness courseware is a collection of cybersecurity awareness materials that
were provided and suggested by multiple cybersecurity authorities in Malaysia such as CSM, NACSA,
PDRM, and Malaysian Communication and Multimedia Commission or MCMC Malaysia Cybersecurity
Strategy 2020-2024. As a result, the 2023 National Anti-Scam Tour in conjunction with the
celebration of Safer Internet Day (SID) 2023 was officiated by the Minister of Communications and
Digital, YB Fahmi Fadzil at CelcomDigi Tower, Petaling Jaya on 18 February 2023. The tour aimed to
provide education and awareness to users about methods of recognizing scam calls, procedures, and
the latest scam modus operandi as sharing tips and guidance to avoid becoming victims of scams or
cyber threats.

The envisioned web-based interface for secondary school students integrated essential features
to optimize learning progression. It systematically organizes educational materials, simplifying
navigation through the curriculum. This would allow students to track their progress visually, clearly
indicating completed and pending topics. Regular quizzes and assessments would be seamlessly
integrated into the interface, serving as a gauge for understanding and progress. Immediate feedback
and correct answers to these quizzes would facilitate comprehension. Furthermore, the platform
offers performance analyses over time, providing insightful metrics for students to self-assess and
identify areas for improvement. To enhance engagement, interactive elements such as drag-and-
drop exercises, multiple-choice questions as we as engaging multimedia-like videos and interactive
diagrams are embedded. A robust search functionality and filters would enable students to quickly
locate specific materials or subjects. Additionally, students could offer feedback on materials and
quizzes, contributing to continuous platform improvement. With a responsive design, the interface
ensures accessibility across various devices, promoting seamless learning experiences while
upholding security and privacy measures in compliance with regulations being of paramount
consideration.

Furthermore, in the realm of cybersecurity awareness research, qualitative methodologies centre
around interviews and quizzes as primary tools to delve into individuals’ perceptions, knowledge, and
behaviours regarding cybersecurity. Interviews are pivotal in qualitative research, providing a
platform for open-ended discussions with participants. Cybersecurity-focused interviews allow
researchers to probe participants about their thoughts, experiences, and understanding of
cybersecurity threats, best practices, and their overall digital behaviour. These discussions elicit a
gualitative understanding of how individuals perceive cybersecurity risks; what actions they take to
mitigate these risks and what challenges they face. Through narratives and personal anecdotes,
interviews can uncover the psychology behind security decisions and the factors influencing
individuals’ cybersecurity awareness.

Quizzes, although typically associated with quantitative assessment, can also be adapted
gualitatively. Instead of focusing solely on scores, open-ended questions within a quiz format can be
incorporated, allowing participants to explain their choices and thought processes when answering
cybersecurity-related questions. These qualitative insights provide a deeper understanding of the
reasoning, misconceptions, or uncertainties that participants might have regarding specific
cybersecurity concepts. Additionally, quizzes can serve as interactive tools during interviews,
prompting participants to actively engage with cybersecurity scenarios and share their responses,
fostering a dialogue and enriching qualitative data. By combining insightful interviews and interactive
quizzes, researchers can explore the nuances of cybersecurity awareness, gaining qualitative insights
into individuals’ knowledge gaps, attitudes, decision-making, and areas that require targeted
educational efforts. This holistic understanding is instrumental in tailoring cybersecurity awareness
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initiatives to effectively address the specific needs and perceptions of the audience, ultimately
enhancing overall cybersecurity resilience.

2.2 Limitation

As mentioned in the scope, the ADDIE (Analysis, Design, Development, Implementation, and
Evaluation) model is a widely used instructional design framework for creating effective educational
courses, including those in the field of cybersecurity. However, it is important to recognize certain
limitations when applying the ADDIE model to cybersecurity courseware development.

One limitation is the potential for inflexibility within the ADDIE model. The linear nature of the
ADDIE phases may not align well with the dynamic and evolving nature of cybersecurity. In
cybersecurity, new threats, technologies, and best practices constantly emerge, requiring rapid
updates and adjustments to course content and structure. The rigid sequence of the ADDIE model
may hinder the ability to adapt quickly to these changes, potentially leading to outdated or less
effective courseware.

Additionally, the ADDIE model may face challenges in adequately addressing the real-time, hands-
on nature of cybersecurity training. Cybersecurity skills are often best developed through practical,
interactive experiences such as simulations, labs, and live exercises. The ADDIE model’s emphasis on
systematic planning and design may not fully integrate or prioritize these crucial experimental
components, limiting the development of practical skills in a cybersecurity context.

Moreover, the evaluation phase of the ADDIE model may not fully encompass the comprehensive
assessment of cybersecurity courseware. Evaluating the effectiveness of cybersecurity training
involves not only assessing knowledge retention but also measuring applied skills, incident response
capabilities, and the ability to defend against real-time threats. The traditional ADDIE evaluation
framework may need augmentation to encompass these multifaceted aspects adequately.

In summary, while the ADDIE model is a valuable tool for instructional design, its inherent
structure and rigidity can pose challenges when applied to the dynamic and practical realm of
cybersecurity education. Flexibility, real-time practical experiences, and a more comprehensive
evaluation approach are crucial considerations for addressing the limitations and enhancing the
effectiveness of cybersecurity courseware developed using the ADDIE model.

This extensive research project is carefully intended to develop in three different and precisely
prepared phases. Each phase is meticulously intended to build on the one before it, resulting in a
progressive and unified investigative journey that attempts to get to the heart of the matter. This
method provides for a methodical investigation of the research issue, resulting in a detailed and
informative study. We want to offer useful insights and breakthroughs to the current body of
knowledge in the subject by carefully executing these three phases, increasing our understanding
and paving the road for relevant implications and applications.

3. Results

Concerned over the cybersecurity issues on children, the National Cybersecurity Agency (NACSA)
took the initiative of producing a cyber-parenting handbook [22] in the hope that cybersecurity
awareness among children could be conveyed through parent guidance and surveillance. Although
the role of parents is crucial in this problem, some constraints such as career, responsibilities in
society, and educating skills make cybersecurity awareness difficult to deliver to children through the
role of one party alone. Even a cybersecurity expert parent might face some difficulty in delivering
their expertise well to their children even though they are in the cybersecurity industry. On the other
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hand, Malaysian schools have the experience and dedication to educating and mind-shaping
youngsters with a structured curriculum [11]. This advantage can be utilized to inculcate
cybersecurity awareness practices among school children. Together with the parent’s responsibility,
the cybersecurity practice among school children could be used in grooming in many ways. Even
though there are possibilities that the school teachers' knowledge and expertise in cybersecurity can
be questioned, it can be overcome with the help of structured module cybersecurity courseware. The
planned courseware will contain all suitable materials for cybersecurity awareness that will be
properly tailored for Malaysian school students. It is also planned to be equipped with self-study
guidance to enable self-study skills with minimal supervision of school teachers [23].

The charts below show the main content structure inside the courseware. The research will only
focus on this content because of the secondary school level.

Cyber Security Awareness Courseware

Introduction About

Interactive Video The Cyber Security

Quizzes About The
Cyber Security

What Is
Scammers

Interactive Video

Types Of Scammers

Introduction Introduction Introduction Introduction Introduction
Interactive Video . : . . .
Wangiri Email Scammer Phishing Social Media Malware
Quizzes About The Quizzes About The Quizzes About The Quizzes About The Quizzes About The
Scammers Scammers Scammers Scammers Scammers

What Is Wangiri?

How Wangiri
Operates?

What Needs
To Be Researched

How You Should Act

What Is
EamailScammer

How
Email Scammer
Operates?

What Needs
To Be Researched

How You Should Act

What Is Phishing

How
Phishing
Operates?

What Needs
To Be Researched

How You Should Act

What Is Social Media

How
Social Media
Operates?

What Needs
To Be Researched

How You Should Act

What Is Malware

How
Malware
Operates?

What Needs
To Be Researched

How You Should Act

Fig. 2. Content structure in cybersecurity courseware

The insights derived from this research offered profound implications for cybersecurity education
among school students in Malaysia. This section delves into the nuanced analysis of the data,
exploring potential strategies to address the challenges encountered during the implementation of
an advanced courseware model. Undoubtedly, a cybersecurity awareness module tailored for school
children in Malaysia holds paramount significance, shaping their digital behaviour, guarding them
against cyber threats, and nurturing a secure digital environment for the nation as a whole. This study
was meticulously conducted in a secondary school in Hulu Klang, Selangor, employing a simple yet
effective sampling technique to gather responses from a sample size of 162 students. The
respondents comprised 78 males and 84 females. There were 73 students aged between 17-18 and
the other 89 students between 19-20 years old. Most of the students (comprising 126 students) were
not aware of the cybersecurity awareness campaign, while 36 students were aware of it.
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Fig. 3. Snap screen cover cybersecurity courseware

The importance of a cybersecurity awareness module for school children cannot be overstated,
particularly in the digital era where a multitude of online threats abound. This study illuminates the
efficacy of utilizing infographics to simplify complex cybersecurity concepts, enhancing students'
understanding and engagement with this critical subject matter. One prevalent scam that students
should be vigilant about is the "Wangiri" or "one-ring" scam, a deceptive ploy where scammers make
short phone calls to numerous numbers, encouraging callbacks. Students need to be aware that
returning these calls can lead to exorbitant charges on their phone bills. Thus, cybersecurity
education equips students with the knowledge to protect themselves from such scams, promoting
online safety. Scammers capitalize on premium rate numbers, leaving unsuspecting victims burdened
with unauthorized call charges. The research involving 162 students yielded encouraging results, with
147 students demonstrating a good understanding of handling calls from unknown international
numbers. This high level of awareness showcases commendable caution and vigilance among
students in today's digital landscape where scams and fraudulent activities proliferate. However, it is
imperative to address the concerns of the 15 students who expressed uncertainty about the
appropriate actions in such scenarios.

Email scammers engage in phishing, posing as reputable entities to deceive recipients into
divulging sensitive information. These scams, occurring through various communication channels,
underline the necessity of educating students on recognizing and combating them. Out of the 162
students surveyed, it is reassuring that 119 students exhibit a good understanding of how to
recognize and handle email scams. These students display awareness of the potential risks associated
with unsolicited emails, showcasing their ability to protect themselves. However, 42 students might
benefit from additional clarity and guidance on this subject.

Phishing is a deceptive and fraudulent technique employed by malicious actors to trick individuals
into revealing sensitive information, such as login credentials, financial data, or personal information,
by posing as trustworthy entities. These attempts occur through various channels like emails, text
messages, phone calls, or fake websites. Among the 162 students surveyed, a substantial number—
141 students—demonstrated a commendable understanding of what phishing entails and how to
identify it. Phishing represents a digital ruse where individuals impersonate trustworthy entities,
coercing recipients into divulging sensitive information through lures of urgency or enticing promises.
The danger lies in the attempt to create a sense of urgency, pressuring recipients to act hastily. It's
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essential to educate all students comprehensively, as evidenced by 12 students providing incorrect
answers and 9 expressing uncertainty about handling phishing attempts.

Similarly, the study sheds light on social media scams, illustrating the urgent need for enhanced
understanding and awareness. Only 112 students out of the 162 surveyed displayed a solid
understanding of social media scammers and their operations. Social media scammers employ
deceitful tactics on platforms to deceive users, exploiting trust and widespread usage for personal
gain or malicious intent. The presence of 50 students providing incorrect answers emphasizes the
critical necessity for education and awareness about social media scams, urging immediate attention
and targeted educational efforts to bridge this knowledge gap. To mitigate risks, individuals should
exercise caution and scepticism online, refraining from sharing personal information and engaging
with suspicious links or unverified profiles. Educating students and the wider community about the
red flags associated with social media scams is crucial, fostering a culture of awareness and
promoting safe online practices.

Penipuan . Mal

. ¥ alware
Media Sosial

E]Q'.'.Q

Promosi yang menarik di akaun ‘Malware’ beroperasi fanpa
media sosial, laman web serta kesan, licik mencuri maklumat
platform membeli-belah palsu. peribadi dan mengaktifkan
Terdapat juga mangsa dihubungi dan ditawarkan kad mikrofon dan kamera tanpa kita sedari. Muncul
hadiah percuma. Profil palsu untuk temujanii juga iklan, aplikasi dan caj yang fiba2 wujud serta
adalah taktik yang selalu digunakan. bateri telefon cepat habis.

4 Hanya muat turun aplikasi dari laman web
= rasmi

Jangan kongsi sebarang info peribadi/kod OTP

Kemas kini peranti

Rujuk laman rasmi/kedai yang sah untuk %
mengesahkan sebarang promosi

Imbas peranti untuk mengesan virus dan
padamkan aplikasi secara manual atau set
semula peranti pada tetapan kilang

Hubungi pihak bank/ penguatkuasa tempatan
untuk mengesahkan maklumat.

Fig. 4. Snap screen inside cybersecurity courseware

Furthermore, the research highlights the need for a greater understanding of malware and its
potential threats. Only 132 students out of 162 demonstrated a clear understanding of this topic. A
malware scammer is an individual or a group that deploys malicious software, known as malware,
with the intent to harm users' devices, steal personal data, or compromise their security. Various
forms of malware, such as viruses, spyware, ransomware, or trojan horses, often disguise themselves
as legitimate software or files. The concerning aspect is that 21 students provided incorrect answers
about malware, and 9 students expressed uncertainty in handling malware-related situations. This
underscores a critical gap in awareness and education about cybersecurity threats like malware and
the essential precautions required to stay safe. Malware can have severe consequences, including
identity theft, financial loss, or device damage. It's crucial to educate students and the broader
community about recognizing suspicious signs, avoiding downloads from untrusted sources, regularly
updating security software, and not clicking on unfamiliar links or email attachments. Additionally,
emphasizing the importance of regularly backing up data and reporting any suspicious activities can
enhance protection against malware. Empowering students with knowledge on how to recognize,
prevent, and respond to malware attacks is paramount. This includes fostering a culture of reporting
potential threats and seeking assistance from trusted sources. With a collective effort to enhance
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awareness and understanding, we can fortify our defences against malware and create a safer digital
environment for all.

Halang kebenaran kepada
Terangkan mengenai Gunakan kata laluan apﬁkafi lain untuk akres

privasi kepada keluarga yang efisyen peranti sepenuhnya

Amalan Privasi PR

o . . .
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atau membuka sesuatu atau video berlebihan di
an d a d a | am - fail media sosial

talian ‘ b »

Layari laman web Lindungi tetapan privasi 5
dipercayai sahaja, ikon dan hadkan akses kepada Elakkan daripada dedah

bermula dengan http:// sahaja diri dalam talian

berbentuk mangga atau orang yang dipercayai terlalu banyak maklumat ‘
Fig. 5. Snap screen video cybersecurity courseware

During the interview, there were two questions asked of the students. Below are the questions
and the answers given.

3.1 Why a Cybersecurity Awareness Module is Extremely Essential for School Children?

More than half of the students (138 respondents) did not understand the cybersecurity
awareness content while only 24 students understood the content from the cybersecurity awareness
campaigns that they watched in the media. There were three reasons why the students did not
understand the cybersecurity awareness courseware. It was too complicated with too much
information about cybersecurity. Most of the students skipped the information about the awareness
when the graphics were too dull and uninteresting.

After the courseware session with the students, the researchers found that 92 out of 162 students
were able to understand cybersecurity awareness while using the internet. Most of them agreed that
by enhancing the graphics in the courseware they were more focussed on the content. When using
infographics as the main mode of information, the students could understand more about the
content. Infographics played a crucial role in the courseware for several reasons. They are effective
tools for presenting information in a visually appealing and engaging manner, making complex
concepts easier to understand. As visual representation, infographics use a combination of images,
icons, charts, and text to present information in a concise and visually appealing way. Visuals can
enhance learning by providing a clear representation of concepts, making it easier for learners to
process and retain information. Normally infographics simplify complex concepts and course
materials often contain complex information that may be challenging for learners to grasp.
Infographics break down these complex ideas into smaller, digestible chunks, making it easier for
students to understand the content. Visuals are known to enhance memory retention and recall.
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Infographics create a memorable learning experience, helping learners recall information more
effectively during exams or real-world applications. Data and information are well organized. This is
because infographics allow course designers to organize information in a structured and logical
manner. By using visual hierarchy and layout, important points can be emphasized, and connections
between different ideas can be illustrated clearly. In courses that involve data analysis or statistics,
infographics can effectively present data in a visually appealing way, making trends and patterns
more evident and easier to comprehend [15].

3.2 How was the School Students’ Acceptance of the Cybersecurity Awareness Courseware?

Cybersecurity education has evolved as a vital pillar of knowledge in today's digital environment.
The recently implemented revolutionary cybersecurity courseware has received great appreciation
for its novel approach to engaging and informing students. This courseware goes beyond standard
approaches by engaging students in interactive activities that build better knowledge and respect for
the challenges of cybersecurity.

The courseware's interactive design, which has struck a deep chord with students, is fundamental
to its success. Many people have cited this feature as being crucial in piquing their interest and
improving their understanding of cybersecurity principles. The courseware demystifies complex
topics through immersive learning experiences, making them more approachable and relevant.
Students not only internalize academic information but also develop the practical abilities required
for real-world application as a result of this strategy. The use of practical activities and simulations
improves the courseware's efficacy even more. Students have commended these hands-on
components for bridging the theoretical and practical divide. Participants receive essential
experience in applying theoretical principles to real-life settings by participating in simulated cyber
threat scenarios. This active learning not only broadens their awareness but also gives them renewed
confidence in their capacity to mitigate possible cyber hazards.

Among the 162 students in the cohort, 135 indicated substantial gains in their understanding of
cybersecurity topics after engaging with the courseware. Notably, a significant majority of these
students successfully turned their knowledge into practical abilities, applying essential insights to
real-world circumstances. This practical knowledge not only improves individual cyber resilience but
also allows students to have an impact outside of the classroom.

The good impact of the cybersecurity courseware on participants' families is a stunning
testimonial to its transforming impact. Students have taken on the role of cybersecurity champions
inside their own houses, armed with increased information. They have bridged the cybersecurity gap
for their family members through patient advice and open communication, establishing a culture of
alertness and secure internet practices. As a result, their loved ones are protected from potential
cyber-attacks. The influence of the courseware extends beyond individual lives, influencing the digital
behaviours of entire communities. The growth of a feeling of personal responsibility and a communal
commitment to ensuring a safer digital environment is at the base of this ripple effect. As more
people take on the role of cybersecurity advocates in their social networks, the combined impact of
their actions enhances the collective cyber defence.

Finally, the development of new and engaging cybersecurity courseware signals a watershed
moment in cybersecurity education. Its emphasis on interactive learning, practical application, and
the development of cybersecurity champions within families and communities demonstrates its
enormous influence. The courseware builds the groundwork for a safer digital world by providing
students with the skills to integrate theoretical knowledge into actionable insights. As these young

186



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 58, Issue 1 (2026) 175-189

cybersecurity experts continue to advocate for online safety, their efforts will strengthen the digital
landscape for future generations.

4. Conclusions

In conclusion, this research emphasizes the urgency of inculcating cybersecurity awareness
among school students in Malaysia. The data analysis underscores the importance of early education
to equip students with the knowledge and skills to navigate the digital landscape safely and
responsibly. The application of an advanced courseware model, enriched with gamification and
interactive elements, demonstrated its efficacy in enhancing students' understanding of
cybersecurity issues and fostering ethical online behaviour.

Addressing challenges such as the digital divide and providing adequate teacher training will be
crucial to the sustainable implementation of the courseware on a national scale. The long-term
impact of the program will be evaluated through follow-up surveys, providing valuable insights for
future improvements and iterations. Overall, by empowering the younger generation with
cybersecurity awareness, Malaysia can take a proactive stance against cyber threats, creating a safer
and more secure digital future for its citizens. Introducing cybersecurity concepts to secondary school
children in Malaysia is of paramount importance, given the high prevalence of internet usage among
this age group. Malaysian secondary school children are active users of digital technologies, making
them vulnerable to various cybersecurity threats and risks. In today's digital age, these students,
being part of the digital native generation, are growing up with technology as an integral part of their
lives. Incorporating a dedicated cybersecurity awareness module into their curriculum is essential to
ensure safe and responsible internet usage. This is particularly crucial as secondary school students
often spend a considerable amount of time online and may exhibit careless or reckless behaviour in
using computers and digital devices.

Research indicates that, despite the many benefits of the internet, there are notable negative
aspects related to its use. Protecting personal information is a significant concern, and it is vital to
educate secondary school children about the importance of safeguarding their data to mitigate risks
such as identity theft, phishing, and other cybercrimes. Studies have shown that secondary school
children in Malaysia, ranging from 12 to 19 years old, tend to overshare information online and lack
awareness of how to protect sensitive data. Cyberbullying is a prevalent issue affecting youth in
Malaysia, including those in secondary schools. According to the United Nations Children’s Fund
(UNICEF), cyberbullying is a significant concern in Malaysia, underscoring the urgency of integrating
cybersecurity education into the curriculum. Educating secondary school children about
cybersecurity empowers them to recognize and report cyberbullying incidents, thereby fostering a
safer online environment. Incorporating parents into the cybersecurity education of secondary
school children is equally vital. Well-informed children can effectively share their knowledge with
their parents, enabling families to collectively understand potential online threats and risks. This
collaborative approach ensures a safer digital environment for the entire family and promotes
responsible digital citizenship.

As cyber threats continue to evolve, early education on cybersecurity equips secondary school
children with the necessary skills and knowledge to protect themselves and their communities from
cyber-crimes effectively. Integrating responsible digital citizenship with cybersecurity awareness
fosters a positive online community, encouraging ethical online behaviour among secondary school
children in Malaysia. Ultimately, this comprehensive approach to education empowers Malaysian
secondary school children to navigate the digital world securely and contribute positively to the
online society.
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