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introduces a novel efficient and guarded scheme for encrypting videos as well as
images using a 4D hidden chaotic system and application in Al-developed real-time
video. A chaotic system is used for developing a unique scrambling process and for the
diffusion process. Such an encryption method is rare in recent findings. Various
performance analyses are employed to assess the efficiency and resilience of the
algorithm. The large key range enhances the algorithm's security against brute force
attacks and the careful adjustment of keys empowers the chaos to create different
sequences of pseudo-random numbers, which significantly influences the proposed
algorithm. The correlation coefficient is close to zero and NPCR is at least 99.62%, UACI
is at least 33.50%. After encryption, the histogram is uniformly distributed, key space

Keywords: is extensive with 103, and the three-dimensional intensity plot of the encrypted

image also exhibits uniformity. Moreover, the encryption algorithm can overcome
Real-time video encryption; image several noise attacks such as salt and pepper noise, Gaussian noise additionally
encryption; scrambling; diffusion; secure  provides strong resistance against clipping attacks, underscoring the algorithm's
communication effectiveness and resilience.

1. Introduction

With the rapid development of the Internet of Things (loT) and communication technologies and
with the accessibility of multimedia applications, videos have emerged as the predominant medium
for conveying information in visual communication. Therefore, to prevent the transmitted video from
unauthorized users the video should be encrypted before transmitting or storing. The video data is
characterized by special features for instance bulk capability, high ratio of repetition, and its pixels
are highly correlated to each other. As a result, performing the video encryption process is required
to develop an efficient and secure video encryption algorithm. However, established encryption
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methods like the Advanced Encryption Standard (AES), Rivest-Shamir-Adleman (RSA), and Data
Encryption Standard (DES) are unfit for real-time applications [1].

In the Video complete encryption process, video is not considered as a total data format, it splits
into frames and then the encryption process is applied and it also ignores the correlations between
video frames. This leads to an augmentation in the algorithm's complexity, resulting in an enhanced
level of security and effectiveness in the encryption process. In the recent era of advancement in loT,
Multimedia encryption can be utilized in medicine and healthcare [2-5], satellite video [6], science
and technologies [7,8], online education content [9], military, and Judicial systems in protecting the
witness, etc. Numerous multifaceted applications in modern life, have led to the development of
several video encryption methods [10-14].

Due to the complex properties like ergodicity, non-convergence, non-periodicity, sensitivity to
parameters, and initial condition, the chaotic system [15,16] attracts special attention in multimedia
encryption methods. Several image encryption techniques based on chaotic maps have already been
developed [17-19].

In 2020, Wang et al.,, [20] developed an image encryption scheme based on Fisher-Yates
scrambling and 5D fractional order cellular neural network, where the diffusion technique was
controlled by the chaotic neural network system. In 2021, Rahman et al., [21] proposed a chaotic
system-based encryption process for grey-scale images. In 2022, by utilizing the Lorenz chaotic
system and cellular automata and S-box as key tools Alexan et al., introduced a colour image
encryption technique [22]. In 2023, Alexan et al., [23] by employing several discrete chaotic maps
and KAA map, proposed a colour image encryption technique, specifically for square images. In 2023,
Alharbi et al., [24] developed an encryption technique for grey-scale images by utilizing an eight-
dimensional chaotic system. To increase the effectivity of the algorithm some of these studies utilize
higher dimensional chaotic systems. Though the higher dimensional systems increase the complexity
of the encryption method than the lower dimensional system, it consumes lots of computational
effort, which is not suitable for real-time application. Also, some of the techniques used several
complicated techniques for the encryption processes, which increases the efficiency of the algorithm.
Since these processes require a significant amount of computing work, they are not suitable in the
extension for the real time video encryption techniques. However, the number of chaos-based video
encryption methods is comparatively less.

In 2020 Liu et al., [25] developed a video encryption technique based on integer dynamic coupling
tent mapping. Several analysis results show that the algorithm is less efficient in the sense of key
sensitivity and pixel correlations. In 2022 Benrhouma et al., [26] proposed a video encryption
technique based on singular value decomposition and a Chaotic system. Here the encryption is
performed in a selective frame considered as an image, instead of the whole video, which is less
secure, and the described algorithm was simulated only for grey-scale images. In both algorithms,
the analysis for noise and clipping attacks has not been carried out, which is more necessary in
dedicated encryption algorithms for remote communication systems. In 2022 El-Mowafy et al., [27]
developed two chaotic system-based video encryption techniques. The first algorithm is based on
the chaotic map-based random keys and the second method has been proposed by using the chaotic
system and both steganography and cryptography tools. Several discrete chaotic maps are utilized,
which are lower dimensional, which are of lower complexity. As a result, the algorithm is less complex
in the sense of the order of the chaotic map. In 2023 El-den et al., [28] discovered a video encryption
algorithm based on chaotic systems and skewed maps. The scrambling process is based on two
chaotic linearly symmetric maps and one chaotic tent map. For the diffusion scheme, both linearly
symmetric chaos maps and a distorted form of chaotic tent map are employed to create keys. In this
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case, also, encryption is not performed for every frame, which indicates less security than, the whole
video encryption by considering the video as a sequence of images.

Despite having some groundbreaking discoveries, these algorithms have a number of drawbacks.
Therefore, to overcome these issues in this paper an efficient image encryption technique for colour
images of any size has been developed, based on a four-dimensional chaotic system, which can
provide comparatively less computational efforts with high complexity. The encryption method is
complex in structure but consumes comparatively less computational effort and also has extended
the encryption techniques for the videos, which can effectively encrypt real-time video in secure an
efficient manner. Several analyses confirm the efficiency and reliability of the algorithm. It is
observed that this image encryption part of the algorithm is efficient and more secure compared to
other existing work [18,19,22,23,29,30].

This paper illustrates these subsequent key aspects:

i.  The proposed video encryption algorithm is separated into three parts in the first part
images are constructed from the video then an image encryption technique is developed
for encrypting those images and in the last part an image sequence is developed to create
an encrypted video.

ii.  In this encryption method the images are constructed from consecutive cluster frames
and a user input is taken for choosing the number of frames (one or more than one frame
at a time), which enhances the complexity of the algorithm.

iii. A matrixis constructed to perform the bitwise XOR operation, with its columns consisting
of pseudo-random numbers. The matrix size corresponds to the dimensions of the image.

iv.  Videos of any dimension can be encrypted using this scheme.

v.  Keyspace analysis, key sensitivity analysis, histogram analysis, three-dimensional pixel
intensity and robustness analysis against external noise like salt and pepper noise,
Gaussian noise, anti-clipping attack analysis are performed for a frame of the video to
analyse the effectiveness and randomness of the algorithm and the image encryption
technique is used for encryption a sample image which is used in adjacent correlation
analysis, and analysis for differential attacks such as UACI (unified averaged changed
intensity) and NPCR (number of changing pixel rate), which are executed to verify the
algorithm's efficiency and effectiveness.

vi.  Recently an Al-based powerful tool WALDO 2.0 is developed to detect objects extremely
fast from drone footage. Which can efficiently capture the real footage of moving objects
from very far distances. But it is also needed to secure that footage from unauthorized
users. We have used the footage captured using this Al-based tool and available at
https://www.linkedin.com/posts/aigpt ai-will-be-tracking-our-every-move-you-are-
ugcPost-7095231106177765376-4MKz?utm source=share&utm

medium=member_android, to perform the proposed novel video encryption algorithm.
Here the video is compressed into 256 X 256 size for easier demonstration and split into
844 frames.

The subsequent sections of this work are structured as: In section 2 a 4D chaotic system based
novel video encryption scheme and the algorithm for video decryption are demonstrated. The
application of the encryption algorithm in real-time application is demonstrated and some
performance tests are also performed in section 3.
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2. Methodology
2.1 Chaotic Map

To perform the encryption algorithm the four-dimensional chaotic map with four parameters
proposed in [31] is used here. The chaotic system is as follows

(dx _ 2

dt y—2z

d

—y=x+ay

Qa (1)
dz
—=bx—cz+xz
dt

d
k—wz—dx—zw
dt

The chaotic system Eq. (1) described in [31] has hidden type attractor with infinite equilibrium
points and the phase portraits are shown in Figure 1, and show different dynamics for different
parameter values, which indicates the sensitivity of the system with the parameter values. It also
possesses fixed point and chaotic multistability. Which indicates that the system is also sensitive to
initial conditions. The amplitude of the chaotic signal can be changed, without changing the chaotic
structure, by coupling an amplitude control parameter. As a result, different chaotic attractors can
be generated for fixed parameter values and initial conditions and different amplitude control
parameters. Therefore, the system contains rich dynamics to apply in pseudo-random number
generation in the video encryption process.

(a) (b) (c)
Fig. 1. Chaotic system's phase diagram by fixinga = 0.38,b = 0.3,c = 5.7,d =
0.4 and initial condition (0.8, 0.05, 1.5, 1), in (a) x-z, (b) x-w, (d) z-w planes

2.2 The Suggested Encryption and Decryption Algorithm
2.2.1 Slicing the video

The methodology involved in extracting individual frames from a video comprises a step-by-step
approach that has been widely applied in practical video analysis. The procedure, executed using the
OpenCV library, starts with data acquisition and preprocessing, where the video dataset is prepared
for analysis. Subsequently, the video file is loaded into the program, and the OpenCV VideoCapture
function facilitates frame-by-frame traversal. The Mechanism of the algorithm is shown in Figure 2(a).

2.2.2 Merging image sequence into video
The procedure to convert an image sequence into a video involves leveraging OpenCV's

capabilities for image processing and video creation. The essential libraries like cv2 for image and
video manipulation and, an operating system for file and directory operations are imported. The
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settings for the resulting video are specified, encompassing critical parameters such as the output
video's title, resolution dimensions, frames per second (FPS), and the codec used for compression.
The image files within the directory are organized sequentially so that the images are processed in
the correct sequence to form a video. We have used the VideoWriter object to write the images into
avideofile. Ititerates through all the image sequences and preprocesses it to form a converted video.

Splitting video into Original image
frames Chaotic system P(G,:0)

l : :

—————— Shifting rows

Importing the Matrices with pseudo-random
packages number sequences l
—_—
l Shifting columns
Reading the file and creating Divide into blocks
an output directory l
l Shuffling blocks row wise
Looping through the frames and l
storing each frame per second Divide into blocks
l —— Shuffling blocks column wise
It results in 844 frames l

Scrambled image

(a) (b)

Fig. 2. (a) Mechanism of splitting video into frames, (b) flow chart for Scrambling (For
scrambling repeat step 2 to last step 256 times)

2.2.3 Encryption algorithm

In these algorithms floor(x) is used to round each element of x to the nearest integer which is
less than or equal to that element, mod(a, m) returns the remainder after the division of a by m,
ceil(x) rounds each element of x to the nearest integer greater than or equal to that element.

Algorithm 1: Generation of Pseudo Random Number for Scrambling

INPUT: Chaotic system, system parameters a,b,candd, initial condition
(x(O),y(O),z(O) and W(O)), height M and width N of the image from multiple consecutive cluster
frame

OUTPUT: Matrices using pseudo-random number sequences, T(:,i),D(:,i),F(:,:,i),G(:,:,0),
i=123

1. Solve the system wusing the parameters a,b,c,d and an initial condition
(x(O),y(O),z(O),W(O)) and store the solution set for x, y, z and w in the columns of the matrix

X(,:).

2. fori =1:3
3. E = mod(X(1:256:256 x (M — 1),i), M)
4, al is the position of the M elements of E by arranging them in ascending order.
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5. T(,i)=al

6. end

7. fori =1:3

8. E = mod(X(1:256:256 X (N — 1),i),N)

9. al is the position of the N elements of E by arranging them in ascending order.
10. D(:,i) =al

11. end

12. fori =1:3

13. al = ceil(N/4)

14. forj=1:al

15. E = mod(X(1:256:256 X (al — 1),i) + j?,al)

16. b1 is the position of the elements of E by arranging them in ascending order.
17. F(j,:,i)=b1

18. end

19. end

20. fori =1:3

21. al = ceil(M/4)

22. forj =1:al

23. E = mod(X(1:256:256 X (al — 1),i) + j?,al)

24, b1 is the position of the elements of E by arranging them in ascending order.
25. G(j,:,i)=>nh1

26. end

27. End

Algorithm 2: Scrambling each image obtained from multiple consecutive cluster frame (Figure 2(b))
INPUT: Image (P(:,:, 1)) from multiple consecutive cluster frames of a particular colour channel with
height M and width N, matrices using pseudo-random numbers
TG,i),DG,0D),F(G,:,0),G6(0,:,10)
OUTPUT: Scrambled image I(:,:, i)
1. Generate the sequence T(:, i) from Algorithm 1.
2. Change the position of rows of P(:,:,i) according to T(:, i) and create a matrix R(:, :, i).
(IfT(j,i) = g, the j-th row of image P(:,:,i) will be g-th row of R(:,:, 1))
3. Rotate R(:,:, i) into 180°.
4. Generate the sequence D(:, i) from Algorithm 1.
5. Change the position of the columns of R(:,:,i) according to D(:,i) (similar to step 2) and
create a new matrix P1(:,:, i).
6. Rotate P1(:,:, i) into 180°.
7. Divide P1(:,:, i) into 4 X 4 blocks, if 4 does not divide M or N then collect the remaining row
wise or column wise. (e.g., if M = 641 and N = 640, then there will be 160 blocks in row wise and
column wise 160, 4 X 4 blocks and the remaining one will be 1 X 4 block).
8. Generate the matrix F(:,:, i) using Algorithm 1.
9. Shuffle blocks in j-th row using F(j,:,i) and call it P1(:,:,i).
(For each row use the similar method as described in step 2)
10. Divide P1(:,:,i) into 4 X 4 blocks, similar to step 7.
11.  Generate the matrix G(:,:, i) using Algorithm 1.
12.  Shuffle blocks in j-th column using G(j,:, i) and call it P1(:,:, i).
(For each row use the similar method as described in step 2)
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13. Using the output from step 12 repeat step 1 to 12, 256 times to scramble the image efficiently.
Call the scrambled image I(:, :, i).

Algorithm 3: Generation of a matrix for diffusion

INPUT: Chaotic system, system parameters a,b,cand d initial condition
(x(O),y(O),z(O) and W(O)), height M and width N of the image from multiple consecutive cluster
frame

OUTPUT: Matrix A(:, :, 1) whose entries are pseudo random numbers

1. Solve the system using the parameters a,b,c,d and the initial condition
(x(0),y(0),z(0) and w(0)) and store the solution set for x, y, zand w, in the columns of the matrix
X(@,:).

2. g = mod(floor((X(:,i)/256) x 10% + X(:,4) x j x 101*),256)

3. A matrix A(:,:,1) is constructed from g with the same size as the size of the video and the
columns are a set of pseudo random number (PRN) sequences chosen from g.
4, The number of sets of generated PRN sequences is similar to the number of columns (width)

of the video. Each PRN sequence comprises pixel values corresponding to the video's row number
(height).In each column sequence, elements are from 0 to 255 and those are chosen from the pseudo
random number sequence g.

5. For video of height M there will be floor(M /256) complete sequence of PRN from 0 to 255
collected from g. The former 256 values are non-repeated 256 PRN from 0 to 255 collected from g
and rest of the PRN values in g will be used for generating the next sequence of length 256 and using
the similar method all the full sequences will be generated and rest of the portion will be covered by
the remaining part of g using non-repeated PRN value from 0 to 255. (Demonstrated in Figure 3).

Position: 1 2 3 4 5 320 321 322 323 324 325 326 580 581 582 583 584

\20|1(§0|20\30\ 4| \25\35|7o\101\200\201|35\ \37|89\52]11|150| ...... \
N\ N Y
e '
l Without repetition 1 Without repetition
256 number sorting : 128 number sorting
\20|100|30\ 4] |25\35\1o1i200\201\ \89|47|55\150\
N /:\ )
' H '
256 ! 128

Fig. 3. Demonstration of generation of a column of length 384, Yellow shaded set denotes the Pseudo
random number sequence, the red shaded set denotes the first 256 random numbers in that column
and the blue shaded set denotes the last 128 random numbers of the column
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Algorithm 4: Diffusion Process
INPUT: Matrix A(:,:, 1), the scrambled image I(:,:, i) (obtained from algorithm 2)
OUTPUT: Diffused image J (3, :, ).

1 forj=1:M

2 fork =1:N

3 if(j==1)&&(k =1) // bitxor for first element

4. JU kD) =AG kD 10k, 1)

5. end if

6 if (j ==1)&& (k > 1) // bitxor for elements in first row except first element

8 end if

9. if(k==1) && (j > 1)

10. JGok, D) = (A, kD) @ 1(), kD)) ®J(j — 1Lk, 1)

11. end if

12. if(k > 1)&&(j > 1) && (k < floor(N/2))

13. Gl = (JG k= 1,0 @ (420, ) @ 10,k D)) @1 = Lk + 1,0)
14. end if

15. if (k > floor(N/2))&& (j > 1)

16. JGle ) = (JG k= 1,0 @ (420, ) @ 10,k D)) ©J( = Lk = 1,1)
17. end if

18. end for

19. end for

Algorithm 5: Video Encryption Process

INPUT: Original Video with height h and width w, Chaotic system, system parameters a, b,c and d,
initial condition (x(O), y(0),z(0)and W(O)), t (for making the image for encryption)

OUTPUT: Encrypted Video

1. First slice the video into frames, where each frame is of height h and width w.

2. Collect t (Ranging from 1 to the total count of divided frames) consecutive frames from the
image sequence stating from first frame and by joining them make images in cluster form. If after
collecting a group of t frames from the beginning, some frames (less than t) remain, then also collect
the rest of the frames and make one image.

3. The encryption algorithm will be utilized in those images from multiple consecutive frame
clusters.

4, For an image with height M and width N, split the image into three colour channels and apply
the scrambling algorithm (Algorithm 2) for each one.

5. To perform the diffusion process, generate the matrix A(:,:,i) from the chaotic system
(Algorithm 3), which is of the same size as the image of step 4.

6. Perform the bitwise XOR operation (Algorithm 4) for each colour channel.

7. Combine all the colour channels and make an encrypted image.

8. Split the encrypted images into frames.

9. Merge the image sequence to make the encrypted video.
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2.2.4 Decryption algorithm

The reverse method of the above Encryption algorithm is applied by using the keys as the system
parameters a, b, ¢, d; (x(0),y(0),z(0) and w(0)) as initial condition and a user input constant t. In
the decryption process after slicing the video into frames the images from multiple consecutive
frames need to be produced and each image will be decrypted using the back propagation method
of the image encryption process for the original video the images will be split into frames and then
by merging the image sequence the original video will be obtained.

3. Result
3.1 Application of the Scheme on a Real-Life Video Footage

The algorithm is simulated for the system parameter values a = 0.38,b = 0.3,c = 5.7,d = 0.4
and initial condition (0.8,0.05,1.5,1) and t =1, for the video described in introduction with
dimension 256 X 256. The algorithm's simulation is illustrated in the Figure 4 and also the decrypted
image is shown there.

Original Video

lSpIitt'ing into frames

Frame 87 Frame 136 Frame 287 Frame 686

RGB splitting l RGB splitting 1 RGB splitting l RGB splitting
Encrypnon of images Encryption of images Encryption of images 1 Encryption of images
Combine RGB Comblne RGB Comblne RGB l Combine RGB

Combine all frames

Decryption method

Encrypted Video

Original Video

Fig. 4. Video encryption process and decrypted video for parameter values a = 0.38,b = 0.3,c = 5.7,d =
0.4 and initial condition (0.8,0.05,1.5,1) andt =1
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3.2 Performance Analysis
3.2.1 Analysis for key space

The size of the key space is one of the important key characteristics to estimate the cryptosystem
strength against brute force attacks [32]. To prevent this attack, the size of the key space must be at
least 2190 [33]. The numerical keys for the algorithm introduced in this paper comprise of the four
parameters a, b, ¢, d and (x(O),y(O),Z(O) and W(O)) as the initial point for the chaotic map in [31]
and a user input key t and height and width of the video. As per [34], if the accuracy for the computing
system is 107>, then key space size becomes at least (10'>)° = 103> for the proposed video
encryption scheme which is much higher than 2190, Hence, the algorithm ensures protection against
brute force attacks.

3.2.2 Analysis for key sensitivity

For any small perturbation in keys the change in encrypted image is known as key sensitivity.
Since the chaotic system [31] is highly sensitive in parameter values and initial conditions, therefore,
the generated pseudo-random number sequences from the chaotic system will be totally different
for any tiny change in these values, which will affect the encryption process and the encrypted image
will be totally changed. By evaluating UACI and NPCR key sensitivity can be utilized. Considering the
encrypted image C1 for original one and C2 as an encrypted image with change in key, with
dimension m X n. For two encrypted images of the original Lena RGB image with different keys,
NPCR and UACI are calculated (Table 1) using the formula given below (Eq. (2) and Eq. (3)). To assess
the key’s sensitivity during the encryption process, key w(0) is slightly disturbed by adding 10715,
After encryption using original and disturbed keys, both encrypted images are different from each
other.

Table 1
NPCR and UACI values for small perturbations in keys
NPCR (%) UACI (%)
Key handling  Red Green Blue Red Green Blue
w(0) 99.5987 99.6231 99.5895 33.4553 33.5743 33.4531
w(0) + 10715

Figure 5 shows the different encrypted images ((b), (c)) for the keys w(0) =1 and w(0) =1+
10715, To distinguish between two encrypted images NPCR and UACI are calculated. Since NPCR
values are more than 99.589% and the UACI value is at least 33.453%. Therefore, for small changes
in the keys, the encrypted image is totally changed. Which indicates the sensitivity of the keys in the
algorithm.

NPCR =

2i,jD(.J)
mxn

x 100% (2)

D(i,j) = 1,C1(5,j) # C2(i, )
0,C1(i,j) = C2(i,))
UACI = %i,j(C1(.1)—-C2(0.)))

255Xmxn

(3)

10
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(b) (c)

Fig. 5. (a) The original image of frame 686 (b) Encrypted image for w(0) = 1,
(c) Encrypted image for w(0) = 1 + 10~1°

3.2.3 Differential attack analysis

The attackers may decrypt an encrypted image by comparing it with another image which is
encrypted with the same algorithm but with little change in the original one. NPCR and UACI [35] can
explain the differences between two encrypted images to prevent differential attacks for any
encryption scheme. An algorithm can effectively counter differential attacks when the NPCR and
UACI values approach 100 and 34, respectively. The algorithm can encrypt the video by performing
the encryption process in images produced from the slices, independently as an image encryption.
Therefore, by using this algorithm an image also can be encrypted by utilizing the scrambling
(Algorithm 2) and the diffusion (Algorithm 4) algorithms. The efficiency of the algorithm is shown by
making a comparison of correlation coefficients and NPCR and UACI for differential attack with some
existing image encryption algorithm for Lena RGB image. NPCR and UACI have been calculated for
Lena RGB colour image of size 256 X 256 and those values are compared with some existing image
encryption algorithms in Table 2 which confirms the efficiency of the proposed algorithm.

Table 2
NPCR and UACI values for Lena image
NPCR (%) UACI (%)
Red Green Blue Red Green Blue
Our 99.6246 99.6475 99.6384 33.5301 33.5017 33.5302
method
[18] 99.6121 99.6103 99.6182 33.4448 33.4316 33.5443
[19] 99.6094 99.6055 99.6122 33.4511 33.4850 33.5177
[22] 99.6109 99.6109 99.6375 33.4158 30.3902 33.2420
[23] 99.6254 99.6254 99.6254 33.0704 30.7620 27.8720
[29] 99.61 99.60 99.63 33.45 33.42 33.51
[30] 99.5712 99.5758 99.6094 33.1056 30.5178 27.5385

3.2.4 Histogram analysis

The histogram portrays how the grey values of the image are distributed within a specific colour
channel. It shows a specific statistical pattern where the heights of pixel pics are different. The
histogram plotting for the original image of frame 686 (Figure 6(a-c)) shows a pattern. But for the
encrypted frame (Figure 6(d-f)) it patterns are uniform. which indicates that extracting any original
image information from the encrypted one is challenging, confirming the encryption algorithm's
effectiveness in preventing statistical attacks.

11
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Fig. 6. Histogram of three colour panels of image frame 686 (a) - (c) and

encrypted image (d) - (f)

3.2.5 Three-dimensional pixel intensity

The appearance of the video is controlled by its pixel values. For a digital video, the appearance
of each point depends on the colour intensity. The intensity of the colour is nothing but the pixel
values at that point for that colour channel. In three-dimensional pixel intensity plotting for the
original frames of the video, there are ununiformed pick heights, but for the encrypted frames, the
distribution is uniform. In Figure 7, the three-dimensional pixel intensity plots are presented for the
original and encrypted image of frame 686 of the video. These diagrams confirm the algorithm's

strength.
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3.2.6 Analysis of

correlation between adjacent pixels

The values of pixels of the frames of the original video at horizontal, vertical and diagonal are
highly correlated. This can be observed from the scatter plotting of the pixel values for the original
image of frame 686 for three directions in Figure 8(g-i). But in order to prevent statistical attacks, it
is imperative that the correlation coefficients of the encrypted frames approach zero which is
observed in Figure 8(j-l) for the encrypted image of frame 686. The scatter plot is uniformly
distributed all over the frame which confirms that the correlation of the adjacent pixels is almost
zero. The correlation-coefficient 1, [36] (Eq. (4)) between the adjacent pixels in a certain direction

is defined as follows,

cov(x,y)

Ty = Jvar(x)var(y)

(4)

where x and y represent two adjacent pixels in that direction, cov(x, y) denotes the covariance of
two pixels, var(x) is the variance.
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plots of the image of frame 686 are in (a) horizontal, (b) vertical, and (c)
diagonal directions for red green and blue colour panels, the same

analysis for the encrypted image is depicted in (d), (e) and (f)

Table 3 provides a comparison of the correlation coefficients for adjacent pixels of 256 X 256
RGB Lena image with various established image encryption algorithms. Figure 8 presents scatter plots
for both the encrypted and original Lena images.

Table 3

Correlation coefficients for Lena's original and encrypted image and comparison

with other algorithms

Horizontal Vertical Diagonal
Lena Red 0.9474 0.9750 0.9262
Original Green 0.9496 0.9758 0.9296
Blue 0.9033 0.9507 0.8685
Our proposed method Red —0.00046703 —0.0003218 —0.0003281
Green —0.00007605 0.0002713 —0.0006954
Blue —0.0008137 0.0003974 —0.0006579
[18] Red 0.0018 —0.0015 0.0011
Green 0.0002 0.0042 —0.0015
Blue —0.0051 —0.0069 —0.0036
[19] Red —0.0048 0.0031 —0.0029
Green 0.0016 1.5975 x 107 —2.4794 x 107*
Blue 0.0022 —6.4675x 10™* —0.0039
[22] Red —0.00364 0.000697 0.00016
Green 0.000118 —0.0011 0.00177
Blue —0.00164 0.006041 —0.00523
[23] Red 0.00073 0.00311 —0.00508
Green —0.00054 0.00076 0.00331
Blue 0.00147 —0.00147 0.006219
[29] Red 0.0028 0.0019 —0.0011
Green —0.0001 —0.0013 0.0024
Blue 0.0022 —00006 —0.0010
[30] Red 0.00771152 0.00199022 —0.003263
Green —0.000053 —0.003507 0.0026447
Blue —0.000962 0.00259674 —0.004093

3.2.7 Analysis of robustness

3.2.7.1 Analysis of anti-noise attack
3.2.7.1.1 Salt and pepper noise attack

After adding Salt and pepper noise to the encrypted video, the impact on the decrypted output
video is presented in Figure 9 with various noise densities for frame 686. For decrypted images, the
quality gradually decreases with the increase in the salt and pepper noise density.
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(b) (c)
Fig. 9. Decryption after adding Salt and Pepper- noise to encrypted image,
when density= (a) 0.01, (b) 0.1 and (c) 0.2 respectively

Evaluation of decrypted image quality is executed using the Peak Signal to Noise Ratio (PSNR). If
P be the H X W image, D be a reference image with the same dimension, then Eq. (5) describes the
mean square error (MSE) and the PSNR [37].

1 L. N

MSE = mzi,j(P(l:J) - D(l’f)) (5)
(2"-1)2

PSNR = 10[0910

MSE

For different densities of noise 0.001, 0.01, 0.1, and 0.2, the change in PSNR is presented in Table
4. Higher values of PSNR signify better quality of the image. For PSNR value > 40 decibels (dB), the
quality of the image becomes extraordinary; it shows good quality for the value within 30 — 40 dB;
image quality is poor but acceptable within the range 20- 30 dB; the quality of the image becomes
undesirable for the value < 20 dB.

From Table 4, it is clear that when noise density is less than 0.01, the image quality under the
proposed encryption scheme is acceptable.

Table 4

PSNR(dB) values with different salt and pepper noise densities
Noise density Red Green Blue

0.001 35.5452 33.6991 34.5174

0.01 23.4838 23.4883 23.6652

0.1 14.0453 14.001 14.1522

0.2 11.4511 11.3788 11.4284

3.2.7.1.2 Gaussian noise attack

The effective resistance of the proposed digital video encryption algorithm against the Gaussian
noise attack has been performed by decrypting the encrypted image of frame 686 with mean 0 and
variances 0.001, 0.005, 0.01 (Figure 10), which ensures the recognition of the decrypted image even
when subjected to such noise attacks.
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(b) (c)
Fig. 10. Adding Gaussian noise to encrypted image with mean = 0 and
variances (a) 0.001, (b) 0.005 and (c) 0.01 respectively

The PSNR values for each channel after decryption are presented in Table 5.

Table 5
PSNR(dB) values with different Gaussian
noise variances

Variances Red Green Blue

0.001 14.7629 14.8763 15.1889
0.005 12.1153 12.1745 12.3684
0.01 11.0795 11.1826 11.3096

2.7.2 Analysis of anti-clipping attack

The proposed algorithm's effectiveness in handling data loss is examined by decrypting cropped
encrypted images. Specifically, the encrypted image of frame 686 is trimmed from both the upper
left corner & centre. The sizes of the cropped portion in the encrypted image are 16 X 16, 32 X 32,
64 X 64,128 X 128,50% of the image areas. The decrypted image's quality decreases as the size of

the cropped region increases, irrespective of the upper left corner (Figure 11) or from the centre
(Figure 12).

(f)

Fig. 11. Cropped areas (a) 64 X 64, (b) 128 x 128, (c) 50% from the
upper left corner of encrypted image, related decryption outcomes (d),
(e) and (f) respectively
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(f)

Fig. 12. Cropped areas (a) 64 X 64, (b) 128 x 128, (c) 50% from the
centre of the encrypted image and related decryption outcomes (d), (e)
and (f)

Decryption quality is examined by calculating PSNR values for the decrypted images, which are
given in Table 6 (for cropping upper left corner) and Table 7 (for cropping in the centre). Even though
50% of image information is missing in the encrypted image the proposed decryption technique
recovers the outline of the original image, illustrating the approach's capability against anti-clipping
attacks.

Table 6
PSNR(dB) values after cropping (from the left
upper corner) of the encrypted image

Cropped box size  Red Green Blue

16 X 16 319571 31.8874 31.7758

32 x 32 26.1273 26.1039 25.8867

64 X 64 20.2735 20.3387 20.3022

128 x 128 14.2360 14.2811 14.3012

50% 11.2778 11.2969 11.2766
Table 7

PSNR(dB) values after cropping (from the centre)
of the encrypted image

Cropped box size  Red Green Blue

16 X 16 31.6569 31.7062 31.4229
32 x 32 26.0243 25.9889 29.7935
64 X 64 20.080 20.1703 20.1672
128 x 128 14.2510 14.2396 14.2134
50% 11.3041 11.2733 11.2400
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4. Conclusions

This paper aims to propose a 4D chaotic map-based video encryption scheme, with real-time
application. The encryption procedure incorporates the utilization of chaotic system-based
scrambling and pixel diffusion. Various performance metrics, including histogram analysis, adjacent
pixel correlation, UACI, NPCR, noise attack resilience, recovery of loss of data, and key space analysis,
are utilized to assess the efficiency of the proposed method. The values for the correlation coefficient
of the encrypted sample image are almost zero, signifying strong protection against statistical
attacks. The evaluation of histograms indicates even distributions, indicating the algorithm's capacity
to prevent unintended information disclosure.

The key space value reaches 10'3°, ensuring a large value for security against a brute force attack.
The NPCR value is measured at least 99.62%, and the UACI value is at least 33.50% for differential
attack analysis, further indicating the efficiency of the encryption approach. Additionally,
assessments involving noise attacks and cropping attacks affirm the resilience of the suggested
scheme. The comparative analyses against alternative existing algorithms substantiate the enhanced
effectiveness of the proposed video encryption method.
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