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ABSTRACT

The primary objective of this study is to require the experts’ unanimous agreement on
the factor influencing software security readiness for remote working employees. This
study used the Fuzzy Delphi Method (FDM) to collect responses and feedback using a
7-point Likert scale. The survey (items) was reviewed and approved by eight (8) experts
panel members. Data analysis was performed using Fuzzy Delphi Logic (FUDELO 1.0)
software. The data were evaluated using triangular fuzzy numbering and defuzzification
was employed to determine the rank of each variable. The findings revealed that all the
items received high levels of to comply with the overall percentage of percent

Keywords: consensus, which must be greater than 75%. All 81 recommended items were retained
Software security factor; remote adequately and acceptable for a large-scale survey in this study. Finally, each item was
working employee; Fuzzy Delphi prioritized (ranked) based on its defuzzification value, and additional items were
technique incorporated based on expert recommendations.

1. Introduction

According to World Health Organization [1], COVID-19, or coronavirus disease 2019, is a
worldwide pandemic brought on by a type of infectious virus that causes respiratory infections in
humans. The virus was still unknown before December 2019, until a sudden outbreak related to
pneumonia with an unidentified cause happened in Wuhan, China. This pandemic rapidly spread
across countries around the whole globe. Unexempted from the spread, the virus outbreak indeed
reached even our own country, Malaysia, on 24 January 2020 when the first case was discovered.
The outbreak caused a nationwide Movement Control Order (MCO) to be issued by the Ministry of
Health.
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The spread of Covid-19 around the world has affected everyone in many different aspects,
education is not excluded. Covid-19 has brought a huge impact on various industries around the
world. Although education is a relatively independent industry, it has also been affected to a certain
extent. In Malaysia, the MCO was implemented on 18th March 2020. Due to MCO, schools and
universities were forced to close, and classes were all halted. This caused a delay in the progress for
students of all levels from primary school to doctorates. Many efforts are made to reduce the impact
of the lack of progress, such as starting online classes but for research that requires work to be done
in a laboratory, it cannot be helped.

To make sure that the education process is not disrupted, lecturers, are conducting online classes
for students. This shift into virtual classrooms has left educators and students flocking to online
learning platforms such as Google Classroom, Google Meet, and Zoom, and instant messaging apps
such as WhatsApp, and Telegram to resume learning. For example, educators are using platforms
such as Google Meet, Microsoft Teams, or Google Classroom to conduct online video meetings so
that they could easily interact with students. The lecture was mostly exposed to cyber-attack and a
lack the knowledge on managing software security in the university.

Software security refers to the protection of programs that are either bought from an outside
vendor or created in-house by users. It concerns the methods used for controlling software used to
run the operating system or utility software [2]. The focus of software security is to proactively
protect assets from attacks that will result in losses. Organizations that lack awareness of software
security may suffer from cyber threats which may affect the performance of the organizations and
lead to losses. Hence, operating in a vulnerable cyber environment, organizations must be equipped
with software security. Unlike most of the studies on software security that focus on addressing
security at the beginning of the software process, built into the design, implementing it in the coding,
and verifying it during testing [3], this research aims to develop the capability of software security
among end-users.

The increasing development of loT devices and the existence of sophisticated attackers have
resulted in the emergence of cyber risks. Cyber risks refer to the operational risks to information and
technology assets that have consequences affecting the confidentiality, availability, or integrity of
information or information systems, and they can be classified according to the activity (e.g., criminal
and non-criminal), the type of attack (e.g., malware, insider attack, spam, distributed denial of
service), and the source (e.g., terrorists, criminals, government) [4]. Therefore, workers working from
home should have some knowledge about cyber privacy and cybersecurity, in which failing to do so
may damage the reputation of the organization.

When working remotely, employees are no longer working directly under the security of the
organization. Communication is mainly conducted via mobile applications or other channels, which
increases the possible sources of security threats [5]. Possible issues related to the heavily dependent
on technology are the cyber threats that may happen when working remotely phishing scams that
result in numerous data breaches, virtual private networks that could not handle everyone working
from home, issues of security and data privacy, and many others [6]. Hazari et al., [5] claim that
enhancing security depends on changing the beliefs, attitudes, and behaviors of individuals and
groups. According to Chan et al., [7], a breach in security does not generally result from a flaw in the
technical system but it can be a result of non-compliant employee behavior. Based on their study of
non-compliant behavior, they identified two main factors of non- compliance which are individual
perception climate and self-efficacy. Therefore, a study of software security readiness among
workers working from home is necessary to address the threats of cyber risks faced by organizations.
An analysis of selected studies from 2015 indicates that there are four main security aspects related
to organizational securities which are information security [8-11], security policy [8-12], security
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training [10-13] and security awareness [8,10-13]. For the purpose of this study, these factors will be
considered as the antecedents for software security readiness.

Therefore, this study intends to verify the components and contents of software security factor
towards remote working employee embarking on extensive research through the Fuzzy Delphi
techniques. This is to ensure lecture are confident in managing software security among lecturers.

2. Literature Review

In this study, the development of proposed research model was adapted from Technology-
Organization-Environment framework and Readiness model proposed by Kirlappos et al., [8]. This
study adopt TOE framework because of it is a holistic, robust and flexible framework used at the
organizational level. The TOE framework covers almost all aspects of an organization internally
(technology and organization) and externally (environment) and has strong empirical support in
previous information systems research. Furthermore, the TOE framework allows new variable to be
added to the model and enables inclusion multiple theories in single study. In order to achieve this,
there are many theories and model including in TOE framework which are often utilized to study and
synthesized used to examine different factors in previous studies are discussed, and the factors
identified by previous studies are explained based on the TOE classification to further support the
proposed model. The theories used in this study are: theory of planned behaviour (TPB) [14], TOE
framework, Institutional theory, deterrence theory and Technology Acceptance Model (TAM) [15].

Based on TOE framework, this study proposes a comprehensive framework to systematically
synthesize the factors affecting software security readiness derived from the literature. While Eilts et
al., [16] mentioned that assessed cyber security readiness in small business, no study has investigated
on the factor of software security readiness for remote working employee in public organization.

Therefore, we proposed new software security readiness model for remote working employee in
public organization extender from TOE framework and Readiness Model. The overall proposed new
model in shown in Figure 1 drawn from a systematic analysis of literature review their dimension of
readiness namely, individual, organization and technology together with their related security
attributes were identified which are IT knowledge, security training, security policy, information
security and infrastructure. this It was also found there is a one-to-many relationship between
dimension aspect and security attributes. This model, named as Software Security Readiness (SSREM)
model that can be used as guideline for organization to measure the readiness level for software
security for remote working employee. Based on the literature review conducted, we found that each
of dimension is associated with at least one security attributed that is related to the measurement
readiness index.
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Fig. 1. Proposed research model
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Furthermore, a new construct, trust and reliability has incorporated into this study. In the context
of software security, trust and reliability are more likely to have favourable opinions of the benefits
and utility of software security which influence the readiness in remote working employee. All
constructs were examined simultaneously for construct validation, and refinement purposes for the
whole measurement model fit via path analysis in Covariance Based-Structural Equation Modelling
(CB-SEM) to apply the model in a software security context.

3. Methodology

The primary purpose of this investigation is to verify the components and contents of software
security of remoted working employee using the Fuzzy Delphi Method (FDM) via expert feedback. In
order to determine a definite choice, this approach was taken to acquire the agreement of relevant
experts [17]. FDM provides several benefits, such as the capacity to acquire expert opinion, arrive at
a consensus, ascertain whether or not it is feasible to adopt instructional interventions, forecast
future trends, and establish connections with research subjects without being constrained by the
constraints of time or location [18]. Basically, FDM was used to determine the extent to which experts
or lay people agree about a particular problem and with each other and to achieve a consensus
opinion in areas where they disagree with one another. FDM was often conducted through survey
guestionnaires [19]. When compared to the Delphi method, the FDM is preferable because it reduces
the time and money spent on the management of surveys while simultaneously facilitating the
experts’ provision of consistent feedback [20].

In this study, there are two stages in this method for developing the concrete questionnaire. In
the first stage, the researcher adapted and modified the questionnaire based on previously validated
studies [22-28], as demonstrated in appendix section. Then, the researcher used previously validated
guestionnaires to support the contents and measurement items of the questionnaire into a
formatted survey within a seven-point Likert scale. In the second stage, after obtaining all the
contents and measurement items, the researcher designed a survey and distributed it to eight
experts with specific expertise. The findings were analyzed using the FDM technique through Fuzzy
Delphi Logic (FUDELO 1.0) software.

3.1 Sample Expert Criteria and Sampling

In order to synchronize with the expert criteria, this study has employed purposive sampling
techniques to select the experts by taking into account both their level of experience and their level
of knowledge in the research. In FDM, purposive sampling was the most appropriate techniques to
carry out the sampling [29]. To evaluate the model, this researcher was used eight experts to evaluate
the usability of the model. The experts had to have at least five years of experience and above, in
addition to the need to be exact with their field of expertise and continually have experience teaching
and managing [29]. The Fuzzy Delphi Method (FDM) requires agreement and expert opinion, which
entails building a model, as stated by Ismail et al., [30]. In expert selection, Yusoff et al., [20] have
stated that seven is the minimum number of experts required. This finding is supported by Mustapha
et al., [31] which reported that seven samples are adequate in the Fuzzy Delphi Method (FDM), if the
experts are quite similar to one another (highly homogeneous). Thus, eight experts are sufficient to
obtain information and expert consensus. The experts involved are summarized in Table 1.
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Table 1

Experts list using Fuzzy Delphi Method (FDM)

Expert Designation Area expertise Year of

experience

1 Senior lecturer Software engineering, mobile security. 10

2 Senior lecturer Software engineering, information security, software 11
requirements.

3 Senior lecturer Software engineering, data analytic, software analysis and 8
design.

4 Senior lecturer Software engineering, requirement engineering. 6

5 Senior software engineer  Software Engineering, software development. 8

6 Chief executive officer Software engineering, software verification and validation. 20

7 Senior software engineer  Software development, software engineer, software design. 5

8 Senior software engineer ~ Software development, software engineer, software design. 6

3.2 Fuzzy Scale in Instrument

The research instrument for Fuzzy Delphi was developed by the researcher based on the study
literature. Based on Recker et al., [32], the formation of questionnaire elements by researchers can
be formed based on literature, pilot studies and experience. Meanwhile, according to Mustapha and
Darusalam [33], in formulating questions for the Fuzzy Delphi technique based on research highlights,
expert interviews and also through focus group techniques. In addition, according to Okoli et al., [34],
the formation of items and content elements of a study should be done through a literature review
related to the scope of study. Therefore, researcher use literature in obtaining the elements of
software security. After thoroughly reviewing the relevant literature and in-depth consultations with
the experts, a series of expert questions are formulated using a seven-point Likert respond to the
guestionnaire, the researcher substituted a scale ranging from one to seven for the fuzzy value, as
shown in Table 2, for each of the seven linguistic scales that follow, while Table 3 depicts the data
collection and formulation steps utilized in this study's Fuzzy Delphi Method (FDM).

Table 2
Level of agreement and fuzzy scale
Iltem Fuzzy number
Strongly disagree 0.0.0.0,0.1
Disagree 0.0,0.1,0.3
Somewhat disagree 0.0,0.3,0.5
Neither agree nor disagree 0.3,0.5,0.7
Somewhat agree 0.5,0.7,0.9
Agree 0.7,0.9,1.0
Strongly agree 0.9,1.0,1.0
Table 3
Data collection and formulation step utilized in FDM
Step Formulation
Step 1: For this investigation, eight experts were consulted to ascertain the significance of the
Expert selection. evaluative criteria in connection to the variables that would be measured by linguistic
variables.
Step 2: The first step in this process is to transform all linguistic variables into a numerical system
Determining linguistic ~ for fuzzy triangles (triangular fuzzy numbers). In this stage, linguistic variables were
scale. converted in conjunction with the incorporation of fuzzy numbers [35,36]. The Triangular

Fuzzy Number represented the values m1, m2, and m3 and was written as follows (m1,
m2, m3). The value of m1 represents the smallest value feasible, and the value of m2
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Table 3
Data collection and formulation step utilized in FDM
Step Formulation
represents a value considered appropriate. The value of m3 represents the highest value
that is possible. As can be seen in Figure 2, each response was given one of three fuzzy
values that indicated expert opinion (fuzziness expert opinion).
[
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Fig. 2. Triangular fuzzy number
Note: (M1=smallest value; M2=reasonable value; M3=maximum value)
Step 3: Once the researcher has obtained a response from the designated expert, the researcher

Determination of
linguistic variables and
average responses.

Step 4:
The determination

of threshold value “d”.

Step 5:

Identify the alpha cut
aggregate level of
fuzzy assessment.
Step 6:
Defuzzification
process.

must transform the entire Likert scale into the Fuzzy scale. In some circles, this is also
called calculating each fuzzy number’s average reaction [37]. This procedure is based on
the equation Eq. (1):

_ S imi

n

M (1)
The threshold value is an essential factor in assessing the degree of consensus among the
experts [38]. For example, to determine how far apart any fuzzy number m = (m1, m2, m3)
and n =(n1, n2, n3) are from one another, the distance may be calculated with the help of
the following formula based on the Eq. (2):

d(mit) = \/[(my — n)? + (my — )% + (M3 — n3)?] (2)

When the experts have reached a consensus, a hazy score will be assigned to each item
[39]. The following formula is used for both the calculation and determination of fuzzy
values: Amax = (1)/4 (m1 + 2m2 + m3).

The defuzzification procedure was also carried out during the Fuzzy Delphi method
devoted to data analysis. The process of identifying the position or rank of each item and
the position of each variable or sub-variable is referred to as position analysis. In this
process, Mansour and Osama [39] have formulated three potential formulas that can be
utilized in this procedure. Therefore, the researchers have the option of selecting one of
these formulas, which are as follows Eq. (3):

1) A=1/3* (m1+m2+m3)or;
2) A=1/4* (m1+2m2 +m3)or;
3) A=1/6* (m1+4m2 + m3). (3)

Following that, the a-cut value = the median value for "0" and "1," where a-cut = (0+1)/2 =
(0.5). If the value of A yielded is less than the a-cut value = (0.5), the item will be rejected
because the experts agree to reject the item; however, if the value of A exceeds the a-cut
value = (0.5), the item will be accepted because the experts agree to accept the item [40].
The data were then tabulated to obtain the Fuzzy value (n1, n2, n3). The average Fuzzy
value (m1, m2, m3) calculated the threshold value, the percentage of expert consensus,
the defuzzification value, and the item ranking.
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Table 3

Data collection and formulation step utilized in FDM

Step Formulation

Step 7: Lastly, the ranking process. Saido et al., [41] explain the model’s ranking process or sub-

Ranking process. phases process. The method of placement involves selecting the model element to be
placed based on the defuzzification value according to the general agreement of the
experts, and the position within the model is what determines the highest possible value
that is considered to be the most important.

4. Results

In this section, the results of this research are based on the experts’ general agreement regarding
the guidelines for formulating steps involved in the Fuzzy Delphi Method (FDM). The information that
was gathered was derived from the responses that were given to eight different experts in the
relevant field. The following is a rundown of the findings from the study as shown in Table 4 until
Table 24.

Table 4

Finding of expert consensus of organization regulation

Statistics Item 1 Item 2 ltem 3 Item 4 Iltem 5
Value of the item 0 0.0595 0.0433 0.0541 0.0685
Value of the construct 0.0451
ltem < 0.2 8 8 8 8 7

% of item < 0.2 100% 100% 100% 100% 87%
Average of % consensus 97
Defuzzification 0.9 0.8375 0.85 0.775 0.7125
Ranking 1 3 2 4 5
Status Accept Accept Accept Accept Accept
Table 5

Finding of expert consensus of personal norms

Statistics ltem 1 ltem 2 ltem 3 Iltem 4
Value of the item 0.05413 0.0433 0.0505 0.0505
Value of the construct 0.0496
ltem < 0.2 8 8 7 7

% of item < 0.2 100% 100% 87% 87%
Average of % consensus 93
Defuzzification 0.775 0.75 0.65 0.65
Ranking 1 2 3 3

Status Accept Accept Accept Accept
Table 6

Finding of expert consensus of attachment

Statistics Item1l ltem 2 Item 3 Item 4
Value of the item 0 0.0433 0.0252 0

Value of the construct 0.01714
Item < 0.2 8 8 8 8

% of item < 0.2 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.7 0.65 0.675 0.7
Ranking 1 3 2 1

Status Accept Accept Accept Accept
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Table 7

Finding of expert consensus of commitment

Statistics Item 1 Item 2 Item 3 Iltem 4
Value of the item 0.05774 0.05774 0.05774 0.0866
Value of the construct 0.0649
ltem < 0.2 8 8 8 7

% of item < 0.2 100% 100% 100% 87%
Average of % consensus 96
Defuzzification 0.8 0.8 0.8 0.7
Ranking 1 1 1 2
Status Accept Accept Accept Accept
Table 8

Finding of expert consensus of integrity

Statistics Item 1 ltem 2 Item 3 Iltem 4
Value of the item 0.01263 0 0.0126 0

Value of the construct 0.00632
ltem < 0.2 8 8 8 8

% of item < 0.2 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.9875 1 0.9875 1
Ranking 2 1 2 1
Status Accept Accept Accept Accept
Table 9

Finding of expert consensus of benevolence

Statistics ltem 1 Item 2 ltem 3 Item 4 ltem 5
Value of the item 0.01263 0 0.0216 0 0
Value of the construct

ltem < 0.2 8 8 8 8 8

% of item < 0.2 100% 100% 100% 100% 100%
Average of % consensus

Defuzzification 0.9875 1 0.975 0.9 1
Ranking 2 1 2 3 1
Status Accept Accept Accept Accept Accept
Table 10

Finding of expert consensus of ability

Statistics Item 1 ltem 2 Item 3 Iltem 4
Value of the item 0 0 0.05774 0.01263
Value of the construct 0.01759
ltem < 0.2 8 8 8 8

% of item < 0.2 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.9 0.9 0.6 0.9875
Ranking 2 2 3 1

Status Accept Accept Accept Accept
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nology

Table 11

Finding of expert consensus of confidentially

Statistics Iltem 1 Iltem 2 Item 3 Iltem 4 Iltem 5
Value of the item 0.01263 0 0.0216 0 0
Value of the construct

Iltem < 0.2 8 8 8 8 8

% of item < 0.2 100% 100% 100% 100% 100%
Average of % consensus

Defuzzification 0.9875 1 0.975 0.9 1
Ranking 2 1 2 3 1
Status Accept Accept Accept Accept Accept
Table 12

Finding of expert consensus of integrity

Statistics Iltem 1 ltem 2 Iltem 3 Iltem 4
Value of the item 0 0 0.0577 0.01263
Value of the construct 0.01759
Item < 0.2 8 8 8 8

% of item < 0.2 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.9 0.9 0.6 0.9875
Ranking 2 2 3 1

Status Accept Accept Accept Accept
Table 13

Finding of expert consensus of availability

Statistics ltem 1 Item 2 Item 3 Item 4
Value of the item 0 0 0 0

Value of the construct 0

Item < 0.2 8 8 8 8

% of item < 0.2 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.9 0.9 0.7 0.7
Ranking 1 1 2 2

Status Accept Accept Accept Accept
Table 14

Finding of expert consensus of knowledge

Statistics Item 1 ltem 2 Item 3 Item 4 ltem 5
Value of the item 0 0 0 0 0.0378
Value of the construct 0.0075
Item < 0.2 8 8 8 8 8

% of item < 0.2 100% 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 1 0.7 0.9 1 0.9625
Ranking 1 4 3 1 2
Status Accept Accept Accept Accept Accept
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Table 15

Finding of expert consensus of attitude

Statistics ltem 1 Item 2 Iltem 3 ltem 4 Item 5
Value of the item 0 0 0 0 0
Value of the construct 0
ltem<0.2 8 8 8 8 8

% of item < 0.2 100% 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.7 0.7 0.9 1 0.7
Ranking 3 3 2 1 3
Status Accept Accept Accept Accept Accept
Table 16

Finding of expert consensus of management support

Statistics Iltem 1 Item 2 Item 3 ltem 4 Item 5
Value of the item 0 0.05413 0.01263 0 0
Value of the construct 0.01335
Iltem < 0.2 8 8 8 8 8

% of item < 0.2 100% 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.7 0.825 0.9125 1 0.7
Ranking 4 3 2 1 4
Status Accept Accept Accept Accept Accept
Table 17

Finding of expert consensus of culture

Statistics Item 1 Item 2 Item 3 ltem 4 Item 5
Value of the item 0 0.05413 0.01263 0.07578 0.02526
Value of the construct 0.03356
Iltem < 0.2 8 8 8 8 8

% of item < 0.2 100% 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.7 0.825 0.9125 0.675 0.675
Ranking 3 2 1 4 4
Status Accept Accept Accept Accept Accept
Table 18

Finding of expert consensus of work location

Statistics ltem 1 ltem 2 ltem 3 ltem 4
Value of the item 0.02526 0 0.0577 0.02526
Value of the construct 0.02706
Iltem < 0.2 8 8 8 8

% of item < 0.2 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.875 0.9 0.6 0.675
Ranking 2 1 4 3

Status Accept Accept Accept Accept
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Table 19

Finding of expert consensus of IT flexibility

Statistics ltem 1 Iltem 2 Iltem 3 Iltem 4 Iltem 5
Value of the item 0.02526 0 0 0.01263 0
Value of the construct

Iltem < 0.2 8 8 8 8 8

% of item < 0.2 100% 100% 100% 100% 100%
Average of % consensus

Defuzzification 0.875 0.7 0.9 0.9125 0.7
Ranking 2 3 2 1 3
Status Accept Accept Accept Accept Accept
Table 20

Finding of expert consensus of integration

Statistics ltem 1 Iltem 2 Iltem 3 Item 4 Iltem 5
Value of the item 0 0 0 0 0
Value of the construct 0
ltem<0.2 8 8 8 8 8

% of item < 0.2 100% 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 0.7 0.9 0.9 1 1
Ranking 3 2 2 1 1
Status Accept Accept Accept Accept Accept
Table 21

Finding of expert consensus of modularity

Statistics ltem 1 Iltem 2 ltem 3 Item 4 ltem 5
Value of the item 0 0 0 0 0
Value of the construct 0

ltem<0.2 8 8 8 8 8

% of item < 0.2 100% 100% 100% 100% 100%
Average of % consensus 100

Defuzzification 1 0.9 0.9 0.7 1
Ranking 1 2 2 3 1
Status Accept Accept Accept Accept Accept
Table 22

Finding of expert consensus of connectivity

Statistics Item 1 ltem 2 ltem 3 ltem 4
Value of the item 0 0.16238 0 0

Value of the construct 0.04059
ltem<0.2 8 5 8 8

% of item < 0.2 100% 62% 100% 100%
Average of % consensus 90
Defuzzification 1 0.675 0.9 0.7
Ranking 1 4 2 3

Status Accept Accept Accept Accept
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Table 23

Finding of expert consensus of compatibility

Statistics Iltem 1 ltem 2 Iltem 3 Iltem 4
Value of the item 0 0 0 0
Value of the construct 0

ltem < 0.2 8 8 8 8

% of item < 0.2 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 1 1 0.9 0.7
Ranking 1 1 2 3
Status Accept Accept Accept Accept
Table 24

Finding of expert consensus of hardware reliability

Statistics Iltem 1 ltem 2 Iltem 3 Iltem 4
Value of the item 0 0 0 0
Value of the construct 0
ltem<0.2 8 8 8 8

% of item < 0.2 100% 100% 100% 100%
Average of % consensus 100
Defuzzification 1 1 0.9 0.7
Ranking 1 1 2 3
Status Accept Accept Accept Accept

As a consequence of the investigation of the analyses as shown in Table 4 until Table 24, the
darkened threshold value is higher than 2, which shows that it is above the threshold value. It
indicated that expert opinions differed or did not reach a consensus on certain issues. Although
expert opinions differed, the average value of all items (Table 6 until Table 24), reveals that the
threshold value (d) is lower than 0.2, which shows that each of the components reached an adequate
level of consensus among the experts [17,35,42]. In addition, it posted evidence that the total
percentage of percent consensus is higher than 75%, showing that the requirements for the existence
of an expert consensus on these issues have been met [20-49]. On a similar note, it was discovered
that every single of the Alpha-Cut defuzzification value, also known as the average of fuzzy response,
is higher than 0.5 for the a-cut threshold. In the circumstance that if the value of defuzzification is
lower than a-cut => 0.5, then the item in this study would be rejected because it demonstrates that
the experts agreed on rejecting the utilized items [30,48]. In this study, all alpha cut values are greater
than 0.5. All the items utilized are reliable and appropriate to use in other settings. Lastly, the findings
of this analysis show that all the items received high levels of expert agreement and have been
categorized and ordered according to the priority (ranking), which can be found in Table 6 until Table
25, respectively.

In conducting the analysis via the Fuzzy Delphi Method (FDM), this study also considers all of the
feedback and recommendations for advancement that field experts provided. The sentences were
revised one more time after the components were reorganized according to their level of
importance, and this research incorporated some new elements recommended by experts (solidified
items). It has been concluded that all the constructs are reliable and appropriate to use based on the
consensus of experts. As a result, this study has successfully established the validated research
instruments and enhanced the research design for the substantive investigation has been improved.
It demonstrates that all the constructs from the literature review are validated to be drivers of
software security contexts. The purposes of the study were successfully attained, which was to
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address questions about areas of agreement among experts. As a result, the described items can be
implemented successfully and are suitable for use in various environments.

Table 25

Finding of expert software security readiness

Statistics ltem1l Item2 Item3 Item4 Item5 Item6 Item7 Item8 Item9 Item
10

Value of the 0 0 0 0 0 0 0.10 0 0 0

item

Value of the 0.01

construct

Item < 0.2 8 8 8 8 8 8 7 8 8 8

% of item < 0.2 100% 100% 100% 100% 100% 100% 87% 100% 100% 100%

Average of % 98

consensus

Defuzzification 0.9 0.9 1 0.7 0.9 1 0.725 0.7 0.9 1

Ranking 2 2 1 4 2 1 3 4 2 1

Status Accept Accept Accept Accept Accept Accept Accept Accept Accept Accept

5. Discussion

In this study, TOE framework and readiness model have been incorporated in order to develop a
comprehensive framework model for examining the software security, readiness of software security
among remote working employee. This study has been accomplished by examining the relationship
between the two theories. While the existing software security are widely used in different contexts
and with various other variables, this study has empirically examined and validated the present
guestionnaire to fit in the study context via the feedback of subject matter experts throughout the
Fuzzy Delphi Method (FDM). This approach was taken to ascertain knowledgeable individuals’
agreement before making a final choice [17,50]. The outcomes of the current study demonstrated
that the items received high levels of expert agreement, significantly greater a-cut defuzzification
values of >.5 [30,51] and complied with the overall percentage of percent consensus, which must be
greater than 75% [20,52]. In this study, all 81 recommended items were retained adequately and
acceptable for a large-scale survey to be utilized, which was conducive for data collection. Similarly,
it also emphasizes the significance of a Fuzzy Delphi Method (FDM), which contributes to validating
and comparing the expert consensus while handling the questionnaires. During the process, the
experts can provide their views and understanding of the items utilized. Finally, all the comments
and suggestions were considered for improvements.

6. Conclusions

In conducting the analysis via the Fuzzy Delphi Method (FDM), this study also considers all of the
feedback and recommendations for advancement that field experts provided. The sentences were
revised one more time after the components were reorganized according to their level of
importance, and this research incorporated some new elements recommended by experts (solidified
items). It has been concluded that all the constructs are reliable and appropriate to use based on the
consensus of experts. As a result, this study has successfully established the validated research
instruments and enhanced the research design for the substantive investigation has been improved.
It demonstrates that all the constructs from the literature review are validated to be drivers of
software security contexts. The purposes of the study were successfully attained, which was to
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address questions about areas of agreement among experts. As a result, the described items can be
implemented successfully and are suitable for use in various environments.

The findings clearly show that Fuzzy Delphi Method (FDM) can be utilized to ascertain the
consensus of experts on the elements used to develop or validate the questionnaires. Furthermore,
it can be said that the FDM may be utilized once for screening purposes. A clear solution was also
given for ending the rounds of FDM formulation steps. The validation of these items contributes to
the expansion of the body of knowledge, which in turn contributes to the development of knowledge
(literature) and practice in software engineering. This study was primarily based on highlights from
the literature and expert consensus. As a result, future researchers might be able to conduct in-depth
interviews with industry experts, which would allow them to evaluate and investigate the topic in
greater detail, so that the components and contents of software security factor [43-47]. Hence, FDM
is indispensable for future work.

Acknowledgement
This research was funded by Universiti Teknikal Malaysia Melaka and Universiti Teknologi PETRONAS

References

[1]  WHO. "Coronavirus Disease (COVID-19) Pandemic." World Helath Organization (2013).

[2] Wright, Peter K. "Methods for controlling software used to run the operating system or utility software."
International Conference on Software Engineering (ICSE), (2008): 449-458.

[3] Firesmith, Donald G. "Engineering safety and security related requirements for software intensive systems." In ICSE
Companion, p. 169. 2007.

[4] Eling, Martin, and Werner Schnell. "What do we know about cyber risk and cyber risk insurance?." The Journal of
Risk Finance 17, no. 5 (2016): 474-491. https://doi.org/10.1108/JRF-09-2016-0122

[5] Hazari, Sunil, William Hargrave, and Beth Clenney. "An empirical investigation of factors influencing information
security  behavior." Journal  of Information  Privacy and  Security4, no. 4 (2008): 3-20.
https://doi.org/10.1080/2333696X.2008.10855849

[6] Allcott, Hunt, Levi Boxell, Jacob Conway, Matthew Gentzkow, Michael Thaler, and David Yang. "Polarization and
public health: Partisan differences in social distancing during the coronavirus pandemic." Journal of Public
Economics 191 (2020): 104254. https://doi.org/10.1016/].jpubeco.2020.104254

[71 Chan, Mark, Irene Woon, and Atreyi Kankanhalli. "Perceptions of information security in the workplace: linking
information security climate to compliant behavior." Journal of Information Privacy and Security 1, no. 3 (2005):
18-41. https://doi.org/10.1080/15536548.2005.10855772

[8] Kirlappos, lacovos, Simon Parkin, and M. Angela Sasse. "" Shadow security" as a tool for the learning
organization." Acm Sigcas Computers and Society 45, no. 1 (2015): 29-37.
https://doi.org/10.1145/2738210.2738216

[9] Osanaiye, Opeyemi, Kim-Kwang Raymond Choo, and Mghele Dlodlo. "Distributed denial of service (DDoS) resilience
in cloud: Review and conceptual cloud DDoS mitigation framework." Journal of Network and Computer
Applications 67 (2016): 147-165. https://doi.org/10.1016/j.jnca.2016.01.001

[10] Singh, Jainendra. "Real time BIG data analytic: Security concern and challenges with machine learning algorithm."
In 2014 Conference on IT in Business, Industry and Government (CSIBIG), p. 1-4. |EEE, 2014.
https://doi.org/10.1109/CSIBIG.2014.7056985

[11] Antoniou, George S. "A Framework for the Governance of Information Security: Can it be used in an organization."
In SoutheastCon 2018, p. 1-30. IEEE, 2018. https://doi.org/10.1109/SECON.2018.8479032

[12] Almubayedh, Hanine, and Rizwan Ahmad. "Ethnopharmacological uses, phytochemistry, biological activities of
Debregeasia salicifolia: a review." Journal of Ethnopharmacology 231 (2019): 179-186.
https://doi.org/10.1016/j.jep.2018.11.023

[13] Sari, Puspita Kencana, and Nadiailhag Nurshabrina. "Factor analysis on information security management in higher
education institutions." In 2016 4th International Conference on Cyber and IT Service Management, p. 1-5. IEEE,
2016. https://doi.org/10.1109/CITSM.2016.7577518

[14] Ajzen, Icek. "From intentions to actions: A theory of planned behavior." In Action Control: From Cognition to
behavior, p. 11-39. Berlin, Heidelberg: Springer Berlin Heidelberg, 1985. https://doi.org/10.1007/978-3-642-69746-
32

127


https://doi.org/10.1108/JRF-09-2016-0122
https://doi.org/10.1080/2333696X.2008.10855849
https://doi.org/10.1016/j.jpubeco.2020.104254
https://doi.org/10.1080/15536548.2005.10855772
https://doi.org/10.1145/2738210.2738216
https://doi.org/10.1016/j.jnca.2016.01.001
https://doi.org/10.1109/CSIBIG.2014.7056985
https://doi.org/10.1109/SECON.2018.8479032
https://doi.org/10.1016/j.jep.2018.11.023
https://doi.org/10.1109/CITSM.2016.7577518
https://doi.org/10.1007/978-3-642-69746-3_2
https://doi.org/10.1007/978-3-642-69746-3_2

Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 64, Issue 2 (2026) 114-129

[15]

(16]

(17]

(18]

[19]

[20]

(21]

[22]

(23]

[24]

[25]

(26]
(27]

(28]

[29]

(30]

(31]

(32]

(33]

(34]

Davis, Fred D. A technology acceptance model for empirically testing new end-user information systems: Theory
and results. PhD diss., Massachusetts Institute of Technology, 1985.

Eilts, Darrell. An empirical assessment of cybersecurity readiness and resilience in small businesses. PhD diss., Nova
Southeastern University, (2020).

Mustapha, Ishamuddin, Nguyen Thuy Van, Masoumeh Shahverdi, Muhammad Imran Qureshi, and Nohman Khan.
"Effectiveness of digital technology in education during COVID-19 pandemic. A bibliometric analysis." International
Journal of Interactive Mobile Technologies (iJIM) 15, no.8 (2021): 136-154
http://dx.doi.org/10.3991/ijim.v15i08.20415

Ciptono, A,, S. Setiyono, F. Nurhidayati, and R. Vikaliana. "Fuzzy Delphi method in education: A mapping." In Journal
of Physics: Conference Series, 1360, no. 1, p. 012029. I0P Publishing, 2019. https://doi.org/10.1088/1742-
6596/1360/1/012029

Latif, Siddique, Junaid Qadir, Shahzad Farooq, and Muhammad Ali Imran. "How 5G wireless (and concomitant
technologies) will revolutionize healthcare?." Future Internet 9, no. 4 (2017): 93.
https://doi.org/10.3390/fi9040093

Yusoff, Ahmad Fkrudin Mohamed, Azmil Hashim, Norhisham Muhamad, and Wan Norina Wan Hamat. "Application
of Fuzzy Delphi Technique towards designing and developing the elements for the e-PBM PI-Poli Module." Asian
Journal of University Education 17, no. 1 (2021): 292-304. https://doi.org/10.24191/ajue.v17i1.12625

Abbad, Muneer MM. "Using the UTAUT model to understand students’ usage of e-learning systems in developing
countries." Education and Information Technologies 26, no. 6 (2021): 7205-7224. https://doi.org/10.1007/s10639-
021-10573-5

Alkawsi, Gamal, Nor’ashikin Ali, and Yahia Baashar. "The moderating role of personal innovativeness and users
experience in accepting the smart meter technology." Applied Sciences11, no. 8 (2021): 3297.
https://doi.org/10.3390/app11083297

Baabdullah, Abdullah M., Abdulellah A. Alsulaimani, Alhasan Allamnakhrah, Ali Abdallah Alalwan, Yogesh K.
Dwivedi, and Nripendra P. Rana. "Usage of augmented reality (AR) and development of e-learning outcomes: An
empirical evaluation of students’e-learning experience." Computers & Education 177 (2022): 104383.
https://doi.org/10.1016/j.compedu.2021.104383

Bere, Aaron. "Applying an extended task-technology fit for establishing determinants of mobile learning: An instant
messaging initiative." Journal of Information Systems Education 29, no. 4 (2018): 239-252.

Devisakti, A., and T. Ramayah. "E-Learning Usage Outcomes among University Learners: A Pilot Study." Journal of
Education and E-Learning Research 6, no. 3 (2019): 149-155.
https://doi.org/10.20448/journal.509.2019.63.149.155

Compeau, Deborah R., and Christopher A. Higgins. "Computer self-efficacy: Development of a measure and initial
test." MIS Quarterly (1995): 189-211. https://doi.org/10.2307/249688

Borg, Simon. "Teachers' pedagogical systems and grammar teaching: A qualitative study." TESOL Quarterly 32, no.
1(1998): 9-38. https://doi.org/10.2307/3587900

Wijesundara, T. R., and Sun Xixiang. "Social networking sites acceptance: The role of personal innovativeness in
information technology." International Journal of Business and Management 13, no. 8 (2018): 75-85.
https://doi.org/10.5539/ijbm.v1i3n8p75

Mokhtar, Syamsiah, and Ruhizan Muhamad Yasin. "Design of teaching influences the training transfer amongst
TVET’s instructors: Fuzzy Delphi technique." International Journal of Academic Research in Business and Social
Sciences 8, no. 6 (2018): 1083-1097. https://doi.org/10.6007/IJARBSS/v8-i6/4303

Ismail, Muhd Al-Aarifin, Anisa Ahmad, Jamilah Al-Muhammady Mohammad, Nik Mohd Rizal Mohd Fakri, Mohd
Zarawi Mat Nor, and Mohamad Najib Mat Pa. "Using Kahoot! as a formative assessment tool in medical education:
a phenomenological study." BMC Medical Education 19 (2019): 1-8. https://doi.org/10.1186/s12909-019-1658-2
Mustapha, Ramlan, Zaharah Hussin, and Saedah Siraj. "Analisis faktor penyebab ketidakjujuran akademik dalam
kalangan mahasiswa: aplikasi teknik Fuzzy Delphi." JuKu: Jurnal Kurikulum & Pengajaran Asia Pasifik 5, no. 2 (2017):
1-18.

Recker, Mimi, Jim Dorward, Deonne Dawson, Xin Mao, Ye Liu, Bart Palmer, Sam Halioris, and Jaeyang Park.
"Teaching, designing, and sharing: A context for learning objects." Interdisciplinary Journal of E-Learning and
Learning Objects 1, no. 1 (2005): 197-216. https://doi.org/10.28945/421

Mustapha, R., and G. Darusalam. "Aplikasi kaedah Fuzzy Delphi dalam Kajian Sians Sosial." Penerbitan Universiti
Malaya. Kuala Lumpur (2017).

Okoli, Chitu, and Suzanne D. Pawlowski. "The Delphi method as a research tool: an example, design considerations
and applications." Information & Management 42, no. 1 (2004): 15-29. https://doi.org/10.1016/j.im.2003.11.002

128


http://dx.doi.org/10.3991/ijim.v15i08.20415
https://doi.org/10.1088/1742-6596/1360/1/012029
https://doi.org/10.1088/1742-6596/1360/1/012029
https://doi.org/10.3390/fi9040093
https://doi.org/10.24191/ajue.v17i1.12625
https://doi.org/10.1007/s10639-021-10573-5
https://doi.org/10.1007/s10639-021-10573-5
https://doi.org/10.3390/app11083297
https://doi.org/10.1016/j.compedu.2021.104383
https://doi.org/10.20448/journal.509.2019.63.149.155
https://doi.org/10.2307/249688
https://doi.org/10.2307/3587900
https://doi.org/10.5539/ijbm.v13n8p75
https://doi.org/10.6007/IJARBSS/v8-i6/4303
https://doi.org/10.1186/s12909-019-1658-z
https://doi.org/10.28945/421
https://doi.org/10.1016/j.im.2003.11.002

Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 64, Issue 2 (2026) 114-129

(35]

(36]

(37]

(38]

(39]

(40]

[41]

[42]
(43]

[44]

[45]

(46]

[47]

(48]

(49]

(50]

(51]

(52]

Chang, Pao-Long, Chiung-Wen Hsu, and Po-Chien Chang. "Fuzzy Delphi method for evaluating hydrogen production
technologies." International ~ Journal ~ of Hydrogen  Energy36, no. 21 (2011): 14172-14179.
https://doi.org/10.1016/j.ijhydene.2011.05.045

Hsieh, Ting-Ya, Shih-Tong Lu, and Gwo-Hshiung Tzeng. "Fuzzy MCDM approach for planning and design tenders
selection in public office buildings." International Journal of Project Management 22, no. 7 (2004): 573-584.
https://doi.org/10.1016/j.ijproman.2004.01.002

Benitez, Juan Manuel, Juan Carlos Martin, and Concepcién Roman. "Using fuzzy number for measuring quality of
service in the hotel industry." Tourism Management 28, no. 2 (2007): 544-555.,
https://doi.org/10.1016/j.tourman.2006.04.018

Thomaidis, V., K. Seretis, D. Tamiolakis, N. Papadopoulos, and I. Tsamis. "Branchial cysts. A report of 4 cases." Acta
Dermatovenerologica Alpina, Pannonica, et Adriatica 15, no. 2 (2006): 85-89.

Mansour, Ahmed A., and Osama A. Arafa. "Comparative study of 250 W high pressure sodium lamp operating from
both conventional and electronic ballast." Journal of Electrical Systems and Information Technology 1, no. 3 (2014):
234-254, https://doi.org/10.1016/].jesit.2014.12.006

Tang, Chia-Wei, and Cheng-Ta Wu. "Obtaining a picture of undergraduate education quality: a voice from inside
the university." Higher Education 60 (2010): 269-286. https://doi.org/10.1007/s10734-009-9299-5

Saido, Gulistan Mohammed, Saedah Siraj, Abu Bakar Bin Nordin, and Omed Saadallah Al_Amedy. "Higher order
thinking skills among secondary school students in science learning." MOJES: Malaysian Online Journal of
Educational Sciences 3, no. 3 (2018): 13-20.

Witra, Widyasari Puspa Permata, and Apol Pribadi Subriadi. "Gender and information technology (IT) investment
decision-making." Procedia Computer Science 197 (2022): 583-590. https://doi.org/10.1016/j.procs.2021.12.176
Hashim, A., S. Aris, and C. Fook. "Determining elements of design thinking implementation in schools using Fuzzy
Delphi Method." Journal of Administrative Science 19, no. 1 (2022): 210-232.

Hakimi, Halimaton., Massila Kamalrudin, and Raihana Syahirah Abdullah. "Software security readiness model for
remote working in Malaysian public sectors: Conceptual framework." Journal of Theoretical And Applied
Information Technology 101, no. 8 (2023).

Abdullah, Raihana Syahirah, Halimaton Hakimi, and Massila Kamalrudin. "Software security readiness index for
remote working employee in public organization: Preliminary study." International Journal of Academic Research
in Business and Social Sciences (2024). http://dx.doi.org/10.6007/1JARBSS/v14-i8/22773

Veenoth, A., L. Shankarvelu, Halimaton Hakimi, Zety Marlia, and Dewi Octaviani. "Food donation application to
improve the distribution and verification process within Selangor: Feedback." Journal of Applied Technology and
Innovation (e-ISSN: 2600-7304) 7, no. 3 (2023): 7.

Yusof, J., A. d’Arqom, and E. R. Surjaningrum. "The psychosocial factors of blood donation during the pandemic:
Strategies for sustainable blood supply." Journal of Infrastructure, Policy and Development 9, no. 1 (2025): 9677.
https://doi.org/10.24294/jipd9677

Al-Amri, R. M., A. A. Hadi, A. Hameed Mousa, H. F. Hasan, and M. S. Kadhim. "The development of a deep learning
model for predicting stock prices." Journal of Advanced Research in Applied Sciences and Engineering
Technology 31, no. 3 (2023): 208-219. https://doi.org/10.37934/araset.31.3.208219

Samah, K. A. F. A., Nurul Azifah Mohd Khalid, Jamaluddin Jasmis, Noor Afni Deraman, Lala Septem Riza, and Zainab
Othman. "Autoregressive integrated moving average (ARIMA) algorithm adaptation for business financial
forecasting." Journal of Advanced Research in Applied Sciences and Engineering Technology 38, no. 1 (2024): 37-
47. https://doi.org/10.37934/araset.38.1.3747

Jalasabri, Jafirdaus, Fairuz Izzuddin Romli, and Mohammad Yazdi Harmin. "Mathematical modelling for effects of
fineness ratio, altitude and velocity on aerodynamic characteristics of an airship design using computational
analysis." CFD Letters 12, no. 10 (2020): 90-110. https://doi.org/10.37934/cfdl.12.10.90110

Patel, Monal, and Falguni Parekh. "Forecasting of flood flow of panam river basin using adaptive neuro-fuzzy
inference system (ANFIS) and ANN with comparative study." Journal of Advanced Research in Applied Sciences and
Engineering Technology 32, no. 2 (2023): 346-359. https://doi.org/10.37934/araset.32.2.346359

Das, Ranjan. "Estimation of radius ratio in a fin using inverse CFD model." CFD Letters 3, no. 1 (2011): 40-47.

129


https://doi.org/10.1016/j.ijhydene.2011.05.045
https://doi.org/10.1016/j.ijproman.2004.01.002
https://doi.org/10.1016/j.tourman.2006.04.018
https://doi.org/10.1016/j.jesit.2014.12.006
https://doi.org/10.1007/s10734-009-9299-5
https://doi.org/10.1016/j.procs.2021.12.176
http://dx.doi.org/10.6007/IJARBSS/v14-i8/22773
https://doi.org/10.24294/jipd9677
https://doi.org/10.37934/araset.31.3.208219
https://doi.org/10.37934/araset.38.1.3747
https://doi.org/10.37934/cfdl.12.10.90110
https://doi.org/10.37934/araset.32.2.346359

