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The growing versatility of Internet of Things devices increases the possibility of multiple
attacks occurring and being carried out continuously. The limited processing
capabilities and memory capacity of Internet of Things devices pose challenges for
security and forensic analysis in collecting and documenting various attacks targeting
these devices during the forensic investigation process. Thus, forensic investigative
analysis goes beyond expectations, offering a holistic understanding of the complex
consequences arising from loT device attacks that have occurred. These issues and
challenges provide important insights into vulnerabilities, potential future threats, and
steps to effectively increase the resilience of the IoT ecosystem against the evolving
cyber-attack risk landscape. Apart from that, the large amount of loT attack data
generated raises several problems. Such as the difficulty of quickly identifying threats
and in-depth forensic analysis of each very diverse attack. The implementation of
artificial intelligence is a very useful solution in overcoming the forensic investigation
challenges that arise due to loT attacks with the enormous increase in data volume and
complexity. Therefore, this research aims and proposes to improve the loT forensic
readiness framework by collecting and analyzing digital evidence in detecting various
attacks from various loT devices automatically based on an artificial intelligence
approach and functioning as an early warning system. Enhanced the proposed loT
forensic readiness framework based on ISO/IEC 27043 serves as a prototype for
detecting and collecting various types of attacks as potential digital evidence from
various loT devices, as well as effective forensic investigation of digital evidence with
the utilization of smart repository.

1. Introduction

The Internet of Things (loT) introduces many intelligent device infrastructures where the
interconnection of smart nodes creates a dynamic and versatile network [1] that supports various
applications, services, and platforms with the aim of intelligent collaboration and communication
between devices, systems, and people through various protocols, technologies, and internet
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utilization [2,3]. For example, many developed countries have adopted and implemented IoT as a
technological solution that promises to increase the comfort and convenience of human life, one of
which has an impact on smart home infrastructure and the smart health sector for disease
monitoring, tracking, detection, and prevention [4]. Nonetheless, the high level of acceptance and
application of 1oT in various fields results in a very large platform that is gaining attention from
attacks, threats, and security issues [5].

At present, cyber security in loT networks is very important and attracts attention, so it is the
main target that attracts many intruders [6]. In Symantec's 2020 report, more than 57,000 attacks
targeted loT devices and networks. Attackers use a variety of attack strategies, including Denial of
Services (DoS), Distributed DoS (DDoS), ransomware, and others. DoS and DDoS attacks are the most
prevalent and regular types of attacks occurring threats of malicious attacks on loT devices and
networks [7]. According to Cloudfare's report on cyber threats, DDoS attacks increased by almost 1/3
between 2020 and 2021, with a spike of 75% in the last three months. In addition, the Neustar report
explains that DDoS attacks have increased with a frequency of 200% while the volume increased by
73% when comparing the first six months of 2019 to the same time in 2018. Cisco's annual internet
report, 2018-2023, provides an overview of the increasing trend of DDoS attacks. Based on
observations in 2023, there has been an increase of two times the total, namely 15.4 million
compared to 2018, as the impact of many incidents related to security on loT devices is getting worse
with the amount of data generated. A report issued by the International Data Corporation (IDC) in
2020 estimates that by 2025 so, many loT devices are connected to generate 79 zettabytes of data.
Such data has the potential to be highly prioritized for generating and informing digital forensic
investigative processes.

Forensic investigations on loT devices with standard digital forensic readiness techniques are
ineffective due to memory capabilities and limited computing resources [8]. The forensic
investigation process is compatible with standard devices electronic such as personal computers,
laptops, servers, and smartphones, but forensic investigations with characteristics of 10T need to be
carried out in @ much more comprehensive manner in comparison with standard digital forensics
[9,10]. For instance, many potential digital tokens of loT devices communicate with the marketplace,
making them extremely vulnerable and dangerous security holes. Internet of Things (IoT) devices
produce significant amounts of data and digital records that lack traceability due to network
disconnection, limited resources, and memory capabilities. Digital information and recordings
assume an important part as crucial evidence in the event of undesirable occurrences, but when the
loT device is no longer connected, there is no other way to obtain the digital evidence needed for the
forensic investigation process. Thus, the identification and collection of digital evidence is very
important as a readiness for digital forensic investigations.

The digital forensic readiness process has been discussed in previous research such as [11-16] and
also in the international standard ISO/IEC 27043 [17]. This standard emphasizes how important it is
to use a standardized process when carrying out the forensic readiness process. One of the challenges
when implementing digital forensic readiness is that this standard is presented in general terms, not
specifically using technical methods for Internet of Things (loT) forensic investigations. Therefore, in
this research, we proposed the enhanced Forensic Readiness framework based on previous research
with a combined artificial intelligence approach.

This research makes the following contributions. First, the enhanced forensic readiness
framework for loT investigation based on previous research, which is the technical readiness stages
to address challenges in identification from collecting digital evidence which preservingitin a trusted,
smart repository. The collected and stored attack logs are generated and analysed in the smart
repository to collect information regarding the type of attack and trace patterns. The identification
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of these attacks is automated through an artificial intelligence approach based on a dataset that was
generated from these attack logs. Second, the enhancement of this readiness forensic framework
can help investigators to be very specific and more focused on identification attack type domains in
loT environment. In addition, using a smart repository as a container for loT evidence can facilitate
investigators to an effective and efficient digital evidence forensic investigation, also serves as early
warning system.

2. Background and Related Work

This particular section provides a comprehensive overview of 10T forensic challenges, as well as
the significance of digital forensic readiness in the IoT domain and loT digital forensic readiness
frameworks. The proposed forensic readiness framework in this research also adheres to the
International Standard ISO/IEC 27043, which outlines the process of implementing digital forensic
readiness in the context of a digital forensic investigation. Optimizing and adapting artificial
intelligence is critical in improving the effectiveness of forensic investigations, especially as the
amount of data generated by loT devices and the complexity of attacks increase rapidly. According
to this, forensic readiness framework must adapt to current developments that are combined with
artificial intelligence approaches.

2.1 loT Forensic Challenges

Internet of Things (loT) forensic is a specialized branch within the realm of digital forensic
investigation that focuses on identifying and extracting legally admissible digital information as digital
evidence from the Internet of Things (loT) environment [18]. Several challenges related to forensic
investigations on loT devices have also been highlighted by researchers [19,20]. For example, Zhang
et al., research [21] explained that one of the difficulties is keeping up with the advancement of loT
devices and networks, which greatly impacts the collection of digital evidence and highlights the
importance of sharing knowledge to support forensic investigative activities.

In addition, Atlam et al., [22] stated that loT devices have limited computing resources and
memory capabilities. Thus, these conditions make the main limitations that cause security problems
in the collection of digital evidence by investigators untraceable. That means investigators cannot
capture, monitor, and analyse various communications that occur between loT devices. The
characteristics possessed by loT devices like this make it challenging for forensic analysts to
document the numerous incidents on these devices. Also, the data that is created and kept on
Internet of Things (IoT) devices exhibits a limited lifespan and temporary existence, and ultimately,
the data intended to function as digital evidence is easily erased and rewritten. Due to such
limitations, causing the collection of digital evidence is also a major problem for forensic loT analysis
[23]. In order to conduct research and investigations involving loT devices, it is crucial to develop and
employ forensic techniques that can enhance effectiveness [24]. Additionally, specific tools and
methodologies are required to bolster the resilience and security of 10T networks against potential
attacks. Thus, becoming a security challenge for investigators in the collection of loT forensic
evidence.

According to Atlam et al., [22], the level of reinforcement and development of the introduction
of 1oT devices into society brings about a significant level of intricacy in forensic investigations due to
the wide array of functional variations and diverse operating systems employed across numerous
Internet of Things (loT) devices. The current tools for forensic investigation encounter difficulties in
effectively accommodating the diverse attributes exhibited inside the 10T environment. The various
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challenges mentioned and described above require intervention from various forensic communities.
In this scenario, digital forensic measures and proactive strategies are employed in response to illegal
activities or cyberattacks. Also known as cyber forensics, involves the systematic collection, analysis,
and preservation of digital evidence to investigate and prevent cybercrimes. It encompasses a wide
range of techniques and tools designed to uncover, trace, and understand the nature of security
incidents. In the continuously developing landscape of cybersecurity, this approach is essential for
maintaining the integrity and security of digital systems and sensitive data.

2.2 loT Forensic Readiness Based on ISO/IEC 27043

Based on the ISO/IEC 27043 standard, the forensic readiness process consists of 4 process groups,
as shown in Figure 1. The next section will discuss the readiness process groups by referring to words
taken from the ISO/IEC 27043 standard.

Readiness processes class based on
ISO/IEC27043
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Fig. 1. Readiness processes class

The Planning Processes Class, as defined by ISO/IEC 27043 involves planning activities for
the pre-incident collection, storage, analysis, and presentation of digital forensic (DF)
evidence. It encompasses the identification of actions to be taken upon incident detection
and ensures that legal and specific requirements are considered in the overall Digital
Forensic Readiness (DFR) process.

The Implementation Processes Class puts into action the processes planned earlier,
focusing on establishing the necessary system architecture and deploying systems and
policies for effective digital forensic evidence collection, including incident logging,
storage, and change-tracking tools and hardware across the organization.

The Assessment Processes Class evaluates the outcomes of the Implementation Process
Class, aiming to align them with Digital Forensic Readiness (DFR) objectives. The findings
guide enhancements to the overall DFR process and ensure compliance with legal
requirements and digital forensic principles for the admissibility of evidence in a court of
law.

Concurrent Processes, such as the chain of custody preservation, operate simultaneously
with digital investigation processes, offering cross-functional applicability to various
stages. The focus is on maintaining the integrity of the chain of custody as digital evidence
is handled by different parties within the digital investigation process.
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Conceptually, forensic readiness is an anticipatory strategy employed to apprehend prospective
digital evidence before criminal activity or action can be investigated. Digital forensic readiness works
and has been widely used to bail out and solve countless crime problems by providing a wide range
of support and preserving digital evidence with great potential for digital forensic investigations.
Research Venter and Ilvans and Zulkipli et al., [25,26] contributes to providing suggestions for six-
component requirements and factors that must be owned by digital forensic readiness. The six
components consist of Capabilities (Cap), Resources (Res), Operability (Op), Strategic Planning (SP),
Knowledge (Kn) and Awareness (Aw). According to Collie [27], the digital forensic readiness process
can be successfully achieved in two different ways. First, implement organizational data security
policies and procedures. Second, by utilizing technical methods to track and preserve digital
evidence.

Several other studies, involving [26,28,29], have actualization forensic readiness for loT forensic
investigations with organizational policy and procedure methods. The application of this method is
because collecting digital evidence is a complex forensic investigation, particularly in the loT
environment. Thus, this research objectives are to develop technical methods for identification
digital evidence with high accuracy and classification attack type from many loT devices, also
collection them into a smart repository effectively and efficiently as the development of forensic
readiness for the loT forensic environment for early warning system.

2.3 Readiness Forensic Based on Artificial Intelligence (Al) Approach

Conceptually, this term refers to artificial intelligence (Al) methodologies in enhancing an entity's
readiness forensic to respond effectively to a variety of loT challenges, such as cybersecurity
incidents, legal investigations, disaster recovery, and operational disruptions. This innovative
approach leverages Al's capabilities to identify, analyse, predict and optimize readiness strategies,
ultimately ensuring a level of resilience and responsiveness. The primary objective of incorporating
artificial intelligence (Al) into readiness forensic strategies is to cultivate a robust sense of resilience
and responsiveness within an loT entity. Through perpetual learning from data patterns, adept
adjustments to emerging challenges, and the fine-tuning of responses, organizations can construct a
proactive and adaptive framework. This framework significantly enhances the overall level of
readiness loT forensic. In a period characterized by dynamic and evolving any IoT type attack, the
integration of Al with readiness strategies embodies an innovative approach to fortifying an capacity
to adeptly and effectively navigate challenges.

3. Enhanced Readiness Forensic Framework for loT Investigation

In retrospect, ISO/IEC 27043 was designed intentionally at an abstract level, enabling its
application to digital investigations in a variety of contexts and types of digital evidence. The forensic
readiness process described in ISO/IEC 27043 involves four main groups, namely planning,
implementation, assessment, and concurrent processes. The purpose of this research is to discuss
the planning and implementation of the four process classes, because this is abstract and does not
fully reflect the unique characteristics of loT technology. Therefore, the enhancement of the
proposed Al-based IoT-FR Framework seeks to address DFR in the planning and implementation
process class to meet the weaknesses and limitations in the characteristics of 1oT technology. The
assessment processes class is adopted as is in ISO/IEC 27043 and the concurrent process is replaced
because it indicates preservation processes. Figure 2 illustrates the differences between the

125



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 50, Issue 1 (2025) 121-135

readiness process in the international standard ISO/IEC 27043 and the Al-based approach loT-
Forensic Readiness framework.
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Fig. 2. Consideration enhanced readiness processes class from ISO/IEC 27043

According to Abidin et al., [30], the objective of the readiness processes is to guarantee the
preparation, collection, examination and analysis, also reporting of all pertinent data and potential
digital forensic data in accordance with the specifications outlined before investigation processes.
These processes encompass tasks related to pinpointing crucial data sources, identify and managing
forensic digital evidence, implementing tools forensic, also handling incident response and
monitoring real-time with function as early warning system. The readiness processes are depicted in
Figure 3 below, where all digital evidence data is enhanced and consolidated into a smart repository
integrated with artificial intelligence.
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Fig. 3. Overview of enhanced loT readiness forensic framework integrated Al-based

Although there are a number of frameworks for readiness forensic in an 10T environment, such
as in research [11-15]. However, there is no forensic readiness framework to identify and classify
types of attacks from various loT devices directly by storing digital evidence in a smart repository
integrated with artificial intelligence (Al) algorithms that aim for high accuracy analysis and an early
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warning system. Therefore, this research proposes the enhancement of readiness forensic
framework to optimize the forensic investigation process on loT devices which is carried out
effectively and efficiently by investigators. During the readiness forensic process, digital evidence
identification using artificial intelligence from various potential sources related to Internet of Things
(loT) devices is collected and stored while maintaining the integrity and accuracy the digital evidence.
This process can reduce the time, effort, and costs required in the forensic investigation process for
subsequent incidents.

Figure 3 shows five main processes (Step 1 — Step 4) of the readiness forensic: Preparation,
Collection, Examination and Analysis, Presentation. Which step 2, 3, 4 into Smart Repository
integrated Al-based approach. Each step has its sub-process. Moreover, the preservation process has
become a critical and systematic procedure within the realm of legal and investigative activities
aimed at safeguarding and maintaining the integrity of potential evidence relevant to a case, dispute,
or inquiry in the overall digital forensic readiness framework.

3.1 Step 1: Preparation
First, the sub-processes of the Internet of Things (loT) evidence preparation stage are as follows:
3.1.1 Scenario definition

In this process, we define all possible forensic investigation scenarios in the form of event
sequences while being attuned to particular loT applications to collect potential digital evidence with
proper risk assessment. For example, unusual interactions with devices and unsuccessful
authorization endeavours during the process of gaining access to those services. Within the
application layer, scenarios are formulated to encompass the management of configuration and data.
This entails considerations such as determining data accessibility and authorization privileges. Every
individual scenario delineates events that induce alterations in the operational status of loT devices.
These alterations in the state are meticulously recognized in tandem with the corresponding
attributes of the involved devices.

3.1.2 Device configuration

Before an Internet of Things (IoT) device operates, this procedure aims to detect and document
every newly introduced device within the forensic ecosystem, along with its associated attributes. It
involves configuring device-specific settings for loT devices and securely storing all pertinent
regulatory details in dedicated storage, ensuring their availability for future utilization.

3.1.3 loT source identification

This process identifies the source of attack events on loT devices forensically in accordance with
the scenario established during the scenario definition step. Procedures are defined to validate
network traffic interactions on loT devices and identify potential sources. For example, at the
application layer, a system can be formulated to oversee security facets concerning system
configuration and the validation of access requests.
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3.2 Step 2: Collection

The acquisition of digital evidence is a key point in the forensic process. This process includes the
identification, acquisition, and collection of evidence from multiple loT devices. For example, logging
every attack activity directed at the device along with its timestamp. Command sources and attacks
on devices will be logged. It is important to note that collaboration with service providers may very
well be required to collect case-related data. The collection of digital evidence will be easier when
tools and device operating systems support forensics to collect relevant evidence information.

The main goal of this process is to unify all incoming Internet of Things (IoT) network activity and
filter rules based on predefined to determine known attack patterns. These rules update regularly to
stay abreast of emerging threats. Additionally, it compares incoming loT attacks against these rules
and acts when a match is found.

3.3 Step 3: Examination and Analysis

This particular step refers to a specific stage within a comprehensive readiness designed for
handling digital forensic activities in the loT domain. This stage involves the careful examination of
digital elements followed by a detailed analysis of the gathered digital evidence, contributing to a
robust response and mitigation strategy in the context of loT-related security incidents and rapidly
evolving landscape of IoT technology.

3.4 Step 4: Reporting

This step in a forensic readiness framework is a critical component that focuses on the
documentation, communication, and presentation of findings derived from IoT forensic investigation
activities. This step plays a crucial role in ensuring transparency, accountability, and the effective
sharing of insights with relevant stakeholders.

3.5 Smart Repository

The concept of smart repository suggests the development of an intelligent and integrated
storage system specifically designed to enhance digital forensic readiness in the realm of the Internet
of Things (loT). The repository may utilize metadata and contextual information to organize digital
evidence systematically, making it easily accessible for forensic analysis. The integration of artificial
intelligence (Al) within the repository signifies the incorporation of deep learning algorithms and
predictive analytics. Al enhances the repository's capabilities by automating tasks, recognizing
patterns, and providing intelligent insights.

The smart repository, integrated with Al, becomes a proactive component in this readiness
strategy, enabling swift and intelligent responses to emerging threats. Al-driven capabilities
streamline the collection, identification, and analysis of 10T digital evidence, contributing to a more
effective and timely forensic response.
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3.6 Preservation Processes

This process can increase the acceptance of the loT environment without difficulty. Authorization
is involved with the entire forensic investigation framework process, which contains authority, user,
and owner information. In addition, the concept of the chain of custody is harnessed to enhance the
effectiveness of storing information pertinent to IoT forensic investigations. Its application extends
to delineating the flow of information and fortifying security within an loT-centric setting. Moreover,
the preservation of forensic evidence stands as a pivotal facet within the framework of forensic
investigation. Once evidence is amassed, it becomes imperative to uphold its integrity through secure
encryption keys, assuring that it remains inviolate and unaltered.

4. Experimental Result and Discussion

At this stage, a comprehensive overview of the utilized the dataset used is described in detail,
and the results of the discussion found are presented based on findings from research during the
research. The findings presented in this stage serve to elucidate the significance of the dataset in
shaping the research outcomes, offering valuable insights into the intricacies and nuances discovered
during the investigative process.

4.1 Dataset Validation

This research involves collecting normal traffic after configuration of loT devices in the network.
Next, it infects the device with various types of botnet attacks, such as Mirai and Bashlite, and
captures attack traffic on the loT network. This approach enables in-depth analysis of 10T devices'
responses to botnet attacks, aiding the understanding and identification of potential vulnerabilities
in network security. A total of 115 features were extracted from the captured traffic after installation
and configuration of |oT devices. A snapshot is taken of the host and protocol communicating with
each captured packet, then extracted 23 summary statistical information on each traffic flow from 5
different time intervals.

Table 1 records the quantity of occurrence for each type of attack on each type of device.
However, the dataset does not include information about Mirai attacks originating from Webcam
devices. The right part of the table shows the proportion of data related to each type of attack in the
dataset. This information provides a more detailed picture of the extent to which certain types of
attacks affect specific devices in the context of the dataset forensic investigation.
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Table 1
The quantity every attack category associated with each type of device
Botnet  Attack Doorbell  Thermostat Baby Monitor Security Camera Portion of Data
Benign 88,648 13,113 175,240 226,781 8%
Combo 112,732 53,012 58,152 232,591 7%
Junk 58,865 30,312 28,349 115,958 4%
Bashlite Scan 57,969 27,494 27,859 114,091 4%
TCP 193,677 95,021 92,581 380,788 12%
ubP 209,807 104,791 105,782 415,369 13%
ACK 102,195 113,285 91,123 337,218 9%
Scan 107,685 43,192 103,621 283,481 8%
Mirai SYN 112,573 116,807 118,128 375,791 10%
ubDP 237,665 151,481 217,034 623,819 17%
UDP-Plain 81,892 87,368 80,808 273,146 8%
Total 1,373,798 835,876 1,098,677 3,379,033 100%

The constructed deep learning model utilizes a classification report, which is a performance
assessment tool in artificial intelligence. Also evaluating and comparing the performance of trained
models. This report presents crucial metrics, including precision, recall, F1 Score, and support,
providing insights into the performance of a classification model.

4.2 Result and Discussion

Dataset in experimental results used as evaluation for deep learning models show that the
performance of these models has been evaluated and compared with various neural network
architectures. The evaluation process uses relevant evaluation metrics, and the results provide
insight into the performance of this network in the context of the proposed deep learning model
used in this research. The GRU deep learning model illustrated in Figure 5, outlines its structure and
data flow across various layers.

| convld_input | input: | [(None, 115, 1)] ] | g1 | input: I (None, 28, 32) |
| InputLayer | output: [ [(None, 115, 1)] | | GRU | output: | (None, 28, 32) |
[ convid T input: | (None, 115, 1) | [ dropout_2 | input: [ (None, 28, 32) |
[ ConviD [ output: | (None, 115, 64) | | Dropout | output: | (None, 28, 32) |
I dropout l input: l (None, 115, 64) | [ global_max_poolingld I input: { (None, 28, 32) |
I Dropout { output: { (None, 115, 64) l [ GlobalMaxPooling1D | output: ‘ (None, 32) |

o 2
o 32

| convld_1 | input: | (None, 115, 64) |
| ConviD | output: ] (None, 115, 32) |

)
o 2

‘ batch_normalization ] input: | (None, 115, 32) |

| BatchNormalization | output: | (None, 115, 32) |

[[redu | input: | (Nome, 115, 32) | [ activation | input: [ (None, 32) |
[ReLU [ output: | (None, 115, 32) | [ Activation | ouput: | (None, 32) |
[ max_pooling1d | input: | (None, 115, 32) | [ dense_1 T input: | (None, 32) |
| MaxPooling1D | output: | (None, 57, 32) | | Dense [ output: [ None, 32) |
[ eru [ input | (Nome, 57,32) | [(activation_t [ input: | None, 32) |
‘ GRU l output: | (None, 57, 32) | | Activation | output: ‘ (None, 32) |
[ dropout_1 [ input: | (None, 57, 32) |
| Dropout | output: | (Nome, 57, 32) |
| convld 2 } input: | (None, 57, 32) | | activation_2 | input: ] (None, 11) |
| ConviD | output: [ (None, 57, 32) | | Activation [ output: | (None, 11) |

Fig. 5. GRU deep layer model for baby monitor device
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The model includes convolutional layers, activation layers, max pooling layers, and dense layers,
as visualized in Figure 6. The model takes data with dimensions (None, 115, 1) and produces output
with dimensions (None, 11). This model uses a combination of utilizing convolutional and dense
layers for the purpose of analysing input data and extracting relevant details. A max pooling layer is
used to reduce the dimensionality of the data and an activation layer introduces non-linearity into

the model.

AI! AI! 'l

@ conviD ' Dxopout ' BatchNoxmalization ' ReLV ' MaxPoolinglD @ GRU ' 6lobalMaxPoolinglD

' Flatten ' Dense ' Activation
Fig. 6. GRU deep learning model visualization for baby monitor device

Figures 7 present the results of training and validation accuracy of the GRU model trained using
PSO (Particle Swarm Optimization). The model has undergone 5 iterations, with each iteration
consisting of 10 particles. The resulting accuracy scores for the model are 0.94 for highest score baby
monitor device. In the visual representation graph, it shows the accuracy of the model for 30 epochs.
The x-axis represents the number of epochs, ranging from 0 to 30, while the y-axis represents the
accuracy score. The graph shows a gradual increase in accuracy as the number of epochs increases.
The model also has a very low loss rate of 0.1027, indicating that the model has undergone a good

training process and can provide more accurate predictions.
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Table 2

Comparison accuracy with previous model

No. Model Doorbell Baby Monitor Security Camera
1 RNN [31] 0.41 0.44 0.37

2 LSTM [31] 0.62 0.54 0.25

3 CNN[31] 0.91 0.91 0.85

6 GRU 0.86 0.94 0.91

Table 3 provides a comparison of the average accuracy scores between the previous model and
the proposed model. We succeeded in creating model that is optimized for various loT devices with
higher accuracy results than the previous model, namely 0.94 for baby monitor device. For Security
camera device get score 0.91 and the last score 0.86 for doorbell device. This significant improvement
in accuracy across different devices underscores our commitment to delivering cutting-edge
solutions tailored to the unique requirements of IoT environments.

Table 3
The results for each attack type for highest score
Index Label (Benign / Attack Type) Precision Recall F1-Score Support

0 Benign 1.00 1.00 1.00 8678
1 Gafgyt_combo 1.00 0.96 0.98 2869
2 Gafgyt_junk 0.96 1.00 0.98 2874
3 Gafgyt_scan 1.00 1.00 1.00 2790
4 Gafgyt_tcp 1.00 0.00 0.00 2749
5 Gafgyt_udp 0.54 1.00 0.70 3236
6 Mirai_ack 0.99 1.00 1.00 4504
7 Mirai_scan 1.00 1.00 1.00 3026
8 Mirai_syn 1.00 1.00 1.00 6026
9 Mirai_udp 1.00 0.99 1.00 4314
10 Mirai_udpplain 1.00 1.00 1.00 4451
Accuracy 0.94 45517
Macro avg 0.86 0.90 0.88 45517
Weighted avg 0.90 0.94 0.91 45517

5. Evaluation of Forensic Readiness Framework

Internet of Things devices is getting a lot of attention and widespread adoption across various
industries development which begins from smart home, which are currently combined with the
Artificial Intelligence approach. However, due to a security flaw or the vulnerabilities within these
devices, numerous systems have been breached, yet no conclusive evidence has been uncovered.
This can be attributed to the insufficient processing capabilities and severe memory limitations. To
solve this problem, we have proposed the enhancement this loT forensic readiness framework that
keeps collect and identify logs data as 0T evidence of the attacks on smart repository integrated with
an Al approach that can automatically perform forensic investigation analysis. By quickly identifying
and detecting attacks, Al-based analysis increases the efficiency of the readiness framework. When
traffic complies with these rules, real-time alerts and logs are created as early warning system.
Attacks are identified with high accuracy to facilitate investigators in forensic investigations. Table 4
illustrates a comparison of the proposed framework with existing frameworks. Al-based smart
repositories and generating rules deep learning model the parameters that differentiate our research
from previous work.
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Table 4

Comparison phase of loT forensic readiness framework

Preparation

Collection

Smart Repository

c oo
c .° £
S B ” S
B 5 K =
£ () c = <
Year  Author / Research Framework T € 5 E w § S
% 8 § :ch -S < > S 5
T g £ e T £ 2 58 = 8
© S E=] o 53 B Y R
g 3 & § 8 ¢ g g & g
A o T O < S o © <«
2023 Randiet al., : Enhanced Readiness Forensic
. v v v o v v v
Framework for |oT forensic Based on Al
2022 Mazhar et al., : Machine to Machine (M2M)
for loT Forensic Framework [32] oo X o voox X X
2022 Fagbola et al., : Smart Digital Forensic v v s
Readiness Model [12] X X X X X
2022 Alotaibi et al., : Drone Forensics with A Novel
Forensic Readiness Framework [15] oo X o X X X X
2021 Sadineni et al., : Ready-loT Model for Internet
of Things Forensic [13] o7 X oV X X X X
2021 Ahmad Saleh et al., : Common loT Forensic
Investigation Process Model [33] o v X o v X X X X
2020 Koroniotis et al., : A particle deep framework
for loT networks [34] v o v x v Vv X x x X
2020 Noura et al., : DistLog scheme model for loT
forensics [35] v ooV x v v X X X X
2020 Scheidt et al., : Identification loT Devices for
Forensic Investigation [36] oo X voox X X X X
2019 Qatawneh et al., : DFIM: A New Model for loT
Digital Forensics Investigation [37] o7 X oV X X X X
2019 Sadineni et al., : A Holistic Model for loT v v v
Forensic Investigation [11] X X X X X X
2019 Jahidul Islam et al., : A Comprehensive
P v v X v v X X X X

Framework for |oT Digital Forensic [16]

6. Conclusions and Future Work

This research proposes the enhancement of a framework for implementing forensic readiness in
loT devices' forensic investigation. Forensic readiness development overcomes the low and memory
limitations and is able to identify and collect potential digital evidence by considering the specific
functionality and behaviour of loT devices. Smart repository become the main step in this framework
for forensic readiness purposes in @ manner that facilitates the forensic investigation process in the
loT device environment to become more efficient and reliable. Also, the smart repository for forensic
readiness is critical as a complementary approach to characteristic 10T devices. As part of the
research, the authors have implemented this smart repository integrated deep learning algorithm
for the process of investigating attacks on IoT environments with high accuracy detection as early
warning system.
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