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infected computer. This research uses static and dynamic methods to analyze redline
stealers. The process of static analysis is carried out by observing the malware's sample
file, while dynamic analysis is carried out by monitoring malware's activity when the
malware is running on the system. This research show that Redline Stealer uses the
obfuscation feature based on .net, which can run only when there is an internet
connection, stealing sensitive information, especially in a browser application. The
conclusion of this research is Redline Stealer can be classified as a stealer malware that

Keywords: can steal important data on the infected system. The result of the analysis using the
Malware Investigation; Redline Stealer;  strings extract and decompile did not find any information because this malware uses
obfuscation; static and dynamic the obfuscation feature, so the static analysis did find fewer information than the
analysis; forensic dynamic method.

1. Introduction

Technological developments and advances not only have a positive impact on society [1,2], but
technological developments and advances also have negative impacts [3,4], one of which is the
emergence of various types of cybercrimes, such as the spread of malware [5,6]. Malware is a
program that is used for cybercrime crimes [7] with various purposes including seeking pleasure and
seeking profit such as wiretapping and theft of personal information [8]. Malware can contain
malicious code such as Viruses, Worms, Trojan Horses, can also create BackDoors that can steal
personal information or take control of someone's computer system [9-11].

Malware is generally made to damage or break into a software or operating system [12,13]
through a script that is kept secret or in another sense is hidden by the creator of the malware [5].
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Malware is currently growing rapidly [14], thus requiring computer users to be more vigilant in
protecting important information or files on the computer so that they are not taken and misused by
unauthorized people [15,16]. Proofpoint analysts discovered a new malware variant called Redline
Stealer in early March 2020 [17]. This malware has gained notoriety for its ability to evade detection
and steal sensitive information from infected devices. Redline stealer malware steals login data and
credit card information from browser applications.

Redline Stealer malware is malware that threatens data privacy security in the digital era; this is
guite worrying, so more research is needed in the field of malware, especially on Redline Stealer.
Malware analysis can generally be done with two methods, namely Dynamic Analysis and Static
Analysis [18]. Static analysis is done by directly observing the malware source code without running
the malware, while dynamic analysis is done by observing how the malware works when it is run on
a system. The analytical methods used in this study are static and dynamic methods. Malware
analysts mostly use a combination of these methods because of the wide scope and the number of
tools available to produce a detailed and thorough analysis. The static and dynamic analysis method
has also been used in several previous studies, including those carried out by [5,19,20] in identifying
diverse malware.

This research uses the Redline Stealer malware as an object of forensic investigation. The
methodology used in this paper is static analysis and dynamic analysis. Malware analysis in this
research was carried out in an isolated virtual lab to avoid spreading malware on computers.

2. Methodology

In this section, the methodology of research in the investigation of malware Redline stealer is
shown in Figure 1.

. Examination Process
‘ Report and Documentation
Fig. 1. Methodology

2.1 Literature Study

A literature study is carried out by collecting data and information from books, media, journals,
experts, or the results of other people's research, which aims to develop the theoretical basis used
in conducting research. Reference books and journals can contain brief descriptions or
comprehensive explanations of malware analysis.

2.2 Preparation System
Preparation System is the process of preparing all the requirements needed to carry out malware

analysis. Preparations include installing the operating system on a virtual machine, installing tools,
and downloading malware samples.
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2.3 Examination Process

The static analysis process uses several techniques to obtain information on the redline stealer
malware as follows: Malware Fingerprint, File Type Identification, Strings Extract, Decompile, and
Obfuscation Detect. Dynamic analysis is done by running and monitoring Redline Stealer malware
samples. This monitoring process is carried out using two techniques, namely Process Monitoring
and Network Monitoring.

2.4 Report and Documentation

The last stage is documentation to store the results of the data obtained from the malware
analysis process using static analysis and dynamic analysis methods. The documentation is in the
form of data output from videos, images, or the results of output data and information from analysis
tools, which are then set forth in the research report.

3. Results
3.1 Preparation System

The preparation system used in this research is to prepare a virtual machine that will be used as
a malware analysis lab and to prepare a research object, namely the redline stealer malware sample.
The virtual machine used is VirtualBox version 6.1.40 r154048. The first preparation system to do is
to install the operating system on the virtual machine. The operating system used in this study is
Windows 10. System specifications used as an analysis lab are shown in Table 1 and Table 2.

Table 1
Specification of personal computer
Item Value
OS Name Windows 11 pro
Language English (United States)
Username MEMNON
Time Zone (UTC-+07:00) Bangkok, Hanoi, Jakarta
Memory 16 GB RAM
Storage 1500 GB
Table 2
Specification of virtual machine
Item Value
VM Application Virtual Box
OS Name Microsoft Windows 10 Enterprise LTSC
Language English (United States)
Username MUMKAR
Time Zone (UTC-+08:00) Pacific Time ( US & Canada)
Memory 4 GB RAM
Storage 60 GB

Table 1 shows the specifications of the computers used during the malware analysis process;
Table 2 shows the specifications of the virtual systems that have been installed on the virtual box,
and the allocation of physical hardware used for virtual machines. The tools used for each analysis
technique carried out in this study can be seen in Table 3.
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Table 3

List of tools used
Analysis Technique Tools Used
Fingerprint Malware Hashmyfile
File Type Identification CFF Explorer
String Extract Shell Extensions
Decompile DnSpy
Obfuscation Detect De4dot
Process Monitoring Process Monitor
Network Monitoring Wireshark

The redline stealer malware sample used as the object of this study was downloaded from the
bazaar.abuse.ch website. The website provides many live malware samples that can be downloaded
for free. The sample malware is downloaded from the website in ZIP form with the password
"infected" (Figure 2).

MalwareBazaar Database

This page let you download the following malware sample: SHA256
47bf3e3ff2ed7cab653fedace9d5ee75be75f6722eaf534cedf2356585ac837e0

Caution!

You are about to download a malware sample. By clicking on “download"”, you declare that you have understood what you are doing and
that MalwareBazaar can not to be held accountable for any damage caused by downloading this malware sample!

ZIP password: infected

B Download
Fig. 2. Malware baazar

The sample malware is then extracted and named "samplemalware.exe" as shown in Figure 3.

sampelmalw
are.exe

Fig. 3. Sample malware

3.2 Examination Process

The Examination Process is carried out on a virtual machine that has been prepared in the
preparation system process. The examination process consists of static analysis and dynamic analysis.
Static analysis can contain important information that is useful for the dynamic analysis process.
Therefore, the examination process in this study is carried out in the order of static analysis first and
then dynamic analysis.
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3.2.1 Static analysis

Static analysis is a method of analyzing malware without running the malware. Static analysis
consists of several stages, as shown in Figure 4.

Sample Malware /L> Hash Value

Y

File Type Malware

Decompile

Obfuscation
Detected

A
~_

0

[0]

©

s)

=1
K~

End

Fig. 4. Flowchart static analysis

A. Fingerprint Malware

The tool used at this stage is Hashmyfile, this stage aims to see the hash value of the malware
sample file. The hash value of the malware sample file is used to check the authenticity of the
malware sample file by comparing the hash value obtained from Hashmyfile and the hash value
obtained from bazaar.abuse.ch. The results of examining the hash value using the Hashmyfile tool
can be seen in Figure 5.

B Properties X
Filename: |sampe|malware.exe |
MD5: [ed4dca7ded04f008741d2ad48a457099 |
SHAL: [bbadcedab71a4a2e2482380dce3255501176cc90 |
CRC32: [9d5¢dd03 |
SHA-256: [4?bf3e3ﬂ26dTcabB53h34aceSSee?Sbe?5f67226af534ce412358585ac837t:l] ‘
SHA512: [8a37b2f4d5143ffc5dd436becdab3d9e6364de1abf1 485568ebf26be8ee5b5f223d6a55|
SHA-384: [t8c7819a38bbici6e421980e9189545176190caace353a7 3af2c6765167b5ae8173bbef9]]
Full Path: [C:\UsersyMUMKARIDesktopisampelmalware.exe |
Modified Time: [3/30/2023 4:17:04 PM |
Created Time: [3t302023 9:17:42 AM |
Entry Modified Time: [4/8/2023 12:38:13 AM |
File Size: [240,128 |

Fig. 5. Hash value of malware sample

The results of examining the hash value using Hashmyfile show that the value generated by
Hashmyfile is the same as the information obtained from the website bazaar.abuse.ch, meaning that
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the file is original or identical and has not been modified. A comparison of hash values can be seen
in Table 4.

Table 4
Comparison of hash value file malware
Hash Source Hash Value Information
MD5 Hashmyfile ed4dca7ded04f008741d2ad48a4 57099 Identical
Malware Bazaar ed4dca7ded04f008741d2ad48a4 57099
SHA-1 Hashmyfile bbadcedab71a4a2e2482380dce3 255501176cc90 Identical
Malware Bazaar bbadcedab71a4a2e2482380dce3 255501176cc90
Hashmyfile 47bf3e3ff2ed7cab653fedace95ee75be75f6722eaf
SHA-256 534ce4f2356585 ac837e0 Identical

Malware Bazaar

47bf3e3ff2ed7cab653fed4ace95ee75be75f6722eaf

534ce4f2356585 ac837e0

B. File Type Identification

The malware samples were processed using the CFF Explorer tool. The information generated
from this process is that the sample malware is a 32-bit Portable Executable (PE) file compiled using
.NET (Figure 6), which shows that the file is a type of file that can be run on the Windows operating
system.

File Settings ?

l::]' ' @ p _exe. X

Property Value
i File: sampelmal _exe.malv| *
a: L File Name C:\Users\MUMKAR\Desktop\sampelmalware.exe.malware
=) Dos Header File Type Portable Executable 32 .NET Assembly I
=) Nt Headers . - - -
=) File Header File Info Microsoft Visual Studic .NET
=) Optional Header File Size 234.50 KB (240128 bytes)
— (& Data Directories ] PE Size 234,50 KB (240128 bytes)
2l Qartinn Haadare vl

Fig. 6. Detection of malware sample file types
C. String Extract
The analysis carried out at this stage is to take strings from the redline stealer malware samples

to get strings. The application used is Shell Extensions. The results of the string extraction performed
on the Redline Stealer malware sample file are shown in Figure 7.
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\ 387 matches found... - C:\Users\MUMKAR\Desktop\sampelmalware.exe

Find | Find Al Save As Min Size |3
|

00002442 chfddgefffghkdaffsfhdddhdshdghf )
00002462 BeginInvoke

0000R246E IAsyncResult

0000247B AsyncCallback

00002489 callback

00002492 EndInvoke

00002423 hfsdkfdhdgfhshsfefgfdfaffhfdch

0000a4c2 fhhfgsfffrffdkddffcdhghhfdashdfh

0000n4E3 fchhffgfdghfdadfdfrsfsshdkfffgh

00002503 nhffskdsfkhdfdhdafrffdhgfscfffdf

0000a524 hkgfsfffdffddhfhdhrfahghddsshcf

0000a544 chfdgehffgfhffdafsfhdddhdshdghf

0000a5€64 hfsdkfddhghfshsfefgfdfaffffdch

00002583 fhhfgsdffrffdkdfcfadhfghhfdasdfh

0000a524 fchfrfhfgdgdfadfdfrsfsshdkfffgh

0000a5Cc4 hjafgdffhfdgadsfhrfdffffskhj

0000ASE1 fsgfhrgfafdddffdhdfffkhsjd

0000ASFC fjshdfcafddfrgdshdffgfedfkfghj

0000261B sddddffsfheghddjfffffgjhskdggsfaafcsafp
00002643 sfhjffkfhgfdjsrfhhddfhfffadsgfasfhsscffgdb
0000266E ddafdrhjfsfffghgdffafcfdssfkfhg]j

0000n68F ffchkfffgahffahdgfrddsfsfj

0000n6RR Jffadsfffacgfhdgfsdehfsgkff]

0000a6C7 Jjgacfssafafdghhffffrfdsdgkfff

0000R6ES gdghdfddsfhfssfdgh v

Fig. 7. Strings extract

The results of the string extraction that has been carried out only get random data, as shown in
Figure 7; in other words, it does not produce any findings regarding the malware. The reason for not
finding any information from this malware sample is because there is an obfuscation in the malware.

D. Decompile
The decompile process in this study uses the dnSpy tool. The decompilation process aims to

convert machine language into high-level language so that it can be understood easily. The results of
the decompile process are shown in Figure 8.

P Start

::\u@eel. \u

b o0 References

4 B9 Res

Fig. 8. Result decompile
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E. Obfuscation Detect

The process of Obfuscation detection is to detect obfuscation on malware samples. This process
aims to detect obfuscation used by malware authors. The tool used to detect obfuscation in this study
is deddot, as shown in Figure 9.

EX C:\Windows\system32\cmd.exe - [m] X

C:\Program Files\de4dot>de4dot.exe -d c:\Users\MUMKAR\Desktop\sampelmalware.exe.malware

deddot v3.1.41592.3405 Copyright (C) 2011-2014 deddot@gmail.com
Latest version and source code: https://github.com/@xd4d/deddot

Detected |SmartAssembly 6.9.0.114 |(c:\Users\MUMKAR\Desktop\sampelmalware.exe.malware)

Fig. 9. Obfuscation detect

Information obtained from the Obfuscation Detect process on the redline stealer malware
sample file using ded4dot is that the malware sample file was detected using SmartAssembly
6.9.0.114, so it is necessary to DE obfuscate the malware sample. The DE obfuscate process is carried
out using the de4dot tool shown in Figure 10.

BN C:\Windows\system32\cmd.exe - O X

C:\Program Files\de4dot>deddot.exe c:\Users\MUMKAR\Desktop\sampelmalware.exe.malware

deddot v3.1.41592.3405 Copyright (C) 2011-2014 de4ddot@gmail.com
Latest version and source code: https://github.com/0xd4d/deddot

SmartAssembly 6.9.0.114 (c:\Users\MUMKAR\Desktop\sampelmalware.exe.malware)
c:\Users\MUMKAR\Desktop\sampelmalware.exe.malware
g all obfuscated symbols
Saving c:\Users\MUMKAR\Desktop\sampelmalware.exe-cleaned.malware

C:\Program Files\de4dot>

Fig. 10. DE obfuscate using de4dot

The result of the DE obfuscate process is a file that has gone through the DE obfuscate process
with the file name "samplemalware.exe-cleaned.malware". The malware sample files that have gone
through the DE obfuscate process are only used for the string extraction process, while for the
dynamic analysis process, the malware samples used are the original ones. Some information
changes regarding the original malware samples and malware samples that have gone through the
DE obfuscate process are shown in Table 5.

Table 5

List of tools used

Condition Original Files After DE-obfuscate Process

File Name samplemalware.exe.malware samplemalware.exe- cleaned.malware

SHA-256 47bf3e3ff2ed7cab653fedace9 9b7d632262e3c794fba25bb818a
See75be75f6722eaf534ce4df2 fe3bdbd73c9edec179fef7bbadbd
356585ac837e0 4a8c1b621

File Size 234.50 KB (240128 bytes) 229.50 KB (235008 bytes)
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Malware sample files that have been DE obfuscated will be obfuscated again to ensure the
obfuscation of the malware samples has been successfully removed.

The result of the second obfuscation detection process on the malware sample (Figure 11) is that
the malware sample is still detected by an obfuscation with an unknown obfuscator. The DE
obfuscate process on the malware sample cannot be carried out because the malware sample uses
an unknown obfuscator.

C:\Program Files\de4dot>de4dot.exe -d c:\Users\MUMKAR\Desktop\sampelmalware-cleaned.exe

deddot v3.1.41592.3405 Copyright (C) 2011-2014 deddot@gmail.com
Latest version and source code: https://github.com/0xd4d/de4ddot

Detected Unknown Obfuscator [c:\Users\MUMKAR\Desktop\sampelmalware-cleaned.exe)

C:\Program Files\de4dot>

Fig. 11. Obfuscation detect 2

3.2.2 Dynamic analysis

The dynamic analysis process is carried out by monitoring activities, interactions, and effects on
the system caused by malware when it is run. The steps taken in the dynamic analysis process are
shown in Figure 12.

Run Monitoring

Malware
Process

» Execution Malware

Is Malware
Detected?

Report

Fig. 12. Flowchart dynamic analysis

Stop Application
Monitoring Process

Malware Execution

A

Run Wireshark <

No

Is Malware
Detected?

Y

Yes—»  Stop Wireshark

A. Process Monitoring

The tool used to carry out process monitoring in this study is the Process Monitor tool. The first
step in the Process Monitoring stage is to run the Process Monitor application, which will be used to
monitor what activities are being carried out by the redline stealer malware samples that will be
executed. The Process Monitor application is run first before the malware sample is run; after the
Process Monitor application is run, the redline stealer malware sample is run, and it is seen what
processes are made by the malware.
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Figure 13 shows the sample malware.exe that was successfully run and made several processes
that were carried out on the Vbc.exe file. Process tree analysis related to samplemalware.exe gets

information that vbc.exe is a child of the samplemalware.exe process, as shown in Figure 14.

B Process Monitor - C:\Users\MUMKAR\Desktop\Tool Dipake\8 april 2023.PML
File Edit Event Filter Tools Options Help
L O | = &

EEUORINTYAO & F L /K a2t N

Time ...| Process Name PID Operation Path Result
12:43:.. |Edsampelmalware exe | 5496 ' Create... C:\Windows\Microsoft. NET\Framework\v4.0.30319\vbc.exe SUCCE...
12:43:.. |E:dsampelmalware exe | 5496 ' Query... C:\Windows\Microsoft NET\Framework'v4.0.30319\vbc.exe SUCCE...
12:43:.. |E:dsampelmalware exe | 5496 ‘w» QueryS...C:\Windows\Microsoft NET\Framework \v4.0.30319\vbc.exe SUCCE...
12:43:.. |E:dsampelmalware exe | 5496 ' Create... C:\Windows\apppatch'\sysmain.sdb SUCCE...
12:43:.. |E-dsampelmalware exe | 5496 ‘s QueryB...C:\Windows\apppatch'sysmain.sdb SUCCE...
12:43:.. |E:dsampelmalware exe | 5496 '+ CloseFile C:\Windows\apppatch'sysmain.sdb SUCCE...
12:43:.. |Eedsampelmalware exe | 5496 ‘w» QueryB...C:\Windows\Microsoft NET\Framework\v4.0.30319\vbc.exe SUCCE...
12:43....| Et§sampelmalware exe | 5496 ' QueryB...C:\Windows\Microsoft. NET\Frameworkv4.0.30319\vbc.exe SUCCE...
12:43....|Eifsampelmalware exe | 54596 ‘s Query... C:\Windows\Microsoft. NET\Framework'v4.0.30319\vbc.exe SUCCE...
12:43:.. |E:dsampelmalware exe | 5496 '+ Create... C:\Windows\apppatch'sysmain.sdb SUCCE...
12:42- oamnalmahuara ava] RAG8 B2NuanS  CAWindawe)annnateh\owemain odh QlIrCE
Showing 813 events (0.21%) Backed by C:\Users\MUMKAR\Desktop\Tool Dipake\8 april 202

Fig. 13. Process monitoring after running malware

B¥ Process Tree - C:\Users\MUMKAR\Desktop\Tool Dipake\8 april 2023.PML

[[] Only show processes still running at end of current trace

Timelines cover displayed events only

Process Description Image Path Lif... Company Owner
B ?sameelmalware.exe (5496) 7-Zip Installer C:\Users\MUMKA... - Igor Pavlov DESKTO...
‘% vbc.exe (5688) Visual Basic Com... C:\Windows\Micr... | Microsoft ... DESKTO...
¥ “winver.exe (4844) Version Reporter ... C:\Windows\syst... | Microsoft ... DESKTO...

1) GoogleCrashHandler.exe (4140) |Google Crash Han... C:\Program Files (... -Google LLC NT AUTH...
1.y GoogleCrashHandler64.exe (4164} Google Crash Han... C:\Program Files (... -Google LLC NT AUTH...

= [ Idle (0) Idle L

= [ System (4) System O] NT AUTH...

Fig. 14. vbc.exe child process tree

Figure 15 shows thatSamplemalware.exe runs another process, namely Vbc.exe, then Vbc.exe
performs activities on the network as shown in Figure 15. It shows that Vbc.exe managed to

communicate with the IP address 37.220.87.47.
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¥ Process Monitor - C:\Users\MUMKAR\Desktop\Tool Dipake\8 april 2023.PML

File MLO8 Event Filter Tools Options Help
=G @\Yllﬁ'a\ﬁxo || =
Time ... Process Name PID Operation

5688 :## TCP Connect
) DESKTOP-CB70M12:51240 -> ip
DESKTOP-CB70M12:51240 -> ip
DESKTOP-CB70M12:51240 -> ip
DESKTOP-CB70M12:51240 -> ip
DESKTOP-CB70M12:51240 -> ip
DESKTOP-CB70M12:51240 -> ip
DESKTOP-CB70M12:51240 -> ip

12:44:... B~
12:44.... W
12:44:.. W
12:44:... '
12:44:... -
12:44:... W

' TCP Receive
' TCP Send
I TCP Receive
' TCP Send
I TCP Receive
I TCP Receive

12:44:.. 'W-vbc.exe 5688 &I TCP Send DESKTOP-CB70M12:51240 -> ip
12:44:.. 'N-vbc.exe 5688 CJTCP Receive  DESKTOP-CB70M12:51240 -> ip
12:44:.. 'N-vbc.exe 5688 ' TCP Send DESKTOP-CB70M12:51240 -> ip
12:44:. ‘N-vbcexe 5688 CJTCP Receive  DESKTOP-CB70M12:51240 -> ip
19.44- vhe ava reon I TrD Qand NEQKTADARTAMA2-R1240 i

Fig. 15. vbc.exe doing activity network

B. Network Monitoring

& of [

DESKTOP-CB70M12:51240 -> ip 1-37-220-87-47..
..|SUCCESS
..|SUCCESS
..|SUCCESS
..|SUCCESS
..|SUCCESS
..|SUCCESS
..|SUCCESS
..|SUCCESS
..|SUCCESS
..|SUCCESS
..|SUCCESS

Result A
SUCCESS

Qlirrece

The tool used to perform Network Monitoring in this study is Wireshark. The Wireshark
application will be used to monitor network traffic on virtual systems. The next step is to run the
redline stealer malware sample. The exchange of data sent by the malware was successfully
monitored by the Wireshark tool; the Wireshark shows that there is an exchange of data for the IP

address 37.220.67.47 (Figure 16).

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Aam7® MRE Qex>=F S 5|2 QQAQH

[i |1x:p.stream eql

No.  Time Source Destination Protocol Length Info
3 0.187220 10.0.2.15 37.220.87.47 TCP 54 51240 » 12462 [ACK] Seq=1 Ack=1 Win=64240 Len=0
4 0.198601 10.0.2.15 37.220.87.47 TCP 93 51240 > 12462 [PSH, ACK] Seq=1 Ack=1 Win=64240 Len=3¢
5 ©.198858 37.220.87.47 10.0.2.15 TCP 6@ 12462 » 51240 [ACK] Seq=1 Ack=40 Win=65535 Len=0
6 0.476112 37.220.87.47 10.0.2.15 TCP 6@ 12462 > 51240 [PSH, ACK] Seq=1 Ack=48@ Win=65535 Len=1
7 ©.524603 10.0.2.15 37.220.87.47 TCP 54 51240 » 12462 [ACK] Seq=40 Ack=2 Win=64239 Len=0
8 ©.585430 10.0.2.15 37.220.87.47 TCP 258 51240 » 12462 [PSH, ACK] Seq=4@ Ack=2 Win=64239 Len=2
9 ©.585637 37.220.87.47 10.0.2.15 TCP 6@ 12462 » 51240 [ACK] Seq=2 Ack=244 Win=65535 Len=0
. ©.790365 37.220.87.47 10.0.2.15 TCP 196 12462 -» 51240 [PSH ACK] Seq 2 Ack 244 Win=65535 Len=

Fig. 16. Malware doing connection to 37.220.87.47

IP address 37.220.67.47 is the same IP address as the IP address connected to the system via
Vbc.exe. The results of Network Monitoring using the Wireshark tool at the IP address 37.220.67.47
are shown in table 6. shows that the malware sends important information such as username,
Windows version, time zone, files and applications running on the infected computer.
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Table 6
Network Monitoring findings

Network Monitoring Results

Information

XUSERPROFILEX

#.E.. OtherSideE%..MUMKARE..#Windows 10
Enterprise LTSC 2019 x64Ej..Eninsh (United States)E)..

112.0.5615.49E%.5C:\Program
Files\Google\Chrome\Application\chrome.exe.E9E...Intern
et ExplorerE..$11.00.17763.1 (WinBuild.160101.0800)E%./
C:\Program Files\Internet Explorer\iexplore.exe......~?

"(.http://tempuri.org/Entity/Id8 softwaresV.

The malware server requests user profile
data information infected system.

The malware sends information on the
computer owner's name, Windows version
and the language used to malware servers.
Malware sends browser data installed on
the infected computer.

Malware sends data about the software

installed on the infected computer.

The malware sends time zone information
used by the infected computer.

The malware sends the information
contained in the file available_packages.
txt.

The malware sends the information
contained in the failed_packages.txt file.
Malware sends data containing processes
running on the infected computer.

&(UTC—OS:OO) Pacific Time (US & Canada)E.‘

.B?..b...i.E{E...available_packages.txtE...C:
\Users\MUMKAR\Desktop\available_packages.txtE%.O.

E...Users\MUMKAR\DesktopE'.....E{E...failed_packages.txtE..+C:
\Users\MUMKAR\Desktop\failed_packages.txtE%.KGoogleChrome

.B....Id2......(.http://tempuri.org/Entity/
Id9 processesV...s...a.V.D
@

3.3 Report and Documentation

The findings with reporting on the testing and analysis conducted on the Redline Stealer malware
can be seenin Table 7. shows that the analysis of the Redline Stealer malware using the static analysis
and dynamic analysis methods yields different findings.

Table 7
Result findings on implementation and analysis
- Static Dynamic

Result Findings Analysis Analysis
Hash value v X
Information on the type of malware sample file. v X
Using the SmartAssembly 6.9.0.114 obfuscator. v X
Run Vbc.exe. X v
Malware server ip address 37.220.87.47. X v
The malware server asks for a user profile. X v
The malware sends username, windows version information and the language used. X v
Malware sends installed browser information. X v
The malware sends the timezone used. X v
Malware sends files that are in the same folder as files malware. X v
Malware sends data containing running processes. X v

Figure 17 shows how the Redline Stealer malware works. The malware that has been executed
creates a Vbc.exe process, and then Vbc.exe tries to connect the infected computer to the malware
server with the IP address 37.220.67.47. Malware will only retrieve the data requested by the server
and send the data to the server.
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sampelmalware.exe Running Vbc.exe Vbe.exe connect with Read victim data Send victim data to
P . g Ve IP 37.220.87.47 IP 37.220.87.47

Fig. 17. Malware workflow

4. Conclusions

Based on the results of the research that has been done, it can be concluded that the analysis of
the Redline Stealer malware using static analysis and dynamic analysis methods produces different
findings. Static Analysis provides findings in the form of hash values, types of malware files, and
obfuscators used in malware. Dynamic analysis produces findings in the form of how malware works,
IP addresses, and steals important information from computers infected with the Redline Stealer
malware. The strings extract and decompile technique on the Redline Stealer malware did not
produce any findings. The Redline Stealer malware uses obfuscation, so the analysis process uses the
static analysis method with the string extract and decompile technique, which does not provide any
information about the malware.
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