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A network application is an application that runs on a single host and facilitates
communication with another application running on a different computer or host.
Numerous network applications have been introduced, including cloud computing,
SaaS, SOA, and microservices. However, these technologies have often been used
interchangeably, leading to confusion among developers and researchers. Therefore,
the objective of this study is to review and compare the available network
applications, specifically cloud computing, Software as a Service (SaaS), Service
Oriented Architecture (SOA), and microservices. This study conducts a comparative
analysis by examining several important criteria such as definition, type, language,
interoperability, characteristics, and examples. By providing clear and precise
definitions for each technology, the study aims to clarify their distinctions and
appropriate usage contexts. The findings successfully establish the correct
terminology for each technology and offer detailed discussions on the specific
platforms and situations where each is most suitable. This comprehensive review
serves as a valuable resource for developers and researchers seeking to navigate the
complexities of modern network applications.
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1. Introduction

The field of computer network has expanded at an unprecedented rate and the widespread use
of networking has resulted in significant economic shifts. A computer network is defined as a
collection of autonomous, independent computer systems that are connected in such a way that
they can share resources interactively [1]. The Internet also has successfully connected us
throughout the world and a variety of areas have thrived by this technology such as e-commerce,
advertising, education, healthcare and many more. The existence of the internet which is defined as
the largest computer network in the world, connecting millions of computers has introduced us to
network applications allows doing everyday task such as sending emails, real-time video
conferences, searching information on a web browser and many more.
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Apart from that, the technology has moved very fast and this computer networks have
supported various applications and services in different areas such as business, home, mobile and
social to ease our work [2]. Many systems and services have been distributed across the network
which leads to difficulty in configuration management. Moreover, there have been so many
network applications being introduced such as cloud computing, SaaS, SOA and microservices and
these network applications have been popular and widely used. However, this study found that the
terms used for each of these network applications have been used interchangeably, which has
caused confusion among developers [3-6]. Therefore, this study is going to introduce and discuss
several of the most popular network applications which are cloud computing, SaaS, SOA and
microservices. By providing clear definitions and distinguishing the unique characteristics of each,
the study aims to clarify these concepts and help developers understand the specific contexts in
which they are best applied.

This comprehensive study conducted a thorough comparative analysis, meticulously examining
various critical criteria. These included a detailed exploration of definitions, types, languages,
interoperability of network applications, distinctive characteristics, and examples. Through this in-
depth examination of these key elements, the research aimed to provide a nuanced and insightful
perspective on the subject matter.

The structure of this paper is organized as follows: section 2 outlines the related works, section
3 provides an overview of network application followed by the introduction to cloud computing,
SaaS, SOA and microservices. Section 4 presents the findings and discussions while section 5
concludes the study with a summary.

2. Related Work

Before the advent of network applications, businesses primarily relied on traditional software
architecture to operate. This architecture comprised hardware and software components such as
desktop computers, data centres, servers, networking hardware, and enterprise application
software solutions [7]. However, the landscape has rapidly shifted from monolithic to microservices
architecture. As legacy monolithic software systems grew in complexity, many organizations began
embracing the microservices architectural style, which breaks down software into smaller, more
manageable components [8].

In recent years, microservices architecture has gained significant popularity due to its numerous
advantages, which include technological diversity, resilience, scalability, ease of deployment,
enhanced productivity, component reusability, and replaceability [9]. Organizations are increasingly
adopting microservices architecture for their business systems as a response to various limitations
associated with monolithic approaches. These include high operational costs due to the
requirement for extensive hardware, software, and physical space. Additionally, traditional
architectures often store files on individual devices or local servers, limiting ubiquitous access to
data [10]. Furthermore, traditional architectures lack elasticity, making it challenging to rapidly
scale system resources up or down as needed. This often results in constant resource
overprovisioning or inefficient underutilization throughout the operational lifecycle of systems.

Therefore, because of these disadvantages, enterprises are pursuing lower costs, greater
availability, greater agility, and better risk management, all of which are accelerated by the
adoption of cloud in their business architecture. Adoption of cloud has emerged as one of the
major paradigm shifts, promising a cost-effective and robust computational architecture for large-
scale and even overly complex enterprise application. With the existence of cloud, it has introduced
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us to a network application that able to runs on a single host facilitating communication with
another application running on a different computer or host [6].

From previous studies, Familiar Bob noted that cloud computing involves delivering computing
resources over the internet, offering flexibility and cost-effectiveness, while, SaaS represents a
specific type of cloud computing service model that provides internet-based software applications
[11]. Additionally, Service-Oriented Architecture (SOA) plays a crucial role in cloud computing by
facilitating communication and interaction between services within the cloud network. It enables
seamless data and information exchange between clients and servers, supporting the delivery of
diverse services to cloud users. SOA organizes software and infrastructure into interconnected
services, promoting interoperability across different technologies through web services (SOAP or
REST). It emphasizes integration, application integration, and service discovery [12]. In contrast,
microservices architecture features small, autonomous components known as microservices that
communicate via lightweight mechanisms such as HTTP-based APIs. This architectural style focuses
on modularity, scalability, continuous delivery, and the independent deployment, testing, and
scaling of individual components [12].

Previously, several studies have delved into specific aspects such as comparing Cloud
Computing with SaaS [11], exploring the integration of SaaS within Cloud Computing [13], and
examining the relationships between SOA and both Cloud Computing and Microservices [12,14].
However, there remains a gap in the literature as none of these studies have comprehensively
tackled all four of these prominent network applications together. This study aims to fill this gap by
providing a comprehensive analysis that examines and compares Cloud Computing, SaaS, SOA, and
Microservices in a unified framework.

To provide a better understanding, this study plans to compare them using important criteria
such as definition, type, language, interoperability, characteristics, and examples. This study has
successfully provided the actual term for each technology and clearly discussed where this
individual technology is suitable to be applied on which platform and situation.

3. Network Applications

This study will compare several network applications such as cloud computing, SaaS, SOA and
microservices. These network applications have been popular and widely used and have raised and
issues where the term is mixed up by the developers.

3.1 Cloud Computing

As an answer to this problem that has been encountered with traditional software, cloud
computing has been proposed as a possible solution. In late 2007, cloud computing emerged as one
of the newest IT industry buzzwords, referring to the process of moving data and applications to a
distant 'cloud' that can be accessed simply and ubiquitously [15]. Cloud computing is a business
model that offer on-demand network access to a shared pool of programmable computing
resources that can be instantly deployed and released with no administration effort or contact from
service [16,17]. Furthermore, computing services such as servers, databases, networking, software
and data analytics are delivered via the internet using cloud computing to allow for speedier
deployment, more flexible resource allocation, and greater economies of scale [18]. In Industry 4.0
and IoT, developments in Cloud Computing enable the utilization of vast datasets and networks of
distant processors to filter, model, optimize, and facilitate data sharing across systems, ultimately
enhancing performance over time [19].
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The cloud computing model was developed by internet service providers to accommodate the
greatest number of users and deliver elastic services while using the least number of resources.
Developing cloud computing has quickly risen to become the most talked-about technology within
a few years. Cloud computing defined as delivering IT services, programs, and data through the use
of dynamically scalable pool(s), which may be located remotely, so that customers do not have to
worry about the actual location of the server or storage that meets their demands. Users have the
flexibility to select from public, private, or hybrid storage solutions based on their business
requirements or specific needs, and their desired level of control such as Software as a Service
(SaaS), Platform as a Service (PaaS), or Infrastructure as a Service (IaaS) [20]. Cloud facilitates data
and service exchanges between various cloud infrastructure offerings and the use of the data and
services exchanged to make them work together effectively [21].

As shown in Table 1, there are four types of cloud computing models which are public cloud,
private cloud, hybrid cloud and community cloud. Public cloud infrastructure is located on the
premises of the cloud service provider. On a pay-per-use basis, either the general public or a major
industrial group can utilize cloud services for their own personal or business use. Private cloud is
administered entirely for the benefit of a single enterprise. Either the organization or a third party
might be in charge of managing it that located on or off premises. A hybrid cloud is a cloud
formation made up of two or more clouds (private, community, or public) that remain distinct
companies, connected via the use of standardized or proprietary technologies. Community cloud is
a cloud that is shared by several companies that have common issues such as security requirements,
policy, and compliance issues. Community clouds are often maintained by groups in the community
or by a third party, and it can be located on or off-premises depending on the circumstances [22].

Table 1
Types of Cloud Computing [23]
Type of Cloud Computing Description
Public Cloud Users: general public

Hosting Cloud services providers
Private Cloud Users: a single organization

Hosting: internally and externally
Community Cloud Users: organizations that have similar concerns

Hosting: externally or internally by one of the organizations
Hybrid Cloud Users: from two or more clouds bound together but still hold distinct entities

Hosting: internally and externally

Cloud computing usually uses high-level programming languages such as Java and Python. Cloud
computing also enables customers to choose from a variety of software platforms, including
Windows Server, OpenSolaris, and seven Linux distributions, as well as MySQL and SQL Server, as
well as some development environments such as Oracle 11, Google database, Java, JBoss, and Ruby
on Rails [24]. One of the key characteristics of cloud-based services is the use of data centres in
multiple locations to optimize network performance, service utility, and localization efficiency. The
ability of cloud-based services to dynamically provision and decommission resources in response to
current demand is make it capable to reduce operational costs is one of cloud computing key
specification [25]. Recently, cloud computing is evolving in the direction of embracing sustainability
and environmental consciousness. There have been discussions regarding emerging developments
in green cloud computing, along with the categorization of various energy-efficient techniques
utilized within data centres [26].

Cloud computing evolved as a successful reuse paradigm, in which software functionality,
hardware processing power, and other computer resources are supplied as a service and made
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broadly available to users [23]. In order to serve the service to users, a Software as a Service (SaaS)
is designed to allow clients manage their applications over the Internet. SaaS has supported millions
of users with its scalable performance in variety of environments and platforms [27].

3.2 Software as a Service (SaaS)

Fundamentally, Software as a Service (SaaS) is a subset of cloud computing. Cloud computing
use SaaS primarily concerned with providing application access to cloud end users, such that
numerous users can run the same application binary in their own virtual machine or server instance.
Although these application sessions may be operating on the same or different underlying
hardware, the SaaS model allows application vendors to seamlessly update and repair their binary
distributions [27]. Example of SaaS is Human Resource Management (HRM) service from
Employease.com and Customer Relationship Management (CRM) service from Salesforce.com [28].
There are two types of SaaS: horizontal SaaS and vertical SaaS [29]. Vertical SaaS have been
developed to meet the needs of various companies in terms of organizing project management and
control while horizontal SaaS is products that are specialized in a particular type of software [29].

Software as a service (SaaS) is a cloud computing service that facilitates software delivery and
becomes a viable choice for businesses of all sizes and types [30]. The structure of SaaS is shown in
Figure 1 and by using SaaS, customers are not required to install or execute the program on their
local computers, thus, decrease a load of software maintenance for customers while also lowering
the cost of software acquisitions [15]. SaaS is defined as a software application or service that is
deployed across a network from a centralized data centre, providing access and use on a recurrent
charge basis, with users often renting the applications or services from a central provider [31]. It
gains popularity as customer does not need to build their own IT infrastructure and just simply used
on the hosting’s company [32]. SaaS can be implemented by purchasing a software license with
SaaS and cloud provider and paying fees based on usage.

Fig. 1. SaaS Structure [33]

In 2010s, migration from SaaS towards Service Oriented Architecture (SOA) has emerged which
enables software functionality to be made accessible in the form of services to anybody who has
been granted permission to use the service [34]. SaaS certain limitations as it is bound to cloud
provider’s as they are the one who runs the infrastructures. There is a limitation in changing
business rules and the exchange of business information through a third party.

3.3 Service Oriented Architecture (SOA)

From SaaS, SOA has been the talk of the town as SOA achieves specifically technical and
operational characteristics, such as run-time identification of new business processes,
interoperability challenges, information connectivity and collaboration with other parties [32].
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Service-Oriented-Architecture (SOA) is a conceptual business architecture in which business
functionality or application logic is made available on an IT network to SOA users, or consumers
[35]. SOA emerges as an architectural style that improves current traditional systems' service
delivery performance while keeping their most significant aspects [36]. SOA allows for information
transfer across enterprise boundaries and enables the implementation of diverse applications via
service components that increase the ease and flexibility with which business processes can be
reconfigured [35].

SaaS takes advantage of Service Oriented Architecture (SOA) that allows software programs to
connect with one another and with the outside world. SaaS allows both the service provider and
the service requester to incorporate data and functionality from other services. As a result, SaaS
requires SOA to meet peak use demands while also having the capacity to execute huge quantities
of transactions in a safe and dependable environment [33]. SOA allows software systems to be
formed of a number of loosely linked software components known as services which are used to
compose software systems [37]. SOA is loosely coupled which means solutions developed using this
approach are more flexible and scalable when compared to solutions developed using a tight
coupling between software modules [38]. SOA can be written in any programming language,
including Java, Microsoft.Net, Cobol, or any other computer language [7]. But since SOA is highly
dependent, if an application is written in Java, thus any added modules or service need to be
written in Java.

When interacting with SOA, a service requestor will either request a service from a service
provider to perform a task or search the service registry for the services that are required to
complete the task (Figure 2). The service provider is responsible for registering new services and
providing all the information about these new services in the registry so others can use it. This
service provider also publishes and implements web services to make them available on the
network. An example of an application that successfully adopted SOA is Vanilla Sales Application
that aims to ease sales process with powerful performance which benefits companies in efficiently
conducting business. In recent years, the SOA practices have shifted towards microservice where it
is influenced by Domain Driven Design (DDD) that assists business analysts and enterprise architects
in the development of scalable applications that have the flexibility for the addition of new
functions as the organization grows [39].

Fig. 2. Service Oriented Architecture [40]

3.4 Microservices

Motivated from SOA, microservices has gained attentions for these past years. In recent years,
microservice has become a boom where it is called to lessen the complexity of monolith application.
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Adoption of microservice is progressing. Microservice is the current trend, and it is called ‘micro’
because it is relatively small works in application. This technology is gaining traction by the
industries as it allows agile delivery methods in service-oriented designs, as well as shifting away
from function-oriented traditional systems and toward highly flexible service-oriented architectures.
The microservice term is first discussed in 2014 by James Lewis and Martin Fowler [41]. Lewis and
Fowler defined microservice as a method of building a program as a collection of small services,
each executing in its process and interacting through lightweight mechanisms, most typically an
HTTP resource API, rather than as a single large application.

Before the existence of microservice, most web-based systems were designed using a
monolithic architectural style until the concept of microservices emerged [42]. Microservices have
gained tremendous popularity in recent years. Enterprise IT is increasingly embracing microservices.
Arguably, microservice is a part of Service Oriented Architecture (SOA) but SOA depends on
heavyweight middleware such as Simple Object Access Protocol (SOAP) and Web Services
Description Language (WSDL) while microservice rely on lightweight technologies such as
Representational State Transfer (REST) and HTTP [41]. A few years ago, microservices began to arise
and have been successfully adopted by large companies such as Google, Amazon, Netflix, Spotify,
LinkedIn, SoundCloud, The Guardian, Uber and Verizon [42]. There are two types of microservices
which is stateless microservice and statefulness microservice. Stateless microservice do not
maintain session state between requests, so removing a service instance does not affect the
service's overall processing logic. Statefulness microservices store session information in the code
that runs on the client side.

Fig. 3.Microservice Architecture [43]

Compared to SOA, microservice offers a fine-grained service granularity in which each service
can have independent data storage (shown in Figure 3) compared to SOA here SOA is more
modular service that involves sharing data storage between services [44]. Microservice is a more
adaptable software systems due to independent service deployment and easier replacement,
isolated testability which increases in service quality and safety, resilience, and runtime scalability
by Rademacher [45]. Microservice can be written in any language same as SOA but microservice
can use any language on each service as it is highly independent. Microservices are typically built in
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Java, which is a popular programming language. Other programming languages, such as Golang and
Python, may also be [7].

Microservice is a small and lightweight services that are specifically designed to perform on a
very cohesive business function and is an evolution of the traditional service-oriented architecture
style of architecture that emphasises division of the system [41]. Each microservice is centred on a
business capability, runs in its own process, and communicates with the other microservices in an
application via lightweight mechanisms, allowing for better reliability and adaptability to changing
workloads via fault detection and autoscaling policies at the service level. Microservices allows
disjoint teams to develop independently part of an application without complete system knowledge.
Microservice is the current trend of network application. Microservices also supported the current
trend in this Industry 4.0 era where Internet-of-Things (IoT) has been made popular and useful to
society [47,48]. Microservices provided the IoT application with better flexibility, scalability and
platform dependency. This is because microservice supported the possibility of upgrading the
plugin without affecting the overall system, or even replacing the entire module of a microservice
by interacting with the core service only and this, core service will then interact with the device by
using the related plugins. Furthermore, the device plugins can be mounted or unmounted
dynamically, and the plugins themselves can be upgraded or replaced freely [28].

4. Discussion

This study has identified that cloud computing primarily focuses on delivering services, while
SaaS architecture has emerged as a preferable option for facilitating software delivery. Additionally,
SOA has been implemented to manage business functionality. In the 2010s, with increasing
business complexity, microservices architecture gained prominence and became the preferred
choice for many large companies. Nevertheless, confusion persists as these terms are often used
interchangeably, making it challenging to discern their distinct philosophies. Table 2 in this study
provides a comparison of these network applications across various dimensions, including their
definitions, types, programming languages, interoperability, characteristics, and illustrative
examples. This comparative analysis aims to clarify these technologies' nuances and assist
stakeholders in making informed decisions about their adoption and implementation strategies.

In the beginning, cloud computing has been used to perform business by storing data on ‘cloud’.
By using cloud computing, users do not need to worry about the construction, how it works, who
operates it or where it is located. It also can save their data on cloud rather than on local
infrastructure which required them to pay on the storage that they use. On the other hand, there is
limitation storing data in cloud computing. For big business, using cloud computing is not flexible as
there will be issues on security. Company’s sensitive information will be jeopardized as we share
the data to cloud service provider. Furthermore, the cloud is vulnerable of attacks and threats. This
could potentially impose a great risk to the company. Furthermore, there is possible downtime
which using cloud computing means fully rely on internet connection. In order to serve the service
to users, a Software as a Service (SaaS) is designed to allow clients manage their applications over
the Internet.

Software as a service (SaaS) is a type of business model that allows companies to deliver
software as a service rather than owning and maintaining software locally. SaaS is primarily
concerned with the delivery of services, rather than the transfer of ownership of software to the
end users. By using SaaS, IT control is easier, there are no installation and development and cost [3].
SaaS enables the implementation of software changes to be completed more quickly such as IT
installation, control, and maintenance. The user is required to pay a fee for the use of the software
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or for the duration of time that the software is in use by the user that provides by provider host.
However, security is the main distress of SaaS. Customer data security, as well as potential
contractual loopholes that could be exploited to the detriment of customers, are the primary
concerns for SaaS providers [49]. Similar to cloud computing, both software and information are
stored on the systems of the SaaS vendor, whereas the ownership of the information is held by the
user of the service [3]. Thus, it is required for insource software development, thus, SOA has been
introduced to solve this problem.

Table 2
Comparison of Network Applications

Cloud Computing SaaS SOA Microservice
Definition Cloud computing is a

business model that
offer on-demand
network access to a
shared pool of
programmable
computing resources
to deliver IT services,
program and data
which can be located
remotely
[16,17,27].

Software as a service
(SaaS) is a cloud
computing service
that facilitates
software delivery that
is deployed across a
network from a
centralized data
centre and becomes a
viable choice for
businesses of all sizes
and types [29].

SOA is a conceptual
business architecture
in which business
functionality,
applications, and
services that can be
to integrate across
operating systems,
platforms,
languages, and
networks [40].

Microservices is an
approach that represent
business capabilities that
have been defined
through domain-driven
design for developing a
single application as a
collection of small and
autonomous services,
each of which runs in its
own process and
communicates via
lightweight mechanisms
[41,50].

Type Public cloud, Private
Cloud, Hybrid Cloud,
Community cloud

Vertical SaaS,
Horizontal SaaS

Service provider,
Service consumer,
Service registry

Stateless microservice and
statefulness microservice

Language Use high-level
programming
language such as Java,
Python

Use high-level
programming
language such as Java,
Python

can be written in any
programming
language. One
application can use
only one language.

can be written in any
programming language.
different services able to
use different language.

Interoperability Facilitates data and
service exchanges
between various cloud
infrastructure

Software applications
running on cloud
infrastructure are
made available as a
service to end users

Use heterogenous
messaging protocols
such as SOAP, AMQP
and MSMQ.

Use lightweight
messaging protocols like
HTTP/REST

Characteristics Resource sharing,
Multi-Located Data
Centres
Resource Provisioning,
On Demand, Self
Service

Subscription based
billing
Single sign on
Automated
provisioning

Coarse-grained
interface, highly
dependent,
Loosely coupled,
Self-contained

Highly independent
API gateways, Small and
lightweight services,
Resilience, lightweight
containers, Domain
Driven Design (DDD)

Examples Amazon’s Elastic Cloud
Computing (EC2),
Nirvanix,
Salesforce.com

Human Resource
Management (HRM)
service, Customer
Relationship
Management (CRM)

Wachovia Bank’s
corporate,
Investment Banking
division

Google, Amazon, Netflix,
Spotify, LinkedIn,
SoundCloud, The
Guardian, Uber, Verizon

SOA is an approach that can be used to integrate different services across operating systems,
platforms, languages, and networks, and which has several benefits [40]. SOA promises many other
benefits, including reduced application development time and maintenance costs, real-time
information, and better alignment between IT capabilities and business requirements [51].
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However, SOA is not suitable in an environment of application that based on heavy data exchange
such as Maps. This is because it can increase the server's workload and management overhead due
to transmission control protocol (TCP). SOA is dependent on each other, thus, if one service failed
to run, it can affect both client and server side. In term of scalability, it is hard to extend an existing
application, and it requires additional development to do so. To overcome the drawback of SOA,
microservice has evolved and is still evolving to solve the modern business demands.

Microservice is a method of building a program as a collection of small services, each executing
in its process and interacting through lightweight mechanisms [41]. Microservice architecture is
used to create loosely coupled systems, which means that the system's components can work
independently of one another. Every service is created with the goal of completing the task, and the
most appropriate tool is chosen for each. Hence, many teams and developers can work
independently of one another while contributing to the overall system's cohesiveness. For that
reason, a faster deployment can be achieved. As a result, microservices began to arise and have
been successfully adopted by large companies such as Google, Amazon, Netflix, Spotify, LinkedIn,
SoundCloud, The Guardian, Uber and Verizon [42,51].

5. Conclusion

Conclusively, this study has compared several of the network application that has been
successfully adopted by many organizations. The study starts with introducing the network
application and the related works. Then several of the network application which are cloud
computing, SaaS, SOA, and microservices are discussed. This study is motivated by the misuse
terms of cloud computing, SaaS, SOA, and microservices where this problem has raised issues
where sometimes developers are confused on which technology they are using, and which ones are
appropriate for them to adopt based on their situation.

Therefore, this study has made a comparative study where cloud computing, SaaS, SOA, and
microservices are being compared based on their definition, type, language, interoperability,
characteristics, and examples. Based on this comparison, this study found that cloud computing is a
way to store and manage data through the internet while SaaS is providing the application with
access to cloud end users that run on the same application binary in their virtual machine or server.
This study also has found that SOA is a software architecture that allows for cross-company data
sharing and the deployment of diverse applications via service components, increasing the ease and
flexibility of business process reconfiguration. Moreover, microservice is similar to SOA but the way
microservice presented the service is different. Each service in microservice is on its own, unlike
SOA that depends on each other in terms of data storage, communication, and deployment.
Microservice is the recent trend. It has gained prominence due to its ability to address the evolving
demands of modern applications, enabling organizations to achieve greater agility and efficiency in
their software development processes. As a result, microservices have become a pivotal and
influential trend shaping the future of software engineering and application development.

In the future, this study will be instrumental in guiding researchers and practitioners towards a
deeper understanding of the challenges and the adoption landscape of microservices. It will actively
contribute to this knowledge domain by undertaking a comprehensive survey to identify and
elucidate the critical success factors associated with the implementation and utilization of
microservices.
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