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that combines the strengths of the Analytic Hierarchy Process (AHP) with Evolutionary
Game Theory (EGT). The hybrid model helps the information security leader assess the
criteria for security controls and make the optimal decisions to protect the
organization's data. Initially, the AHP is utilized to assess the criteria of information
security control. Subsequently, the priority of the alternatives is established through
evaluating these criteria. Furthermore, we will construct a defence-attack
circumstance using the EGT framework, which involves formulating strategies and
determining payoffs for both the information security leaders and attackers involved.
We utilize the replicator dynamic to examine the process of evolution in the game,
resulting in the determination of the optimal strategy. A case study is conducted to
determine the optimal strategy for information security leaders and attackers. The
result indicates that the best defence strategy is password protection, followed by
token-based and biometric-based protections. On the other hand, the optimal strategy

Keywords: for attackers is no attack, followed by attack and moderate attack. This study

contributes to the multi-criteria decision-making (MCDM) problem’s solving by
MCDM; AHP; EGT; Authentication; considering the dynamic aspect between both defender and attacker in the context of
Information security information security.

1. Introduction

Enterprises face significant challenges related to information security in the rapidly changing
technological environment of nowadays, necessitating effective decision-making processes that take
into account a range of viewpoints, multifaceted criteria, and dynamic interactions. As industries
depend more and more on digital solutions to promote efficiency, innovation, and competitive
advantage, making optimal decisions in information security issues becomes essential [1].
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In the complex web of digital systems, where decision-makers must deal with issues from
software selection and resource allocation to strategic planning and risk management, is the
framework in which information security problem-solving takes place [2]. Information security issues
can be seen in a variety of industries, including business, healthcare, finance, and government, all of
which have specific technology requirements and complexities. Information security leaders in
organizations frequently struggle to select appropriate authentication control alternatives. Advanced
decision support approaches that can accommodate the complexities of the information security
ecosystem are required due to the complex interaction of agents and the rapid pace of technological
change [3].

This research holds significant importance for a multitude of stakeholders. Organizations stand
to benefit from more efficient and effective information security decision-making, which can lead to
enhanced system performance, and improved overall outcomes [4]. Practitioners, information
security leaders, and decision-makers will gain a comprehensive toolkit to navigate the complexities
of information security problem-solving, ultimately contributing to improved business performance
and innovation [5]. Additionally, academia and the broader research community will gain insights
into the application of interdisciplinary approaches in addressing real-world information security
challenges.

The priority ranking of information security authentication methods is determined by various
criteria, making this a MCDM problem. MCDM methods are widely applied to properly formulate and
evaluate the multi-criteria problem in a systematic manner. Numerous techniques have been
constructed for their application in a range of fields, where the most popular MCDM method is AHP,
ranging from financial [6], business [7], and courier service [8] to the fuel industry [9], and energy
resources [10]. Some researchers integrated AHP with other techniques to solve MCDM problems.
Lam et al., [11] applied the AHP-TOPSIS method to select mobile phones among undergraduate
students. Rizam et al., [12] analysed the HVAC semi-hermetic compressor maintenance strategy by
AHP-FMEA. Integration of AHP-SOM-CGT was implemented by Zhao et al., [13] in ecosystem health
risk assessment. Nevertheless, most of the MCDM approaches do not take the dynamic aspect of
decision-making into account.

In this study, we aim to integrate two mathematical approaches, namely the AHP and EGT, in an
effort to effectively prioritize rankings of security authentication criteria and identify optimal
strategies based on the dynamic progress of the players in the game. The AHP was initially developed
by Thomas L. Saaty in the 1970s and has been subject to numerous enhancements and investigations
ever since. It serves as a powerful tool for making complex decisions by assisting decision-makers in
determining priorities and selecting the most suitable course of action from a range of alternatives.
Various fields utilize the AHP method, such as networking [14-17] and information analysis [1,2,5],
for solving relevant problems. Furthermore, the AHP offers a mathematical approach to evaluate
decision-makers validity and mitigate biases. It considers all assessment criteria and alternatives to
assist decision-makers in selecting optimal features. In terms of information security, the AHP can be
used to prioritize security authentication attributes.

Despite the improvements in decision support systems, there remains a gap in our knowledge
regarding a comprehensive methodology that seamlessly incorporates both the systematic
evaluation of alternatives and the modelling of strategic interactions within information security
problem-solving contexts. In a real-world environment of information security, there exists an
ongoing interplay between attackers seeking unauthorized access to systems and security leaders
striving to protect organizational data. According to Said [18] and Viveros et al., [19], AHP may
overlook the dynamic nature of information security environments and the competitive interactions
among stakeholders. Therefore, it is crucial to consider the interaction that occurs between these
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two parties. Game theory is a systematic method that studies the interaction strategies among
rational participants. It has gained popularity in analysing the goals and tactics of all participants
involved in information security warfare, including the interaction between attackers and security
leaders. Its application in solving network security issues and simulating attack-defence behaviours
has drawn significant attention [20]. Nevertheless, creating a payoff matrix using game theory alone
is exceedingly difficult; a systematic approach is needed to overcome the problem. Some researchers
applied AHP to accommodate constructing the payoff matrix.

Using the AHP approach in the initial phase, Rajbhandari and Snekkenes [21] assessed the efficacy
of the characteristic controls related to information security. In the second phase, the authors deploy
game theory and risk analysis to make decisions. Chowdhury, Tashikur Rahman, and Jang [14]
developed a combined model of AHP and game theory to address interface selection in 5G
heterogeneous networks. The AHP is used to establish a hierarchy among the criteria for evaluating
network services. By integrating the network hierarchy with game theory, the optimal network
selection can be determined. The dynamic part, however, was disregarded because players'
preferences and their approaches to how they value their outcomes might vary with each repetition.
Furthermore, we may face the assailants with limited rationale under real-world conditions. To
overcome this issue, some scholars expanded their investigation from classical game theory to EGT.
The EGT was used by many researchers [22-25] to address this shortcoming, especially in the area of
network analysis.

It is important to consider the dynamic nature of players in this game, as participants may alter
their strategies after each play. Meenakshi and Singh [16] employed the AHP method to determine
the weights of network attributes in a heterogeneous wireless network selection problem. They
utilized both EGT and bankruptcy game theory to rank the networks. The bankruptcy game was used
as a cooperative game strategy to achieve mutual benefit among players, while the evolutionary
game focused on examining the evolution of individual actions within a non-cooperative framework.

Using AHP alone, we are able to prioritize the control's criteria and alternatives, but we are unable
to account for the dynamic specification. Since the defenders and attackers in the information
security context will constantly alter their strategies after each play to obtain the best payoff, the
dynamic element is essential in this case. EGT is an effective method in examining the dynamic
process of players in a game because different individuals are likely to have possibly different
strategies due to the variance that is always present in a population. Although EGT provides a
systematic framework for determining players' best options in an information security setting, game
theory by itself is unable to produce a payoff matrix. Therefore, the motivation of the study aims to
analyse the information security control problem using the hybrid AHP-EGT model. Firstly, decision-
makers will determine comparable weights for different control criteria and alternatives through
AHP. Secondly, we will form a payoff matrix by applying the results obtained from AHP. Lastly, to
determine the evolutionary progression of the information security state, EGT is utilized to examine
the dynamic variation in attack-defence strategy-selection likelihood based on replicator dynamics.

The summary of the current literature review that relates to MCDM, ICT, and technology in this
paper is shown in Table 1. The network selection problem has been studied in various research
contributions by combining the AHP and game theory. However, pertaining to our understanding,
there has been no comprehensive research done on the evaluation and selection of information
security authentication methods with the AHP-EGT model.
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Table 1

Summary table of literature review

Year Reference Contribution in Problem Application Field MCDM Technique
Id Type
2001 [18] Selection Technology development AHP-GT
2011 [20] Risk assessment ICT AHP-GT
2014 [19] Adaption to environment Maintenance DAHP
change
2016 [16] Selection Networking Cooperative and non-
cooperative GT
2018 [15] Selection Networking Markov differential game
2019 [1] Risk assessment Information security AHP
2019 [17] Decision making Networking EGT
2019 [22] Defence decision Network security EGT
2020 [14] Selection Networking AHP-GT
2020 [2] Risk assessment Information security AHP
2021 [7] Selection Supplier development AHP, FAHP
practices
2022 [9] Selection Fuel industry AHP
2022 [10] Selection Renewable energy AHP
resources
2022 [21] Threat assessment Network security Qualitive Differential and EGT
2023 [11] Selection Mobile phones AHP-TOPSIS
2023 [12] Prioritize ranking Technology AHP-FMEA
2023 [13] Risk assessment Ecosystem AHP-SOM-CGT
2023 [23] Decision making Network security EGT
2023 [24] Defence decision Network security EGT

In making the decision about information security authentication alternatives, there is not only
the selection of multiple options, but there is also the interactive aspect between the defender and
attacker that needs to be considered. Therefore, this motivates us to simulate a real-world situation
in information security circumstances within a mathematical framework. Additionally, the other
motivation of the study is to determine the attributes of information security authentication control.
The novelty of the study presented in this paper aims to bridge a notable void in the interactive aspect
of defenders and attackers in information security disciplines. We enhance the MCDM'’s performance
by integrating AHP and EGT in selecting the optimal information security strategy. The amalgamation
of three distinct information security authentication attributes, namely password, token, and
biometric protections, is accomplished through AHP. The AHP is employed to extract distinctive
weights from each attribute. Then the utilization of EGT in optimizing the defence-attack process,
which involves the amalgamation of authentication attributes scores derived from the AHP,
constitutes a pivotal novelty in this study. The findings demonstrate the efficacy of this approach,
underscoring the significance of choosing the optimal authentication strategies according to the
hybrid model.

This paper is structured into 4 sections. The proposed methodology of the hybrid model is
introduced in Section 2. In section 3, we present a result discussion about the hybrid model. Lastly,
the conclusion is presented in section 4.
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2. Methodology
2.1 Hybrid Model of AHP and EGT

In this study, we propose the utilization of an integrated AHP and EGT model for the purpose of
solving information security’s problem. The AHP model offers the distinct advantage of establishing
the priority of decision criteria and alternatives through the acquisition of input from the expert.
Furthermore, the optimal decision is ascertained by employing the EGT. The research's proposed
framework, as illustrated in Figure 1, is composed of four stages, which are delineated as follows:

i. Inthe step of decision-making analysis, firstly, the MCDM problem is established, followed
by identifying the criteria and alternatives.

ii.  The utilization of the AHP methodology is employed to determine the weight of each
criterion, followed by the computation of alternative priorities. We construct a utility
function for every player, i.e., the defender and attacker, from the results of alternative
priorities.

iii.  Theinteractive condition between the players is examined. Primarily, the utilities of each
player's strategies are computed based on the utility functions stipulated in Stage 2.
Subsequently, the payoff matrix is developed.

iv.  The optimal strategy will be determined based on the equilibrium values of the game, by
replicator dynamic method from EGT.

Information Security Scenario

v

Stage 1 Depicting criteria and options
Stage 2 Investigating hierarchy of criteria by

experts and ranking of security’s options
by AHP

4

Solving utilities functions

v

Stage 3 Developing a payoff matrix
Stage 4 Finding optimal solution by EGT

Fig. 1. The composition of the hybrid model
2.2 AHP

In the 1970s, Thomas L. Saaty [26-28] introduced the AHP approach as a means to aid decision-
makers in the establishment of priorities and the selection of the most optimal course of action from
a multitude of alternatives. Subsequently, the AHP underwent extensive investigation and
application in various fields to resolve MCDM problems. When assessing the alternatives of multiple
criteria, the AHP method encompasses both qualitative and quantitative elements. It entails the
creation of a hierarchy among multiple decision criteria and the subsequent ranking of the different
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alternatives. Consequently, AHP determines the optimal alternative based on the multiple input
criteria. Fundamentally, the AHP hierarchy consists of three primary levels, with the goal occupying
the highest level, the alternatives situated at the lowest level, and the criteria positioned between
these two levels [28].

Table 2 presents the proposed hierarchical framework for assessing information security
authentication attributes employing the AHP-EGT model. The first level indicates the goal of the
investigation, while the second tier entails the four decision criteria. The third tier showcases a total
of three decision alternatives.

Table 2
Hierarchical framework of AHP for the ranking of security authentication attributes
Level 1: Goal Level 2: Decision criteria  Level 3: Decision alternative
Prioritize the ranking of 1) Applicability 1) Biometric-based protection
security authentication attributes 2) Effectiveness 2) Password protection
3) Cost 3) Token-based protection
4) Time

After constructing the hierarchy in the assessment of security authentication attributes, the
decision-makers compare the criteria based on their relative importance according to the goal, using
the value of relative importance as presented in Table 3 [26]. Additionally, it is possible to assign
intermediate values such as 2, 4, 6, and 8.

Table 3

AHP fundamental scale of pairwise comparison
Definition of relative importance Value of relative importance
Two criteria are equally important
Criterion a is weakly more important than criterion b
Criterion a is strongly more important than criterion b
Criterion a is very strongly more important than criterion b
Criterion a is absolutely more important than criterion b

O N U1 W R

In our information security context, there are a total of six pairs of criteria that will be compared:
applicability (A) and effectiveness (E), applicability (A) and cost (C), applicability (A) and time (T),
effectiveness (E) and cost (C), effectiveness (E) and time (T), cost (C) and time (T). The outcomes
derived from this valuation process will elucidate the ranking of each criterion concerning the others,
as presented in Table 4.

Table 4
Pairwise comparison matrix of criteria

A E C T
A 1 0.5 0.3333 2
E 2 1 2 3
C 3 0.5 1 2
T 0.5 0.3333 0.5 1

The eigenvector that has been normalized for Table 4 serves as a representation of the relative
weights assigned to each criterion. The following step is to perform pairwise comparisons of the
existing alternatives: Token-based (TB), Biometric-based (BB), and Password-based (PB) protections,
based on multiple criteria. The comparison matrices of the security authentication alternative for the
criteria of applicability, effectiveness, cost, and time are presented in Tables 5 to Table 8 respectively.
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Table 5
Pairwise comparison matrix of alternative for
applicability
B BB PB
TB 1 3 0.2
BB 0.3333 1 0.1429
PB 5 7 1
Table 6

Pairwise comparison matrix of alternative for
effectiveness

B BB PB
TB 1 0.5 3
BB 2 1 3
PB 0.3333 0.3333 1
Table 7
Pairwise comparison matrix of alternative for
cost
B BB PB
TB 1 0.5 3
BB 2 1 3
PB 0.3333 0.3333 1
Table 8
Pairwise comparison matrix of alternative for
time
B BB PB
TB 1 2 0.2
BB 0.5 1 0.1667
PB 5 6 1

Subsequently, we calculate the normalized eigenvectors to obtain the relative importance of each
alternative. The alternatives are prioritized, to obtain the weights of the alternatives.

Lastly, using the consistency ratio (CR) Eq. (1) to assess the consistency of the pairwise matrix.
The decision-maker needs to reassess the relative importance of the elements if the CR is more than
0.10[2,27,29].

_
RI

CR (1)

where Rl represent the random index and CI is the consistency index as shown in Eq. (2) [26].

Cl = tmet (2)

n-—1
where 4,,,, denotes the principal eigenvalue and n is the size of the matrix.

2.3 EGT

Each player's objective in an evolutionary game with a set of offensive and defensive strategies
is to maximize profit during the game's progression. Based on the outcomes of past games, players
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who select unsatisfactory strategies typically select better ones. Until every player in the game
chooses the optimal course of action, this procedure is repeated. To be more precise, the repetitive
procedure is stopped when an equilibrium state is attained. Players no longer unilaterally alter their
plans at this moment [30]. Evolutionary equilibrium describes the state of equilibrium at this point.

Assuming that the attacker and the defender are the two players in an information security game.
We define B = {1, B2, B3, - BL} as the set of defender’s strategies and K = {a;, a5, a3, @, } as the
set of attacker’s strategies. To identify the optimal strategy, we determine the defence efficiency of
control o; against an attack z; by y(ai, Tj) = Y!_, v;A;, where v; denotes the ith attribute's value, 4;
is the jith attribute's weight from the normalized matrix and L is the total number of alternatives. This
defence efficiency shows how effective the defender's strategy (8) is against the attacker's (o)
strategy. Ify(oi,rj) = 0 indicates the defence strategy is ineffective, while y(al-,rj) = 1 indicates
the attacker’s strategy can be obstructed. Defence efficiency has a finite value that ranges from zero
to one, or 0 < y(al-,rj) < 1. Second, using the formula ug ., = U(y;,¢;), where ¢; is the ith
strategy's cost, one can determine the utilities of each player. In line with Yang et al., [31], the cost
of defence, or c¢;, comprises manpower, money, time, and resources like software and hardware
tools. In the next step, each player's utility function is used to build a payoff matrix, M;;, as
illustrated in Eqg. (3).

u’.31:“1 u/31'“2 o uﬁlﬂL
u'.32'“1 uﬁz'az o uﬁzﬂL

My, = : : : (3)
Upray Uppa, ° UpLay

Next, we determine the game's participants' utilities [20]. The security leader's utility is Eq. (4),

Uﬁi = Diz1 27=1[ge37(0i"[j) - (gcci)] (4)

and the attacker's utility is Eq. (5).

Ug, = Diz1 Xj=1 [ge (1 - }’(Ui»Tj)) - (gch)] (5)

where

c; represents the defender’s cost,

cj represents the attacker’s cost,

Je represents the weights of inducements,

J. represents the weights of cost,

m represents the number of controls, and

n represents the number of attacks.

AHP's pairwise comparison method yields the values of g, and g [20].

Assumed to be the odds of implementing strategy i in attack and defence arexg, and x,,. Next

step is to apply Eq. (6) and Eq. (7) to calculate the fitness of the attacker's and security leader's
strategies, respectively.

fai,j = lrril Z?:l(Uaixai) (6)
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fp,; = 21 X-1(Up,xs,) (7)

Using Eq. (8) and Eqg. (9), we proceed with determining the average fitness of attacker’s and
security leader’s strategies.

froy = T 0y (Ya S (8)

foy = T 20 (%.f5,)) (9)

Replicator dynamics describes the evolution of frequencies for each proportion of strategies by
taking into account the fitness and interdependence of each strategy. The replicator dynamics
equation is a differential equation that expresses the frequency of strategy application in a
population. Finally, the replicator dynamic formulas for the attacker and security leader, represented
by Eq. (10) and Eq. (11), respectively, are applied to identify the best player strategies.

% = X (f“t.j - ﬁft,j) (10)

dzfi = XB; (fﬁi,j B ﬁfi.j) (11)

The replicator dynamic's findings converge at a stable state (ESS), which is reached by repeating
the above evolutionary process until a stable equilibrium is reached.

3. Result

We now consider a MCDM problem that concerns information security authentication methods.
Based on the second stage of the proposed hybrid model, firstly, experts completed the pairwise
comparison judgements of security authentication criteria and alternatives. The result of the pairwise
comparison matrix of criteria is shown in Table 4. Following the determination of this decision, the
matrix is then normalized, which entails calculating the average weight, as presented in Table 9. The
arithmetic mean approach is used to determine the weight.

Table 9
Weighted normalized decision matrix for security authentication
criteria
Security authentication criteria A E C T
A 0.1538 0.2143 0.0870 0.2500
E 0.3077 0.4286 0.5217 0.3750
C 0.4615 0.2143 0.2609 0.2500
T 0.0769 0.1429 0.1304 0.1250

The weights of the security criteria are displayed in Figure 2. Figure 2 summarizes the priority
weights of the AHP analysis on the criteria for the selection of security authentication methods. The
analysis of the criteria has found that effectiveness, with a weight of 0.4083, is the most important
criterion in information security authentication, followed by the second important criterion which is
cost, with a weight of 0.2967. Applicability ranks third in terms of importance among the decision
criteria, followed by time attributes, which have weights of 0.1763 and 0.1188, respectively.
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Applicability ~ Effectiveness Cost

0.1188

Time

Fig. 2. Weights of the security control criteria

Subsequently, from the pairwise comparison matrices, namely Table 5 to Table 8, we normalized
the weights of security authentication alternatives for different criteria, and the results are presented

in Table 10 to Table 13.

Table 10
Weighted normalized decision matrix of security
authentication alternatives for applicability

Security authentication alternative TB BB PB

TB 0.1579 0.2727 0.1489
BB 0.0526 0.0909 0.1064
PB 0.7895 0.6364 0.7447
Table 11

Weighted normalized decision matrix of security
authentication alternatives for effectiveness

Security authentication alternative TB BB PB

TB 0.3000 0.2727 0.4286
BB 0.6000 0.5455 0.4286
PB 0.1000 0.1818 0.1429
Table 12

Weighted normalized decision matrix of security
authentication alternatives for cost

Security authentication alternative TB BB PB

TB 0.2381 0.3846 0.2258
BB 0.0476 0.0769 0.0968
PB 0.7143 0.5385 0.6774
Table 13

Weighted normalized decision matrix of security
authentication alternatives for time

Security authentication alternative TB BB PB

TB 0.1538 0.2222 0.1463
BB 0.0769 0.1111 0.1220
PB 0.7692 0.6667 0.7317
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In consequence of the normalization matrix calculation, we compute the local priority for each
alternative. The preference for alternative security authentication based on each selection criterion
is shown in Figure 3 to Figure 6.

0.8000 0.7235
0.7000
0.6000
0.5000
0.4000
0.3000
0.1932
0.2000
0.0833
0.1000
0.0000 -
Token-based Biometric-based Password-based
Protection Protection Protection

Fig. 3. Weight of security authentication alternative based on

applicability
0.6000
0.5247

0.5000

04000 0.3338

0.3000

0.2000 0.1416
0.1000 .
0.0000

Token-based Biometric-based Password-based
Protection Protection Protection

Fig. 4. Weight of security authentication alternative based on
effectiveness

0.7000 0.6434
0.6000

0.5000

0.4000

0.2828

0.3000

0.2000

0.1000 0.0738

0.0000 -

Token-based Biometric-based Password-based
Protection Protection Protection

Fig. 5. Weight of security authentication alternative based on cost
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0.8000
0.7000
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0.5000
0.4000
0.3000

0.2000 0.1741

0.1000 .
0.0000

Token-based
Protection

0.1033

Biometric-based
Protection

0.7225

Password-based
Protection

Fig. 6. Weight of security authentication alternative based on time

The overall priority for each alternative is determined after the local priorities, which indicate the
preferable alternative in relation to each criterion, have been calculated. Table 14 displays the overall
priority matrix that was produced during this process.

Table 14

Overall weight of the alternatives for the criteria

Criterion/ Alternative A E C T Overall weight of alternative
Criteria weight 0.1763 0.4083 0.2967 0.1188

B 0.1932 0.3338 0.2828 0.1741 0.2749

BB 0.0833 0.5247 0.0738 0.1033 0.2630

PB 0.7235 0.1416 0.6434 0.7225 0.4620

Consequently, we check the consistency of the judgements. Table 15 shows that all the CR of
alternatives based on criteria are less than 0.1, indicating the pairwise comparison decisions are

consistent.

Table 15

CR of alternatives based on criteria
Criteria CR
A 0.0560
E 0.0462
C 0.0559
T 0.0257

The following step is to rank the priority of alternatives; the result is tabulated in Table 16. It
showcases that password-based protection and token-based protection are the top two security
authentication methods, based on applicability, effectiveness, cost, and time.

Table 16

Priority ranking of security authentication alternatives

based on criteria

Alternatives Weights Ranking
B 0.2749 2
BB 0.2630 3
PB 0.4620 1
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We simulate this information security scenario as a game that involves two players: the security
leaders and the attackers. The security leaders have three options for safeguarding the organization's
data: password-based, token-based, or biometric-based protection. There are three options available
to the attackers: attacking the organization's data system, moderately attacking the organization's
data system, or not attacking at all. We assume that the probability distribution of the tactics used
by the attackers and security leaders is equal at the initial stage. We applied the equations in Section
2 and simulated with Python. The evolution outcomes for both players to the number of iterations
are shown in Figure 7 and Figure 8.

According to Figure 7, there is a 72.56% chance that the security leaders will decide to use
password-based protection, 15.43% of the time to use token-based protection, and the lowest
chance is using biometric-based protection, with a probability of 8.97%. Password protection is
preferred by most organizations, most likely because it saves time and resources. We notice from
Figure 8 that the highest likelihood of an attacker’s strategy is too select not attacking, with a
probability of 45.97%, if the defender applies for security protection, whereas the likelihood of
attacking is 35.46%.

Security leader Attacker
0.7 { —— Token _ 045 { — Attack
Biometric —_ Moderate Attack
0.6 Passwiord 0.40 | — No Attack
05
035

Z 041 g
2 2
g 0.3 1 _g 0.30 A
a o

. 025

01

0.0 0.20 4

_0 l L T T T T T T T T T O 15 k T T T T T T T T T

Fig. 7. The evolution of security leader’s strategy Fig. 8. The evolution of attacker’s strategy

4. Conclusion

Information security scenario can be simulated as a MCDM problem as it requires careful
examination of several different criteria. We applied the AHP-EGT model to determine which choice
criteria should be prioritized when choosing an optimal security control, among token-based,
biometric-based, and password-based protections. First, we use the AHP to evaluate the criteria and
options that are related to information security. Next, using the utilities functions determined by
employing the AHP result, we construct a payoff matrix. The replicator dynamic technique is used to
help players in the security game to make the optimal strategies. The findings of this study show that
password-based protection is the most preferable protection method, followed by token-based and
biometric-based protections. In addition, effectiveness and cost are the top two weighty criteria in
determining security control, while applicability and time are ranked as the third and fourth weighty
criteria, respectively.

The contribution of this work is the proposal of an MCDM model for information security control
assessment and evaluation. The formation of a payoff matrix for two conflicting players is one of the
problems in game theory [32]. This drawback can be compensated for by computing each player's
payoff within the game model using the AHP's priority assessment of the criteria. However, the
interaction perspective between two players is neglected when utilizing the AHP approach alone. As
a result, we illustrate and resolve the information security issue in this paper using the hybrid AHP
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and EGT model, which will assist the security leader in selecting the best course of action, with the
consideration of interactive and dynamic aspects from EGT. We will expand the study in future work
to include other information security control characteristic criteria and options. In order to address
the scale issue, machine learning methods will be incorporated.
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