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Internet of Medical Things (loMT) facilitates medical services including real-time
diagnosis, remote patient monitoring, and real-time medicine prescriptions. loMT
incorporates Internet of Things in medical systems. However, loMT devices are often
built with no security in mind, which make them susceptible to various attacks, such as
data theft, manipulation, and denial of service. Therefore, security and privacy are
essential for the wider adoption and trust of lIoMT. In this paper, a video tracking- based
CryptoStegno model is proposed to secure private and medical records in an loMT
environment. Private information protection is made possible through crypto-
steganography. An added layer of protection is guaranteed through video tracking
technology, where data is embedded at multiple tracked objects. In addition, video
steganography handles the issue of embedding capacity via utilizing multiple frames.
Thus, this paper proposes a novel CryptoStegno model for embedding medical and
private data based on video Steganography. Also, AES cryptography is used to encrypt
the data before the embedding process to provide a high level of security. Hence, the
proposed approach provides robustness and security to the data. On a variety of video
sequences, the proposed scheme is examined using different metrics to ensure the
robustness of the model such as Peak Signal to Noise Ratio (PSNR), Mean Square Error
(MSE), Structural Similarity (SSIM) Index, and Bit Error Rate (BER). In terms of PSNR, an
improvement of around 2% of was achieved compared to the state of the art, while 5%
and 9% improvements were achieved in terms of SSIM and RMSE, respectively.

1. Introduction

Internet of Things (IoT), Machine Learning (ML), and Artificial Intelligence (Al) are examples of
advanced technology that have been widely recognized and acknowledged as possible remedies to
ease the strain on the healthcare system [1]. The emergence of these technologies encouraged the
adoption of Health 4.0 in the healthcare industry. Internet of Medical Things (loMT), enables medical
events like real-time diagnosis, tracking patients remotely, and medication prescriptions in real-time
because of the integration of the Internet of Things in medical systems [2,3].
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loMT’s major objective is to interconnect Cloud computing, Artificial Intelligence, visual sensors,
and Wearable devices, collecting data such as prescription history, diagnostic notes, test results,
treatment plans, pharmacy refill requests, invoicing information, insurance claims about patients,
personal and payment information [4].

As a result, medical records have made their way online, opening them to security leaks, and can
be 50 times more lucrative than financial data for thieves. Intruders can alter the discourses of a
variety of medical inventions, which poses a severe threat to the lives of patients [5,6]. The
management of loT devices, more particularly (IloMT), allows hackers to use botnets to steal patient
information. Therefore, it is essential that medical data are secured [7].

Leon Medical Centres published a detailed list of the stolen information, which included social
security numbers, financial and insurance information, etc. Hackers will submit their data to the deep
web in order to get counterfeit passports, ID cards, and social security cards. Buyers may use the data
to make fraudulent IDs, buy pharmaceuticals or medical supplies, or submit bogus insurance claims.
It can also be marketed to persons without insurance who would use it to buy cheap prescription
medications or medical supplies. Additionally, using a fake provider number along with a patient
identification number, the uninsured could submit false insurance claims. A patient's personal
medical record could no longer be accurate, which is another risk. If vital details like blood type and
medicine allergies are changed in the patient's record, it might be fatal [8].

In Addition, Medibank (one of the biggest Australian private health insurance providers) would
pay S1 billion in compensation in November 2022 as hackers targeting the business released the
largest batch of sensitive data yet in an effort to force it to pay a ransom. The damaging cyberattack
that has impacted 10 million customers including 1.8 million international customers. Moreover, 700
patients' records were revealed in a week that included mental health issues, terminating
pregnancies, and drug and alcohol use which has been called Australia's most intrusive cybercrime
[9]. Thus, it is essential to safeguard sensitive data against invasions and unauthorised access so
Steganography techniques are used to obscure confidential data across diverse data transmission
channels [10-12].

In this research, a secure crypto-steganography technique is introduced. Nowadays, every public
place contains CCTV (Closed Circuit Television) cameras used to monitor large areas to ensure the
safety of the public, collect image data, and provide an in-depth description of the activities that were
captured. The large number of frames captured by the sensing network makes it ideal for data hiding
without affecting the original frames. Not only the videos captured by the CCTV will ensure the safety
of the public, but also, they will be used to ensure the safety of the private data of the patients.

This research is divided into: Section 2 illustrates the proposed model, while Section 3 shows the
evaluation results and the experiments made to ensure the efficiency of the proposed model. Finally,
Section 4 concludes and discusses the results.

2. Methodology
The proposed model is divided into three main parts as shown in Figure 1 Tracking Moving
Pedestrian, encrypting the important medical records into the moving Pedestrians being tracked

using a robust efficient technique so the records won't get cracked or damaged, and finally decrypting
and extracting the records when needed.

228



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 48, Issue 1 (2025) 227-239

2.1 Tracking Moving Pedestrian

Visual detecting and tracking techniques are now widely used in a variety of application
situations. Complicated algorithm models have been created and used in visual tracking techniques
thanks to the quick growth of high-performance computing technology. The precision of visual
tracking has improved as more valuable data from real-world situations has been gathered, and its
use has become more widespread.

StrongSort
Technique

Cover Video

Transmission
Channel

StrongSort
Technique

StegVideo

Object
Segmentation

Rebuild Extraction
Yideo Frames Algorithm

Fig. 1. Proposed model

Due to its enormous promise in a commercial application, multiple object tracking (MOT) has
attracted a lot of interest. Given a video sequence, it attempts to forecast numerous pedestrian paths
while maintaining their identities. Tracking-by-Detection (TBD) based algorithms have seen great
success over the past ten years thanks to improvements in foot recognition algorithms.

In the proposed model, StrongSort technique [13] is utilized. StrongSort was implemented using
DeepSort [14] which is the earliest techniques for using the deep learning model for the MOT
challenge. It is asserted that DeepSORT's performance shortcomings are caused more by its
antiquated methods than by its tracking methodology, so after merely adding advanced components
to DeepSort in different areas, resulting in the suggested StrongSort.
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The key advantage of the StrongSort algorithm is its ability to handle complex scenarios with
multiple moving objects. It can track objects that move at different speeds, change directions
abruptly, or interact with each other. Moreover, it can adapt to changing conditions such as lighting
changes, camera jitter, or partial occlusions without losing track of the objects. Overall, the
StrongSort tracking algorithm has proven to be an efficient and reliable method for object tracking
in real-world applications.

2.2 Encryption of Medical Records

After tracking multiple objects, objects were extracted from the frames as shown in Figure 2.

Fig. 2. Cropping the moving objects from each frame

The medical records will be embedded in the moving objects’ frames, and since there are multiple
frames, then a remarkable amount of data could be hidden without damaging the original frame.
Moreover, the part that contains the hidden data will change its place along the frames which makes
it even harder to get captured.

As shown in Figure 3, The embedding algorithm is divided into two steps to ensure the security
of the records which are encrypting the data to ensure its security then embedding the data into the
frames of the tracked objects.

2.2.1 The AES encryption algorithm (advanced encryption standard algorithm)

The Advanced Encryption Standard (AES) is a widely adopted encryption technique used to secure
sensitive data in various systems [15]. It was developed as a replacement for the outdated Data
Encryption Standard (DES) and has become the standard encryption method for securing data both
at rest and in transit. AES uses symmetric-key for cryptography, meaning that both the recipient and
sender use the same key to encrypt and decrypt messages.

Cryptography techniques can't be used alone though or it will grab the attention of the attackers,
whom will be tempted to alter the data to get any info about the secret encrypted data, eventually
destroying the protected data. Cryptography techniques protect the contents of the secret data but
not the existence of the data transmitted.

2.2.2 Least significant bit (LSB) steganography
Least significant bit (LSB) steganography is a technique of hiding information within the least

significant bits of digital media like images, audio, or video files [16]. In this method, the original data
remains intact while additional hidden data is added to it. The LSB steganographic algorithm replaces
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the least significant bit of each pixel in an image with a binary code from a secret message. As the
changes are made only to the least significant bit, they are almost imperceptible to human eyes and
do not affect the quality of the image.

Random Secret
Key
Least Significant
'{ AES | Bit (LSB)

& o

Tracked Objects

Private Medical
records

Fig. 3. Embedding Proposed Model

After the data is encrypted inside the cropped frames of the tracked object, the stego frames are
rebuilt to output the stego video file only to be transmitted and saved on the loMT cloud.

2.3 Decryption of Medical Records

As show in Figure 4, to Extract the Medical Records from the saved videos, StrongSort is used to
extract the moving objects and crop them out of the frame before the extraction phase.

Tracked Objects

|

Least Significant
Bit (LSB)

Private Medical AES
records
Random Secret
Key

Fig. 4. Extraction proposed model

3. Evaluation and Tests
3.1 Datasets

Kitti Dataset is used in this experiment which contains 21 training sequences and 29 test
sequences. It’s mainly used to test tracking but is used to embed hidden secret data in it due to its
small size so it won’t add complexity to the model [17].

Change Detection Dataset is also used in this experiment to ensure the validity of the model. It
consists of two datasets, 2012Dataset and 2014Dataset that contains several video categories with 4
to 6 each [18].

3.2 Tracking Performance

The strength of the tracking algorithm is vital in the proposed model, so the chosen tracking
algorithm was evaluated on multiple datasets to ensure its robustness in different settings. According
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to the results, StrongSort was proved to be the most dependable tracking technique, not only to track
multiple pedestrians but also tracking multiple objects such as cars, bicycle...etc.

i. Multiple Object Tracking Accuracy(MOTA): This metric is used to compute the accuracy
for the tracker part and the detection part of the tracking algorithm as shown in Eq. (1).

FN+FP+IDS

MOTA=1-%, ——

(1)
where, FN (False Negatives) The frames that were marked as absent even though their
presence. FP (False Positives) the objects that were tracked and detected despite their
absence in the frame. IDS is the number of ID switches and GT is right number of ground
truth objects in the image.

ii. Multiple Object Tracking Precision (MOTP): Since MOTA doesn't measure the localization
of the moving objects, MOTP is used to calculate the precision of the detection as shown
in Eqg. (2). it's similar to mAP metrics. TP (True Positive) which refers to the objects tracked
and detected correctly and S is the number of frames.

1
MOTP = - Yrp S (2)
iii. Identification Metrics (IDF1): This metrics focus more on the capability of the algorithm to
accurately associate same objects together. It combines the IDP (ID Precision ) and the
IDR (ID recall) as shown in Eq. (3).
IDF1 = DT (3)

|IDTP|+0.5|IDFN|+0.5|IDFP|

iv. Higher Order Tracking Accuracy (HOTA): This metric is the interconnection of detection
and association 10U scores as shown in Eq. (4).

HOT A = vDet A x AssA (4)
where DetA is the detection accuracy while the AssA is the association I0U.

StrongSort achieved the highest scores when evaluated on MOT16 [19], which contained 14
complex video sequences which are illustrated in Table 1.

Table 1
Evaluation of StrongSort on MOT16 compared to previous
research
Tracking Techniques MOTA  HOTA MOTP  IDF1
Yongjie Xue et al., [20] 61.30% - 79.04% -
Deepsort [14] 61.40% - 79.01% -
FairMot [21] 74.90% - - 72.08%
StrongSort [13] 78.50% 63.50% 88.02% 79.50%
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Moreover, StrongSort achieved high scores as well on both MOT17 [22] and MOT20 [23]
benchmark datasets as shown in Table 2 and Table 3 respectively. MOT17 contained the same 14
complex video sequences in MOT16 but with a new, more accurate ground truth. However, MOT20
benchmark contains eight challenging and complex video sequences.

Table 2

Evaluation of StrongSort on MOT17 compared to

previous research

Tracking Technigues MOTA  HOTA IDF1

CenterTrack [24] 66.90% 57.60% 68.40%
TransTrack [25] 69.60% 59.40% 69.90%
FairMot [21] 73.70% - 72.30%
StrongSort [13] 78.70% 70.70% 83.30%
Table 3

Evaluation of StrongSort on MOT20 compared
to previous research

Tracking Technigues MOTA  HOTA IDF1

FairMot [21] 61.80% 57.10% 67.30%
StrongSort [13] 71.80% 61.50% 75.90%

StrongSort was also evaluated on KITTI Dataset as shown in Table 4. KITTI Dataset consists of 21
videos with 8 different classes, but the evaluation is only applied on the Pedestrian and Car classes

only.

Table 4
Evaluation of StrongSort on KITTI Dataset
compared to previous research

Tracking Technigues MOTA  HOTA IDF1

OC Sort [26] 65.10% 54.30% 85.71%
StrongSort [13] 67.37% 56.20% 89.20%

3.2 Video Quality Evaluation Metrics

Any steganography method must fulfil essential conditions for effective communication:
imperceptibility and capacity. Imperceptibility refers to the visual quality of the hidden object and its
minimal distortion. Capacity is determined by the amount of secret data that can be embedded
without any visible changes. Robustness measures the strength of the hidden object against external
attacks such as noise or compression.

While researchers have attempted to focus on these requirements separately, no technique has
been developed that can balance all three parameters effectively. The primary goal of steganography
is to ensure secure and obscure transmission of confidential information through a common channel
without arousing suspicion. To achieve successful covert communication, high-quality stego-objects
with minimal alterations should be produced, ensuring low detection rates for attackers and

steganalysis.
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3.2.1 Imperceptibility

Imperceptibility is calculated using MSE (Mean Square Error) Eqg. (5), Peak Signal to Noise
Ratio(PSNR) Eqg. (6), and Structural Similarity (SSIM) Eq. (7).

1 2
MSE = —%i%q Xjs (xij — vij) (5)
PSNR(r, ) = Lok mox (mex(omes ) o
. (Z,uxuy+C1)+(20'xy+Cz)

SSIM( x,y) (7)

- (u§+u32,+C1)(0',%+032,+C2)

Where, m and n are the number of rows in cover image and number of columns in cover image
respectively, xi, yij are pixel value from cover image and pixel value from stego image. p is the mean
intensity and o::presents the variance of the cover and stego frame respectively, moreover, C1 and
C2 are constants.

Table 5 and Table 6, shows the Imperceptibility evaluation metrics (MSE, RMSE, PSNR, SSIM) on
each video sequence of the Kitti and Change Detection Dataset respectively on embedding 2KB of
data.

Table 5

Evaluation of Imperceptibility on KITTI Dataset
Videos PSNR MSE SSIM RMSE

Vi 73.17 0.0033 0.9999 0.057446
V2 72.02 0.0041 0.9996  0.064031
V3 70.48 0.0065 0.9997 0.080623
\Z3 73.26  0.0032 0.9999 0.056569
V5 71.55 0.0051 0.9994 0.071414
V6 71.01 0.00435 1 0.065955
V7 73.88 0.0026 0.9995 0.05099
V8 71.18 0.005 0.9999 0.070711
V9 71.47 0.0053 0.9997 0.072801

V10 70.58 0.0067 0.9993 0.081854
V11 71.78 0.0058 0.99994 0.076158
V12 7134 0.0064 0.9999 0.08

V13 72.79 0.0048 1 0.069282
V14 7142 0.0059 1 0.076811
V15 70.87 0.0071 0.9996  0.084261
V16 73.08 0.0039 0.9995 0.06245
V17 71.79 0.0043 0.9999 0.065574
V18 7148 0.0049 0.9991 0.07

V19 71.72 0.0054  0.99998 0.073485
V20 70.29 0.0068 0.99993 0.082462
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Table 6

Evaluation of imperceptibility on change
detection dataset

Videos PSNR MSE SSIM RMSE

V1 73.25 0.0026 1 0.05099

V2 71.78 0.0048 0.9995 0.069282
V3 70.57 0.0051 0.9999 0.071414
\Z 7195 0.0059 0.9997 0.076811
V5 72.48 0.0038 0.9993 0.061644
V6 7199 0.006 0.9999 0.07746

V7 70.58 0.0043 0.9996 0.065574
V8 71.23 0.0043 0.9995 0.065574
V9 70.47 0.0032 0.9992 0.056569
V10 7229 0.0034 1 0.05831

V11 70.51 0.0069 0.9994 0.083066
V12 7091 0.0078 0.9998 0.088318
V13 72.74 0.0028 0.9994 0.052915
V14 71.29 0.0057 0.9997 0.075498

3.2.2 Hiding capacity

Hiding Capacity shows the largest quantity of secret data that can be embedded in the video
without being noticed. the proposed model is capable of embedding large numbers of data since a
small video size contains large numbers of frames so the data is divided on all the frames. Moreover,
the larger number of objects being tracked, the more hiding space inside one frame. In Table 7, the
video number and the frame are the same but the size of the embedding data varied.

As shown in Table 7, the hiding capacity reached 16KB in only one frame without causing
distortion to the frame which can be shown in histogram analysis.

Table 7
Evaluation of Hiding Capacity on one frame of the
first video of Kitti Dataset

Videos Capacity MSE RMSE PSNR SSIM

V1 2K 0.0053 0.072801 72.87 0.9999
V1 4K 0.0059 0.076811 72.05 0.9999
V1 8K 0.0062 0.07874  71.95 0.9999
V1 16K 0.0067 0.081854 71.84 0.9996

Figure 5 shows the histogram of the tracked object in the original frame without embedding data
compared to the histogram of the tracked object after embedding 2KB, 4KB, 8KB and 16 KB of data
in only one frame respectively. As shown from the histograms, there aren’t any differences between
the histograms graphs especially after increasing the capacity of the embedded message.
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a)

b) d)

e)

Fig. 5. a) Histogram of the tracked object without embedding
data & the Histogram of the tracked object with: b) 2KB of
embedded data, c) 4KB of embedded data, d) 8KB of
embedded data, e) 16KB of embedded data

Moreover, Figure 6 shows the reconstruction of the frame and the histogram of the original full
frame compared to the histogram of the full frame after embedding 2KB, 4KB , 8KB and 16KB of data.

The histogram displays no visible differences between the original frame and the stego frame making
it hard for the attacker to notice.

a)
b)
<)
d)

e)

Fig. 6. a) Histogram of the full frame without
embedding data & Histogram of the full frame
with: b) 2KB of embedded data, c) 4KB of
embedded data, d) 8KB of embedded data, e)
16KB of embedded data

Table 8, compared our proposed technique with previous techniques [27,28]. Our proposed
Model achieved 71.358 db in PSNR and average of 0.00435, 0.999738 in MSE and SSIM respectively
when embedding 1000 characters. Songul et al., [27] used Genetic Algorithm and LSB to embed
medical records into DICOM Images achieving around 66 db PSNR and 0.01 in terms of MSE
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embedding 1000 characters as well, while Mostafa A. et al., [28] used DES to encrypt the data into
the wavelet frequency domain achieving higher PSNR reaching 70 db. The proposed Model achieved
2% improvement in PSNR terms, moreover, 5% and 9 % improvement in terms of SSIM and RMSE
Respectively surpassing the previous state of arts.

Table 8

Evaluation of hiding 1000 characters compared to previous
state of art

State of Art PSNR MSE SSIM RMSE
Karakus and Avci’s [27] 66.4055 0.01488 0.15408 0.12198
M.A. Ahmad et al., [28] 70.9528 0.00526 0.95372 0.07254
Proposed Model 72.368 0.00435 0.999738 0.06595

4. Conclusions

loMT and security are two important topics that are closely related. The security of medical
records is very important in IoMT because medical records contain sensitive and personal
information about patients, such as their health conditions, diagnoses, treatments, prescriptions, and
test results. If these records are compromised by hackers, they can cause serious consequences, such
as Privacy violations, Identity theft, and Data manipulation, Therefore, it is essential to protect the
medical records in loMT from unauthorized access and tampering. To ensure the safety of medical
records, this paper proposed a CryptoStegno model based on video Steganography. Rather than
embedding data throughout the whole frame, the StrongSort technique was used to track multiple
objects in each frame providing a high capacity for embedding large amounts of data without causing
noise or noticeable disturbance to the original frame. AES steganography technique was also used to
provide high security to the embedded medical data. High imperceptibility was achieved with an
average PSNR of 68.7 dB for the considered video dataset. Moreover, the proposed model was also
tested on embedding multiple data sizes such as 2KB, 4KB, and 8KB to ensure its capability to hide a
large capacity of data. The performance of the model was tested by objective metrics as well as
subjective metrics such as Histogram analysis. A Frame could carry up to 16KB of data without
showing any distortion in the histogram values compared to the original frame which makes our
model special in imperceptibility and hiding capacity metrics.
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