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machine learning techniques in studying whistleblowing behaviour among students in
universities in Indonesia and Malaysia. The paper demonstrates the ease of
implementing TPOT, making it accessible to inexpert computing scientists, and
showcases highly promising results from the whistleblowing classification models
trained with TPOT. Performance metrics such as Area Under Curve (AUC) are used to
measure the reliability of the TPOT framework, with some models achieving AUC values
above 90%, and the best AUC was 99% by TPOT with a Genetic Programming
population size of 40. The paper’s main contribution lies in the empirical demonstration
and findings that resulted in achieving the optimal outcomes from the whistleblowing

Keywords: case study. This paper sheds light on the potential of TPOT as an easy and rapid

implementation tool for Al in the field of education, addressing the challenges of
Secured chatting; Forward secrecy; academic misconduct and showcasing promising results in the context of
Elliptic curve Diffie Hellman ephemeral whistleblowing classification.

1. Introduction

The current usage of smartphones has given people across the globe the ability and the
opportunity to store important and confidential data within their handheld devices [1]. The term
“confidential” describes the nature of the data being stored implies that the main objective of its safe
keeping is to ensure that personal data is never leaked or stolen at all costs. With that being said, it
is essential that every smartphone user’s private information is always kept under the radar and as
far away as possible from unauthorized or unwanted parties [2]. Other than storing data, it is also
important to realize that smartphone users might also want to transport or transmit highly classified
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information to other intended parties which could quite literally be anything subjectively crucial,
depending on the different contexts and groups of the people involved.

With the intention to share data between trusted parties, smartphones offer the ability to
instantaneously message someone using a specific application to facilitate the data transportation
process such as WhatsApp and Telegram. According to NengTang and Huilin [3], there has been a
large-scale implementation of instant messaging practices within corporations where the employees
are be able to convey messages through their smartphones by conversing within a group or on a one-
to-one basis for collaboration purposes. Thus, the securities of a conversation involving two parties
are alarming. SAKTI can be best to be used in the industry that need highly secured conversation tool
such as military, finance and business.

This paper proposed a Secured App for Encrypting Text Information also known as SAKTI to secure
conversation involving two parties using identical cryptographic keys for both the encryption and
decryption processes [4]. The objective of this paper is to develop a mobile application with ECDHE
key distribution protocols installed to secure the communication between the contacting parties.
This mobile application is equipped with an asymmetric key exchange algorithm to be used in any
type of symmetric encryption known as perfect forward secrecy (PFS). The best performing and most
compatible set of schemes will be chosen to fulfil the security needs of the application that will only
be available on Android based mobile phones.

2. Related Works

Perfect Forward secrecy (PFS) is defined as a situation where there is a guarantee for the
protection of the previously generated session keys from being compromised as a result of the
leakage of a long-term private key [5-8]. According to Avoine et al., [6] they acknowledged that the
public key cryptography has generally been regarded as the only key exchange scheme being able to
provide PFS which they consider to be too resource hungry for resource constrained devices.
Nevertheless, they proposed a key exchange protocol which would go against the norm that entirely
relies on symmetric keys to provide PFS. They claimed that their processes involve the constant
evolution of a master key which would redefine the previous master keys into the newer versions
where it would not be possible for the predecessors to be reverse engineered using their successors.

Other than that, Wang et al., [7] also recognized asymmetric cryptography as the go-to approach
to be implemented in a wireless sensor network in order to gain forward secrecy. In their proposed
approach, they affirmed that they would integrate an asymmetric key scheme in order to provide
forward secrecy. However, they did note that some of the past researchers have solely relied upon
symmetric ciphers which were more efficient than their asymmetric counterparts when it came to
resource consumption as they had expected, but it was at the cost of forward secrecy. Furthermore,
Lietal., [5] proposed the utilization of ephemeral secret tickets by the servers as a means to transport
the ephemeral public key. According to them, the generation of the common session key is derived
from a long-term private key and random ephemeral secret which means that it would not be enough
for an attacker to only steal the private keys as they would also need to calculate the value of the
ephemeral secrets, thus enforcing forward secrecy.

Lu et al., [8] proposed a forward secrecy scheme which utilizes the Elliptic Curve Cryptography
point multiplication for the session key production. They claimed that a compromised private key
would not matter as the adversaries must solve both the Elliptic Curve Discrete Logarithm Problem
and the Elliptic Curve computational Diffie-Hellman Problem which are considered to be unsolvable
in order to obtain the parameters that are related to the session keys themselves. Finally, Yang et al.,
[9] stated that they would not be utilizing asymmetric cryptography to gain forward secrecy and
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instead chose to adopt a Dynamic Authentication Credential (DAC) framework approach. It was
emphasized by them that the DAC would continuously evolve for every unique session after the
session key is successfully generated and will only be utilized once per session.

3. Research Methods and Design

This section describes the Secure App for Encrypting Text Information (SAKTI) design diagrams to
give a clear picture of how the system works. The system comprised of three phases as shown in
Figure 1 include: registration, key exchange, and transfer data phase. For each one of the phases is
given to provide some context and meaning to the events that take place within the illustrations.

4 N 4 N 2 N
Phase 1 - Phase 2 - Key Phase 3 -
Registration Exchange Transfer Data
Phase Phase Phase

Fig. 1. SAKTI System Process
3.1 SAKTI Registration Phase

For initial use of the SAKTI, users must complete a registration process for authentication at the
login page. Before the Transfer data phase, a pair of public keys must be generated and exchanged
with the selected receiver. This operation may succeed or fail based on underlying verification
process. In the event of success, the receiver's public keys are retrieved to generate a session key for
data transmission. If unsuccessful, the process iterates until success is achieved. The Receive data
phase mirrors the Transfer data phase, differing primarily in the timing of public key pair generation
and sender's public key retrieval. After successful session key generation, the data retrieval process
commences. Figure 2: shows registration and login interface for first time user.
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Fig. 2. SAKTI: Registration and Login Page

3.2 SAKTI Key Exchange Phase

SAKTI uses Elliptic Curve Diffie Hellman Ephemeral (ECDHE) as the key exchange algorithm to
provide forward secrecy [10] and LAO 3D Algorithm for encryption [11]. Figure 3 shows key exchange
process takes place before secure conversation started.

Elplic curve chosen: SECP256k1

Elliptic curve equation: y2 = x*+7

Random Bit Generator (RBG): generate ephemeral private key (PrvK)
Ephemeral Public key generation: PrvKG

Parameter definitions
Alice Bod
jo: Finite Field of the curve
3 & b: Values defining the curve {p. a, b, G, n. h, PrvKAG)
IG: Generator point on the curve
(PrvKeG}
In: Determines the max possible

PrvK value
Generate pre- Generate pre-
h: Cofactor master secret = master secret =
PrvKAPIVKEG PrvKBPIVKAG

{Pre-master secret (PMS)}

(KDF(PMS) = session key)

{Session key = E/D(data transfer)}

(Session ends = ephemeral keys are destroyed))

7 N

Fig. 3. Key Exchange Process

Before the key exchange process started, both sender (Alice) and Receiver (Bob) independently
generate ephemeral private keys, denoted as PrvKA and PrvKB, employing a secure random bit
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generator. Subsequently, they compute their respective public keys using ECC (Elliptic Curve
Cryptography) multiplication algorithms, incorporating the parameters PrvK (derived from their
private keys) and the generator point G. Once Alice, as the conversation initiator, acquires her public
key, she dispatches the domain parameters to Bob, as the intended recipient. The most important
part is the generated public key, which pivotal in the computation of the pre-master secret key [12].

In response, Bob reciprocates by sending his private key to Alice. Once both parties possess each
other's public keys, they jointly calculate a shared pre-master secret key denoted as PrvKAPrvKBG.
This shared secret subsequently undergoes processing via a Key Derivation Function (KDF) to derive
the shared session key, also known as the symmetric encryption key. These session keys enable
secure data transfer and retrieval—permitting one party to transmit data while the other party
receives it.

At the end of the session, the ephemeral public and private key pairs are securely deleted. For
every new session, fresh ephemeral key pairs and a unique session key are generated. This
meticulous process ensures the attainment of perfect forward secrecy, as each session employs
distinct key sets with no inter-session correlation, safeguarding past conversations from potential
leaks [13]. Moreover, this security architecture employs the Ephemeral Diffie Hellman approach,
wherein secret keys are created at the user's end and subsequently obliterated upon session
termination.

3.3 SAKTI Transfer Data Phase

The transfer data feature allows the user to create a public key for the key exchange process
which will be used as an input to create a secret session key. The session key will then be used to
encrypt the data intended to be transferred to the device of a particular friend [14]. A friends list will
appear after the transfer data feature is selected which will prompt the user to select a particular
friend that they wish to send data to. After making a choice, the user is greeted with a key icon that
they must press in order to generate a public key.

During the key transmission process, there will only be three possible outcomes that a user can
expect to achieve. These three outcomes are the successful, unsuccessful or declined state of the
public key transference which fully depends on the action of the person on the receiving end. If said
person chose to decline the key transfer attempt, the original sender will be notified that the key
transference request was declined. Other than that, If the receiver manages to fetch the key within
a 30 second window, the application will notify the key’s sender that the transfer was successful and
vice versa. A successful key transfer will reveal a button to the user to press in order to start the data
transferring process.

4. Results and discussion

The algorithm used in SAKTI is the ECC key exchange algorithm which is utilized in the main
application function for the key exchange process. Table 1 shows comparison between generation
test results of ECC and RSA. The actual results for the key generation functional testing match with
the expected results, it is safe to say that the key generation process takes place whenever it is
supposed to. So, for the case where the key pair generation does occur, the time taken to generate
said key pairs must also be taken into account as it plays a vital role in determining how well the
application will be able to perform. As a point of reference, Table 1 and Table 2 are provided to give
some context to the issue at hand while Table 6.10 provides the actual results of the ECC key
generation times.
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Table 1
Key Generation between ECC vs RSA
Key Size (bits) ECC Algorithm Key Gen Time (ms) RSA Algorithm Key Gen Time (ms)

160 252 -

224 262 -

256 270 -

384 282 -

512 312 654
1024 - 872
2048 - 1996
3072 - 16692

From the Table 1, it is clear differences in terms of the speed at which the key generation process
takes place. To make things simpler, the same or similar key length should be compared such as the
256-bit key from Table 1, the 233 and 283-bit keys from Table 2, and the 256-bit keys from Table 3.
From here, it can be seen that the times are 270 milliseconds for the 256-bit key in Table 6.8, 0.18
seconds and 0.27 seconds for the 233 and 283-bit keys in Table 6.9 and the average value of 606.5
milliseconds for the 256-bit keys in Table 3. It must be noted here that due to the difference in
processing power and other relevant factors such as the ECC curve choice, it is not a surprise that the
key generation results vary from one test to another [15].

Table 2
Key Generation Time Analysis
Key Length (bits) ECC Algorithm Key Gen Time (s) RSA Algorithm Key Gen Time (s)

162 0.08 -

233 0.18 -

283 0.27 -

409 0.64 -

571 1.4 -

1024 - 0.16
2240 - 7.47
3072 - 9.8
7680 - 133.9
15360 - 679.06

While it is true that the actual results in Table 3 are slower when compared to the results in Table
6.8 and 6.9, the main takeaway here is that ECC is still more viable than RSA in terms of the key
generation times as it can be seen in Table 1 where a 3072-bit RSA key pair is generated in 16692
milliseconds while it takes 9.8 seconds to generate a 3072-bit RSA key pair in Table 2. Even though it
does not seem fair to compare the key generation times of a 256-bit ECC keys against a 3072-bit RSA
key, the fact that cannot be overlooked here is that a 256-bit ECC key has the ability to provide the
same level of security as a 3072-bit RSA key. This notion is supported by Choi et al., [16] who claimed
that a 128-bit level of security can be achieved by utilizing a 128-bit AES key, 256-bit ECC keys or
3072-bit RSA keys. With that, it is clear that in terms of overall performance, the shorter length ECC
keys will take less time to generate than the longer RSA keys.

59



Journal of Advanced Research in Applied Sciences and Engineering Technology
Volume 49, Issue 1 (2025) 54-62

Table 3

Actual ECC 256-bit key generation results
Test No ECC Algorithm Key Gen Time (ms)

607

595

618

686

565

616

603

566

614

595

O oo NOOULL B WN B

=
o

In the realm of contemporary communication, various chatting tools have emerged, each
boasting its unique features and security protocols. WhatsApp, a widely-used platform, offers end-
to-end encryption, ensuring the privacy of messages exchanged [17]. However, its association with
Facebook raises privacy concerns due to the social media giant's history. Telegram on the other hand
provides end-to-end encryption in secret chats and introduces a self-destructing message feature,
yet its default chats lack the same level of security [18]. Signal, renowned for its commitment to
privacy, stands out with universally applied end-to-end encryption, though its user base might be
smaller compared to mainstream alternatives. Compare with SAKTI, it offers application layer
security where users of this tool will be able to encrypt and send encrypted sentences to other users
to convey messages securely. The third party could not be able to read the messages and only
intended recipient can open the message with a secret key. This is only can be achieved through
forward secrecy in which other chatting tools did not apply in their applications [19]. Since forward
secrecy is achieved in this application, the most damage than an attacker can do is uncover one
session worth of encrypted sentences which will not at all effect the previous sessions and session
keys. The key distribution algorithm selection utilized in the application can be used as future
reference for developers who are looking for a way to achieve perfect forward secrecy [20]. In
selecting a chatting tool based on security, users must consider their specific needs and the nature
of the information exchanged, staying vigilant for updates and improvements in the rapidly evolving
landscape of communication platforms such as loT [21].

4. Conclusions

Within this project, it is crucial to address specific limitations for future improvements, to ensure
the research continuity and ease of maintenance. The primary limitation revolves around the
research inability to verify user identities during communication which leaving room for potential
man-in-the-middle attacks. This vulnerability poses a significant threat, as attackers can manipulate
transmitted data, jeopardizing its integrity. Another constraint is the application's exclusivity to
Android devices, limiting its user to use the chatting tool. Finally, the Forward Secure application
operates solely in a one-way communication flow, allowing only one party to send data while the
other can solely access previously transmitted data without mutual capabilities. For future
enhancement, SAKTI will consider adding digital signatures and certificates using advanced
algorithms like RSA or ECDSA to prevent man-in-the-middle attacks. This step ensures user identity
verification and data integrity where it can improve overall security.

In conclusion, adopting the ECDHE algorithm as a key exchange method is a viable alternative for
SAKTIL. It has demonstrated effectiveness in handling forward secrecy, offering improved
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performance with its shorter key length. While the research achieved its goals, it is important to note
the acknowledged limitations mention above. Hence, special attention should be given to the
suggested future work, aiming to propel the current research to the next level and foster continuous
improvement.
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