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ABSTRACT

Presently, our digital landscape faces a pervasive onslaught of diverse cyber threats,
encompassing distributed denial of service (DDoS), phishing, ransomware, and
smishing, all orchestrated with malicious intent. Counteracting these malicious
incursions poses a formidable challenge, particularly in devising efficacious detection
solutions. Ransomware incidents are on the ascent, particularly within critical sectors
such as healthcare, finance, and telecommunications. Consequently, this paper
introduces a proof of concept (POC) aimed at detecting ransomware activities targeting
Internet of Medical Things (loMT) devices. The primary objective of this paper revolves
around the identification and evaluation of factors correlating with ransomware
attacks on loMT and then developing a ransomware detector. The experimental
framework involves the utilization of a simulated environment mirroring real-world
IoMT devices and networks. The methodology integrates diverse approaches,
encompassing data collection from IoMT devices, analysis of ransomware behaviour
through the study of encryption patterns, and anomaly detection. The POC assesses
the efficacy of these methodologies in detecting and responding to ransomware
threats, with the experimentation conducted through hybrid analysis within a
controlled laboratory setting. The dataset consists of 13 families with a total malware
of 9251 taken from GitHub. For POC, a total of 3459 ransomware dataset samples have
been selected. As a result of the experiment, thirteen (13) distinct features have been
identified as trigger factors for ransomware attacks. These features are obtained by
capturing of the processes initiated by the ransomware samples using a process
Keywords: monitor (procmon). A temporal pattern of the processes which include the file system,
API, and access based on their frequency of occurrence were used to develop a
ransomware detection model. The proposed approach achieved an accuracy of 99.2%
and an error rate of 0.8 %, when evaluated on temporal pattern dataset and by using
an enhanced artificial neural network (EANN).
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1. Introduction

In the rapidly evolving landscape of technology, the integration of the Internet of Things (loT)
within the realm of medical devices has ushered in transformative possibilities for healthcare.
However, this advancement is not without its challenges, as the intersection of medical technology
and the digital realm introduces new vectors of vulnerability. These vulnerabilities are taken as an
advantage by malware to wreak havoc on the entire Internet of Medical Things (IoMT) ecosystem.

Malware is the main term encompassing a variety of harmful software versions, such as viruses,
ransomware, and spyware. The virus is often distributed by email as a link or file. Specifically,
ransomware is a virus that infects users by encrypting data and restricting lawful access to user data.
The irrevocable nature of a ransomware attack distinguishes it from other types of malwares. Once
encryption is completed, the only method to decode the user files is to utilize the decryption key. To
decrypt the data, attackers demand payment in an untraceable currency, such as Bitcoin introduced
by Comito et al., [3]. At the forefront of these threats lies the insidious ransomware attacks, a menace
that holds the potential to disrupt not just data and services, but also patient well-being.
Ransomware attacks can infiltrate systems, encrypt critical data, and demand ransom for its release.

In the context of the Internet of Medical Things (loMT), where devices are interconnected to
improve patient care, the consequences of successful ransomware attacks are alarming. As life-
saving medical equipment becomes digitally linked, the vulnerability of such systems to malicious
actors becomes a main concern. Looking at the complex landscape of cyber threats within the
healthcare sector, specifically focusing on the challenges posed by ransomware attacks targeting the
loMT, the demonstration and evaluation of different approaches is very important. In response to
this growing risk, increasing investments in cyber security capabilities have been explored as a means
for reducing cyber-attacks and encouraging the use of technologies to cut the menace [1]. For
optimal exploration of these capabilities, the determination of proof of concept (POC) of various
approaches for detecting ransomware attacks within the loMT ecosystem emerges as a crucial
defence strategy. In the context of the lIoMT ecosystem, a POC aims to provide evidence that a
particular detection method or solution can work effectively. This paper evaluates different potential
features that serve as the sources of ransomware attacks. Hence, the objective of this paper is to
identify features of ransomware samples that can attack an IoMT ecosystem and then build a
ransomware detector with features using an enhanced artificial neural network.

The analysis was conducted using a hybrid analysis and other processes including MD5, execution,
initial access, persistence, privilege escalation, defence evasion, credential access, discovery, lateral
movement, collection, control and command, impact, and network communication. It involves the
collection of datasets which are thoroughly cleaned through the pre-processed approach and then
analysed in a VMware which creates a secured and isolated space of experiment. Introducing the
ransomware samples into a virtual server one after the other, allowing real-time monitoring and
analysis of its actions. As a result, this paper identified thirteen (13) related features that triggered
ransomware attacks. These features are based on vulnerability analysis, potential attack routes, and
the effects of a successful security breach against the security devices.

The paper is organized as follows: section 1 is an introduction, section 2 discusses background,
section 3 consists of methodology, section 4 presents results and discussion, and section 5 contains
conclusion.
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2. Background

There are a few considerations in developing a ransomware detection mechanism, especially for
the loMT ecosystem. This includes an understanding of the ransomware and IoMT architecture. In
the rapidly evolving landscape of the Internet of Medical Things (loMT), ransomware attacks in loMT
environments pose a great danger, they can exploit critical vulnerable devices, disrupt healthcare
fed, and jeopardize patient safety. These malicious software variants can exploit loMT networks
through various vectors, such as unsecured devices, vulnerable software, or phishing attacks on
healthcare staff. Once inside, ransomware encrypts patient data or takes control of essential medical
equipment, holding them hostage until a ransom is paid. The consequences of such attacks can be
devastating, not only in terms of financial losses but also in compromising the integrity and
confidentiality of patient information. As the IoMT ecosystem continues to expand, safeguarding
against ransomware and other malware threats becomes an imperative task for healthcare
providers, demanding robust cybersecurity measures, regular updates, and staff training to mitigate
the risks and ensure the continued safety and reliability of medical systems. Ransomware types
(locker and crypto) occupy a significant place in malware families. Many institutions and
organizations have been exposed to ransomware threats, resulting in significant financial and
reputation loss. Ransomware encrypts files on the target computer using robust cryptographic
algorithms by llker et al., [4]. The locker type prevents the computer's OS and applications from
running. It even opens the computer to prevent the user from performing routine operations. In
contrast, the other type encrypts the files in the computer's disk through the functions of the
computer's OS by Weckstén et al., [5]. The most common attack vectors used in ransomware attacks
are spam and phishing e-mails using social engineering techniques by Mimura et al., [6]. Ransomware
attacks have shown no signs of slowing down in 2023. A new report from the Malwarebytes Threat
Intelligence team shows 1,900 total ransomware attacks within just four countries the United States
of America (USA), Germany, France, and the United Kingdom in one year. Attackers often employ
advanced encryption techniques to secure communication between infected systems and command
and control (C&C) servers. By using strong encryption algorithms and secure communication
protocols, they can make it difficult for security tools to intercept or analyses the traffic. Recent
research on this topic highlights the increasing use of encryption in cyberattacks was written by
Symantec in 2022. Literature has shown characteristics of the most important ransomware samples
as shown in Table 1.

Table 1
Types and characteristics of the most important ransomware samples
Reference Name Method of Infection Date Payload Encryption
Algorithm
Alotaibi et al., Bad Rabbit It appears as an Adobe September Spread over internal AES
[7] Flash Player update patch 2017 and external networks  algorithm
via SMB service
Aishwarya et Clop It infected email February of  XGBoost outperforms  N/A (not
al., [8] attachments 2019 all other machine- available)
learning algorithms
Kyurkchiev et Crypto locker  Opening spam e-mails September Scanning the network ~ RSA
al., [9] 5,2013 devices, modifying the  asymmetric
names of the files and
folders, and
encrypting files
Besiktas et al.,  Crypto Wall Hidden Tear malware November Trojan horse to RC4
[10] 2013 encrypt fileson a
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compromised
computer

Karaetal., [11] Cerber Bleeping Computer First half of ~ Encrypted with the “. AES-256 and
2015 cerber" extensionand  RSA
pop-ups are shown in
HTML format
Almashhadani  Locky Macros in a Word February After the victim DGA
etal, [12] document 2016 activates macros, the algorithm
macro will start
downloading
executable file of
Locky
Trautman et WannaCry/ Microsoft's Server May 12 Exploit vector named N/A (not
al., [13] Wanna Message Block (SMB) 2017 Eternal Blue available)
protocol
Chenetal, Cuba It infects email August 2022  Cuba (files are also RSA
[14] ransomware  attachments (macros), appended with a algorithm
group torrent websites, unique ID and cyber
malicious ads. criminals' email
address).
Aidan et al., Petya Encrypt the Master File April 2016 Causes a full blue N/A (not
[15] screen of death crash available)
by overwriting the
Master Boot Record
(MBR)
Raulin et al., Look bit Data encryption to January Block user access to N/A (not
[16] render victim data 2023 to June computer systems available)
inaccessible and threats 2023
to release stolen data on
designated leak sites
Nicho et al., BlackCat The payload was January Deletes backups to N/A (not
[17] launched via 2023 to June prevent recovery available)
dllhost.exe 2023
Sarowa et al., Clop It steals passwords, January Encrypts data, N/A (not
[18] banking details, and 2023 to June renaming each file by  available)
other sensitive data once 2023 appending the. clop

infected, potentially
jeopardizing individual

extension to
encrypted files.

and business security

Ransomware attacks have been successful primarily because of poor cyber awareness practices.
Researchers have proposed a few advanced techniques for ransomware avoidance. However, they
are limited to specific environments and strands of ransomware and hence do not qualify as a one-
for-all solution. Ransomware attacks follow a specific pattern that can be observed in each family
and variant of ransomware by Al-Rimy et al., [19].

The IoMT infrastructure involves several types of online communications technologies such as
Wi-Fi technology, GPS and RFID connection of the IoMT devices and sensors to the cloud platforms
have become possible sources of security breaches as presented by Hireche et al., [20]. By linking
medical gadgets, tools, and other healthcare-related systems to the Internet, loMT has changed the
healthcare business differently. However, as with any system that connects to the Internet, security
vulnerabilities have arisen. Paul et al., [21] and Strielkowski et al., [22] believe that the healthcare
security business alone will be worth $8.7 billion in the United States. One of the IoMT's primary
goals is to achieve minimum human involvement throughout healthcare operations and regular
patient visits. Sensor automation and smart machine approaches are employed for this purpose. The
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goal of an intrusive device implanted in the human body or a non-invasive device attached to the skin
is to collect sufficient information about a patient. This type of medical treatment reduces physicians’
time to interact with the patient's diagnosis and reduces the frequency of hospital visits was
introduced by Tomiko et al., [23]. In addition, loMT can lower patient expenses while increasing the
efficiency of healthcare providers. Despite the benefits of the loMT discussed, adopting loMT is still
attended with every new set of obstacles such as security and privacy because of the general opinion
that medical data are overly sensitive and invasive. Huang et al., [24] proposed the concept of
patients frequently objecting to the sharing of medical or health-related information. The problem is
that since IoMT includes and welcomes all sorts of devices and apps in the setup, it also makes it
more open to various security and privacy assaults. The security breach includes a malicious device
or gadget managed by an unknown party causing a possible breach of patient information privacy.
The accurate data may result in accurate diagnoses and the adverse of this notion could endanger
the lives of targeted individuals. Hackers might exploit the IoMT environment to access essential
healthcare information, which could be used as a physical threat to the victims and may cost lives by
Tawalbeh et al., [25]. Additionally, healthcare workers may be falsely accused of conducting incorrect
treatments or falsifying data, among other things. As the use of loMT expands, the security and
networks must be strengthened. To mitigate the dangers and assaults to which loMT infrastructures
are vulnerable, new lightweight and robust techniques must be devised. The primary aim of this
review is to identify and evaluate the corresponding factors that triggered the ransomware attacks
against loMT.

Ransomware attacks against the loMT leverage specific features within the loMT architecture to
achieve their malicious objectives. Although the characteristics may differ between attacks, several
identified features have commonly triggered ransomware attacks on the IoMT. These features
include vulnerabilities in software, such as outdated or unpatched systems, insecure communication
protocols that facilitate unauthorized access, weak authentication and authorization mechanisms
that enable attackers to gain control, inadequate network segmentation and isolation that allow for
rapid spread of the malware, insufficient data backup and recovery mechanisms that make it
challenging to restore encrypted data, lack of security awareness and training among healthcare
professionals, absence of intrusion detection and prevention systems. Understanding and addressing
these identified features are crucial to enhancing the security posture of the loMT and mitigating the
risks posed by ransomware attacks.

For this paper, an experiment was conducted in a controlled lab environment to assess
vulnerabilities, potential attack routes, and the consequences of security breaches on the loMT with
a total of 9251 malware taken from a GitHub. For POC, a total of 3459 ransomware dataset samples
have been selected. The details procedures for the experiment, which is part of the proof of concept
(POC) can be referred to in section 3.4.

Based on the POC conducted, thirteen (13) features were extracted from the analysis. These
features cover various stages and aspects of cyberattacks, offering valuable insights into loMT
security. These include initial access, persistence, execution, defence evasion, credential access,
discovery, impact, command and control, privilege escalation, lateral movement, collection, network
communication, and MD5 analysis. The POC was conducted as a part of the whole analysis of the
ransomware dataset. It is beneficial as a baseline analysis and to understand these features in
mitigating ransomware attacks against loMT. Furthermore, POC is significant to determine whether
the proposed analysis and features extracted are feasible before continuing a bigger dataset and
further analysis.

The features of ransomware, intricately woven into the fabric of its malicious design, often stem
from a meticulous vulnerability analysis. Cybercriminals strategically exploit weaknesses in software,
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authentication mechanisms, and human behaviour to orchestrate ransomware attacks. These
vulnerabilities serve as entry points, allowing ransomware to infiltrate systems and encrypt valuable
data. From software vulnerabilities that remain unpatched to weak authentication practices and
deceptive phishing emails, ransomware features are intimately linked to identifying and capitalizing
on security gaps. Consequently, understanding and addressing these vulnerabilities through
proactive cybersecurity measures are essential in defending against the devastating consequences
of ransomware attacks.

In the healthcare industry, it is plausible that the importance of the loMT whose ultimate purpose
is to gather and transmit health information such as ECG, weight, blood pressure and sugar levels.
Such data may be shared with an approved individual, who may be a physician, a participating health
company, an insurance provider, or an external contractor regardless of their time, location, and
device. However, the issue is not as simple as presented because loMT faces various emerging cyber-
attacks and threats. New malware attacks are created daily and launched on IoMT. These attacks
range from denial of service (DoS), router attack, sensor attack, repay attack, fingerprint, and time-
based spoofing to more recent malware attacks such as Miari, Emoted, Gamut and ransomware in
loMT written by Mushtaq et al., [26]. The healthcare sector faces an evolving and increasingly
sophisticated ransomware threat landscape, as evidenced by recent studies by Smith et al., [27].
These threats specifically target IoMT devices, including critical equipment like medical sensors,
infusion pumps, and interconnected healthcare records. Healthcare-related ransomware attacks
have surged, underscoring the urgent need for mitigation strategies introduced by Brown et al., [28].
Numerous vulnerabilities in loMT architectures have been identified as ransomware entry points.
These vulnerabilities range from insecure device configurations by Gupta et al., [29] to deficient
network segmentation by Chen et al., [11] and inadequate encryption of patient data presented by
Lee et al., [30]. Additionally, the absence of standardized security protocols for loMT devices presents
a significant challenge by Johnson et al., [31]. To address these threats, researchers have proposed a
range of mitigation strategies aimed at bolstering the security of loMT architectures. These strategies
encompass device hardening by Roberts et al., [32], network segmentation by Wang et al., [33],
threat intelligence sharing presented by Miller et al., [34], and the adoption of blockchain technology
to ensure data integrity by Clark et al., [35]. In conclusion, the convergence of ransomware and loMT
architectures poses a critical challenge for healthcare organizations. This literature review sheds light
on the dynamic threat landscape, vulnerabilities, and mitigation approaches in the context of
ransomware attacks on IoMT devices. As the healthcare sector continues to embrace IoMT
technologies, the development of robust security measures, standards, and protocols is imperative
to safeguard patient data and uphold the integrity of medical services.

Recently, Ransomware classification has become a common area of research because of its
implication on individual and corporate organizations. Ransomware detection systems have been
widely classified using different algorithms, most especially neural networks. Agrawal et al., [36]
proposed the use of neural cells to integrate ARI (Attended Recent Inputs) learning mechanism which
uses LSTM (Long Short-Term Memory) networks. It was used to analyse ransomware executables.
They classify the input sequences with ransomware as “1” and the benign as “0”. They used
sequences of data obtained from benign and ransomware PE files setup on the user’s computer
which contains the Windows operating system. It was shown based on their result that the accuracy
of the ARI-LSTM surpasses that of the LSTM. Houria et al., [37] also compared the performance of
Artificial Neural Network (ANN) and Bayesian Network (BN) on a proposed ransomware dataset, it
demonstrated that ANN performs better than the BN.
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3. Methodology

In this section, we describe the hardware setup for creating a virtual environment to determine
the potential features that cause ransomware attacks. The virtual environment is required when
extracting features from any malware because of its infectious nature, especially for dynamic
(behavioural) and static analysis. A virtual environment is usually created on an operating system
using a virtual machine (VM). VM creates an alienated environment similar to that of a normal
operating system on loMT devices which can curb the infection ability of live malware attacking the
actual or original machine. The VM can be easily discarded after identifying the malware features. In
performing this exercise, some hardware and software selection are required.

3.1 Feature Data Collection

The experiment involved a step-by-step process carried out in a controlled laboratory setting,
utilizing open-source tools (VMware), Cuckoo Sandbox, and Ubuntu (Linux operating system). To
begin with, a ransomware dataset was collected for analysis from GitHub. The dataset underwent
pre-processing and transformation to ensure accurate and reliable results. A controlled lab
environment was then created using VMWare, providing a secure and isolated space for the
experiment. The tools for analysis were installed within this environment to enable a comprehensive
analysis of the ransomware's behaviour. The next step involved injecting the ransomware dataset
into a virtual server, allowing for real-time monitoring and analysis of its actions. Through the use of
hybrid analysis, different features were exhibited by different samples of the ransomware which give
a valuable insight into the behaviour and potential sources of ransomware attacks.

First, a dataset comprising known ransomware samples is collected and pre-processed to extract
relevant features. The methodology for executing the work is reproduced in the flowchart shown in
Figure 2.

Objective 1 p— Preparing Ransom Devices ToMT
Triggering Factors Files Symptoms Security Simulation —|
Objective II e Preparing Ransomware Ransomware Ransomware
Classification Files Artacks Detection Analysis

Signature
Behavioral
Found

- Hybrid Signature &
@_‘ Analysis Behavioral Based |

Fig. 2. Flowchart of the methodology

Malicious attackers either listen to the message being delivered to discover information (see
Figure 3), also known as passive eavesdropping, which was carried out by Kim et al., [38].
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Fig. 3. Attacks on loMT by Hasan et al., [39]

3.2 Data Pattern Extraction

The first step in ransomware feature identification involves a meticulous examination of potential
features relevant to ransomware detection. Understanding the distinctive characteristics of
ransomware attacks is crucial to identify features that encapsulate the essence of malicious
behaviour. Static features, encompassing file attributes and characteristics that remain unchanged
during execution, and dynamic features, capturing the runtime behaviour of ransomware, will be
scrutinized to construct a comprehensive feature set. More attention is paid to file system operation,
API calls, registry operation [1-3], as well as other suspicious actions such as file creation, file lock and
file encryption.

The main approach used in identifying the ransomware request in file system processes after 1/0
access requests monitoring is the manner and frequency in which I/0 request repetition is generated
based on the malicious process instructions. Studies have shown that ransomware samples could be
identified based on different process pattern of 1/0 file system [2], registry key access and API calls.
The detection criterion is based on read, write, delete and encrypt or lock activities in I/O sequences
for each malware execution process captured. Figure 4 shows different level access patterns for some
families of ransomwares studied under this research, for crypto locker and crypto wall families.
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CreateFile -
QueryInformationVolume Createfile

QueryAllinformationFile | QueryStandardinformationFile
QuerylnformationVolume .
QueryAllinformationFile CloseFile

FileSystemControl WriteFile
Queryldinformation o
CloseFile WriteFile
(@
(reatefile Clesesue
(reatefile T —
QueryBasicinformationfile wiitarite
Closefile wrerue
(b)
Fig. 4. Input and Output access patterns for (a) Cryptolocker and (b) Cryptowall
ransomwares

The description of the various attributes of the process monitor operation command is as shown
Table 2. The malicious process in a successful ransomware assault often seeks to create, read,
encrypt, overwrite, or erase user files at some point during the attack.

Table 2
Datasets attributes and description
S/N  Attributes Description
1 CreatefFile seeks to create a specified file, if the file already exists in the file path, the
function opens it
2 QuerylnformationVolume Queries storage volume information
3 Queryldinformation Queries file information ID
4 QueryAllinformationFile Queries all files for all its information
5 QueryStandardinformationFile The standard and basic information about the file is queried.
6 LockFile Locking or encryption of the file
7 WriteFile Writing a file

3.2.1 Data pre-processing

The dataset is grouped according to process time, process operation, process ID, process name
and file path. The required group for training is the process operation, process name and file path.
The required groups were extracted from the dataset using a python code. The proposed model's
classifier identification capability performs effectively on different pattern combinations, registry, API
and file system. Because the process pattern, API, registry access pattern and file system
demonstrate the behavioural features of the ransomwares. Figure 5 shows a sample of the dataset
and the extracted ones.
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Fig. 5. Sample of the dataset and the extracted ones

3.2.2 Feature extraction techniques

The extraction strategies used to distil relevant information from the process operation patterns
stored in the CSV file generated by process monitor (Procmon), preparing the data for subsequent
filter-based feature selection. The choice of specific strategies is made to align with the
characteristics of the ransomware detection problem and the insights sought from the process
operation patterns for each ransomware family. This is implemented because each family of
ransomware have peculiar process operation pattern. The feature extraction strategies used for this
research employed hybrid of sequence analysis approach where the sequential nature of system calls
within each ransomware family process are captured and file access patterns. This is used to create
sequences of N consecutive system calls, API calls, and registry access to analyse their occurrence
patterns and then build matrices representing the transition probabilities between different system
call types. The later explore patterns related to the order and frequency of file accesses to analyse
the process operations for each family of the ransomware. The same process is implemented for the
ransomware dataset as shown in Figure 6. A python code program is used to extract the patterns in
relation to their order and frequency of file access.

Ransomware

raw dataset

Feature Extraction |

r v
Features based Features based
frequency of on temporal
svstem calls nattems
y
/ Features output / / Features output /

/ Extracted Fcnmrcs/

Fig. 6. Feature extraction process from the raw ransomware
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3.3 Enhanced Weight Initialization

Weight initialization is a critical aspect of training Artificial Neural Networks (ANNs). Proper
initialization helps in faster convergence, better generalization, and mitigates issues like vanishing or
exploding gradients during training. If all the neurons in a layer start with the same weights e.g.
setting all weights to zero, they will compute the same output during backpropagation, leading to
symmetric weight updates. This can hinder the learning process. During backpropagation, gradients
are used to update weights. If the initial weights are too small, gradients can vanish, making learning
slow. If they are too large, gradients can explode, leading to instability during training. For an
enhanced weight initialization, different weight initialization methods are applied based on the
activation functions of the layers. For the first hidden layer with RelLU activation, He weight
initialization was used and it is described as Eq. (1).

2

number of input units

W~N (0, (1)

Where the weights are initialized from a Gaussian distribution with mean 0 and variance
2

number of input units

. Itis stated in the code as:

model.add (layers. Dense (128, input_dim=input_dim, activation="relu', kernel_initializer =
he_normal ()))

The second hidden layer with tanh activation and the output layer with sigmoid activation are
initialized with Glorot weight initialization and it is given as in Eq. (2):

2

number of input units+ number of output units

W~N (0, (2)

In the code, the second hidden layer and the output layer were initialized using Glorot
initialization as:

model.add (layers. Dense (64, activation="tanh’, kernel_initializer=glorot_normal ()))
model.add (layers. Dense (1, activation="sigmoid’, kernel_initializer=glorot_normal ()))

This produces a more stable training due to appropriate initialization for each layer, it prevents
problems of vanishing/exploding gradients which give room for a faster convergence. However, a
more complex processing will be required because of different initialization methods for different
layers.

3.4 Experimental Procedure

The dataset samples were acquired from GitHub, with a focus on ransomware detection. It
comprises 13 families, totalling 9521 samples, with a 37% ransomware percentage. For POC, a total
of 3459 ransomware dataset samples have been selected.

The dataset is arranged as X and Y, where the features (X) and labels (y) are arranged X and y
should be NumPy arrays or pandas Data Frames. For a two classes problem (binary), the output of
the neural network is a probability denoted as P (y = 1). The cross-entropy loss L is expressed as in

Eqg. (3):
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L(y,9) = =[y.log(®) + (1 = y).log (1 = ¥)] (3)

where y is the true class label, and y predicted probability of belonging to class 1. For binary cross-
entropy loss, If y = 1, the loss is —log (¥). This term penalizes the model more if the predicted
probability () for class 1 is low but If y = 0, the loss is —log (1 — ¥). This term penalizes the model
more if the predicted probability for class 1 is high when it should be low.

The dataset is splitted into training and testing sets at 80% to 20% respectively. The input features
were normalized using StandardScaler and the accuracy of the model is evaluated using confusion
matrices. The neural network model is built using the build model function with He initialization for
the first layers with ReLU activation and Glorot (Xavier) initialization for the hidden layers with tanh
and the output layer with sigmoid activation. The epochs for the dataset were set to ten for testing
purposes after fine-tuning the hyper parameters.

4. Results and Discussion

In the context of neural networks, the cross-entropy loss is often used in binary or multiclass
classification tasks. In this research work, the dataset is generated for binary two classes cross
entropy. The model’s validation and training accuracies for binary cross entropy evaluation are
shown in Figure 7 with an acceptable low loss observed for the training and validation.
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(a) The model's training and validation accuracy (b) The model's training and validation loss

Fig. 7. The model's training accuracy, validation accuracy, and loss for two classes (binary) evaluations

A decrease in loss is observed for the training and validation evaluation due to kernel
minimization. The operation datasets patterns obtained for the ransomware were converted to
binary output using a python code that choses a binary output one for operations caused by the PE
file of the ransomware and binary zero for operations caused otherwise. It is observed that the
accuracy of the testing process and the generated loss for pattern datasets is steady for higher
number of epochs as shown in Figure 8. Furthermore, fine-tuning the hyper parameter values
enriches the performance of detecting algorithm. Using feature based on frequency of the system
and the temporal pattern of the operations produce a distinct pattern for each ransomware which is
learn by separable convolution layers to obtain distinct texture-like characteristics to separate benign
and ransomware pattern with just a few training repetitions. Therefore, the algorithm is highly
effective in detecting ransomware attacks.
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Fig. 8. The model's training and validation accuracy, and losses for higher number of epochs

The hyperparameters settings varies from one deep learning algorithms to another to obtain the
best configuration. The best configurations are achieved based on fine-tuning the parameters. The
final configuration and optimizing variables used to suggest the best for the temporal pattern models
are configured as: the lowest size of batch quantity is 15, the dropout rate is 0.5, learning rate
schedule variables is set to "piecewise" learning rate at 0.0001, and Adam optimizer is selected for
the training as it generally performs well across various tasks. The highest epoch’s numbers set is set
to twenty. Using the binary cross entropy and the temporal pattern extracted features for the trained
model, the training accuracy and loss performance compared with other models of algorithms are
shown in Table 3.

Table 3
Comparison of RGB and grayscale dataset in
binary classification on various models

Models Accuracy (%) Loss (%)
Proposed Approach 99.2 0.8
CNN Algorithm 97.1 2.9
KNN 97.7 2.3
SVM 96.9 3.1

However, the metrics of the training and evaluations are monitored using the precision, recall,
and Fl-score for a more comprehensive evaluation as shown in Table 4 which demonstrated the
effectiveness of the temporal pattern extracted dataset on deep learning algorithms.

Table 4

Performance evaluation of the proposed model on temporal
pattern dataset

Accuracy (%) Error Rate (%) Precision (%) Recall (%) F-1 Score (%)
99.2 0.8 90 99 98

5. Conclusion

This research proposed a dataset obtained through temporal pattern and frequency of system
calls extraction from ransomware-initiated processes to train a deep learning ransomware detector
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model using an enhanced artificial neural network. The proposed enhance ANN (EANN) model used
different weight initialization methods applied based on the activation functions of the layers (i.e He
with RelLU activation for the first hidden layer, tanh activation for the second hidden layer and
sigmoid activation with the output layer). This produces more stable training, reduces
vanishing/exploding gradients for faster convergence and better performance. The proposed
approach achieved an accuracy of 99.2% and error rate of 0.8%. It performed better than other
models evaluated on the same datasets. The extracted features obtained demonstrate the true
nature of ransomwares when active loMT devices. This gives the proposed algorithm a better
performance when compared with other models of different algorithms.

The possibilities of the proposed ransomware detector to recognize or detect newly released
ransomwares is very high because the extracted features used in training the model are based on
patterns and frequencies of occurrence of different processes which are not tagged to images unlike
other approaches that are proposed by other approaches. The enhanced artificial neural network
(EANN) provides a more stable training process with faster convergence. The enhanced weight
initialization is more tailored to the characteristics of the neural network architecture, leading to
improved training performance. The Adam optimizer used in the proposed EANN can be changed
with heuristic optimization methods such as differential evolution, particle swamp optimization and
Grasshopper optimization which may improve the performance of the trained model.
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