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(ISM) and House of Risk (HoR) approaches are also applied in this study. Findings reveal
several key risk events: expired halal certification (Plan), lack of halal labels on raw
materials (Source), inadequate hygiene and contamination during production (Make),
and missing halal labels on packaging and contamination during delivery (Deliver).
Severity assessments highlight critical risks with high impact, such as expired
certification and lack of halal labels, which significantly affect supply chain integrity.
The Structural Self-Interaction Matrix (SSIM) and Reachability Matrix (RM) further
clarify the interrelationships and hierarchies among risk events, showing that risks like

Keywords: certification expiration and non-halal raw materials are pivotal, necessitating targeted
Halal supply chain; structural self- preventive measures. This structured approach, including the use of ISM and House of
interaction matrix; house of risk; halal Risk methodology, provides a comprehensive framework for managing and mitigating
risk mitigation risks in halal food supply chains.

1. Introduction

Assessment and risk mitigation are pivotal components in ensuring the integrity and safety of the
Halal food supply chain. The adherence to Halal standards is not only a matter of religious compliance
but also a critical aspect of consumer trust and market integrity. Businesses can proactively address
issues such as cross-contamination, mislabeling, or fraudulent practices by systematically analyzing
potential hazards and vulnerabilities across various stages of production, distribution, and
consumption. Handayani et al., [13] believed that ensuring the integrity of Halal products is crucial
for meeting the religious and cultural dietary requirements of Muslim consumers worldwide. Any
compromise in the Halal status of food items can lead to significant trust issues and legal
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repercussions. According to Ali and Suleiman [4], rigorous assessment and risk mitigation strategies
safeguard against potential contamination, fraud, or non-compliance with Halal standards
throughout the supply chain, guaranteeing the purity and authenticity of Halal products. Additionally,
effective risk management practices promote transparency, traceability, and accountability among
stakeholders, fostering confidence in the integrity of the Halal food industry [1]. The comprehensive
risk assessment allows stakeholders to implement targeted strategies to minimize risks and uphold
Halal authenticity, thus safeguarding consumer confidence and maintaining market competitiveness.

The House of Risk (HoR) framework provides a structured approach to identify, assess, and
manage risks within the Halal food supply chain. H.C. Wahyuni et al., [55] affirmed that by
systematically analyzing potential hazards and vulnerabilities across various stages of production,
distribution, and consumption, businesses can proactively address issues such as cross-
contamination, mislabeling, or fraudulent practices. The comprehensive risk assessment allows
stakeholders to implement targeted strategies to minimize risks and uphold Halal authenticity, thus
safeguarding consumer confidence and maintaining market competitiveness. Interpretative
Structural Modeling (ISM) further enhances the efficacy of risk mitigation strategies within the Halal
food supply chain. Kherde, More, and Sawant [25] indicated that ISM enables a deeper understanding
of the interdependencies and relationships between different risk factors, facilitating the
prioritization of interventions and resource allocation. Through ISM, stakeholders can identify key
drivers of risk, such as inadequate certification processes or weak traceability systems, and develop
hierarchical structures to address these challenges effectively. By integrating ISM with the HoR
framework, businesses can establish robust risk management protocols that align with Halal
principles and regulatory requirements [43,45[. This holistic approach can strengthen the resilience
of the Halal food supply chain and foster transparency, accountability, and sustainability across the
entire ecosystem, thereby enhancing consumer trust and driving long-term growth in Halal markets
worldwide.

Prior studies on the assessment and risk mitigation of the Halal food supply chain utilizing House
of Risk (HoR) and Interpretative Structural Modeling (ISM) have underscored the significance of a
comprehensive framework in ensuring the integrity and compliance of Halal products. Masudin et
al., [37] have highlighted the multifaceted nature of risks inherent in the Halal food supply chain,
ranging from logistical challenges to ethical considerations, emphasizing the need for a structured
approach for risk evaluation and mitigation. The integration of HoR provides a systematic means to
identify, categorize, and prioritize risks within the supply chain [31], while ISM facilitates the
establishment of interrelationships among these risks, enabling a deeper understanding of their
complexities and potential cascading effects [14]. Tieman [51] and Khan et al, [22] have
demonstrated the efficacy of several combined methodologies in enhancing Halal supply chain
resilience, fostering transparency, and bolstering consumer confidence in Halal products.

Despite the progress made in prior studies utilizing House of Risk (HoR) and Interpretative
Structural Modelling (ISM) in assessing and mitigating risks within the supply chain, there remains a
notable research gap concerning the integration of these methods into empirical applications,
especially in Halal food supply chain. While existing literature has demonstrated the efficacy of HoR
and ISM in identifying, prioritizing, and understanding the interrelationships among risks, there is a
scarcity of empirical studies applying these methodologies in real-world Halal supply chain contexts.
Empirical research focusing on the implementation of integrated risk assessment frameworks such
as HoR and ISM could provide valuable insights into the practical challenges and opportunities for
enhancing the integrity and compliance of Halal products. Bridging this gap will enable future
research to develop more robust risk management strategies tailored to the unique complexities of
the Halal food supply chain, ultimately enhancing consumer confidence and industry sustainability.
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2. Methodology
2.1 Principles and Challenges of Halal Food Supply Chains

The halal food supply chain's principles are indispensable for guaranteeing that products adhere
to Islamic dietary regulations and satisfy consumer expectations. Shariah Compliance is the initial
principle, stated by Mustapha et al., [41]. The halal food supply chains are required to comply with
Islamic dietary regulations, which encompass the prohibition of polytheism, immorality, and
contamination with non-halal substances. In order to guarantee the integrity of halal products, it is
necessary for all stakeholders, including producers and retailers, to adhere to these principles. The
second area pertains to ethical concerns that are fundamental to the halal food supply chains, with
an emphasis on Shariah law compliance and authenticity. Not only is it a religious obligation to
maintain halal integrity, but it is also a strategic imperative for brand management and marketing
[41]. Simultaneously, Hasnan and Kohda [17] asserted that halal certification is essential for
establishing consumer trust and entering Islamic markets. As evidenced by Japan's existence of
numerous certification bodies without a unified standard, the certification process can be intricate
and variable by region [53]. Nevertheless, the implementation of the principles of halal food supply
chains presents a number of challenges, as numerous previous researchers have noted. According to
Jasman and Ariffin [19], halal food supply chains are susceptible to a variety of hazards, such as
contamination and fraud. In order to mitigate these risks and guarantee adherence to halal
standards, it is imperative to implement effective risk management strategies.

2.2 Risk Management in Halal Supply Chains

Risk management in Halal supply chains is a critical aspect of ensuring the integrity and
compliance of Halal products throughout the supply chain. Several studies have delved into this topic,
highlighting the unique challenges and strategies involved in managing risks effectively. One key
theme that emerges from the literature is the importance of transparency and traceability in Halal
supply chains. Ab Rashid and Bojei [1] believed that maintaining clear documentation and visibility
into each step of the supply chain is crucial for verifying Halal compliance and addressing any
potential risks related to contamination or fraud. Transparency and traceability can help in verifying
Halal compliance and play a vital role in building trust among consumers, especially those who
prioritize Halal products [36]. Khan et al., [21] believed that effective risk management in Halal supply
chains involves collaboration and communication among all stakeholders, including suppliers,
manufacturers, certifying bodies, and regulatory agencies. Implementing robust risk assessment
protocols and contingency plans can further enhance the resilience of Halal supply chains against
various risks, such as supply chain disruptions, quality issues, and ethical concerns [23].

2.3 Application of HoR in Assessing Risks in the Halal Food Supply Chains

Previous research has explored the application of the House of Risk (HoR) framework in assessing
risks within Halal food supply chains. The HoR framework provides a structured approach to
identifying, evaluating, and managing risks across various stages of the supply chain. In the context
of Halal food, where compliance with religious requirements and ethical standards is paramount, the
HoR framework offers a systematic method to address potential risks that could compromise the
integrity including in Halal products [47]. Researchers have highlighted the significance of considering
not only traditional supply chain risks such as logistics and quality control but also Halal-specific risks
such as contamination, fraud, and non-compliance with Halal standards. The HoR framework
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provides a structured approach to managing risks that could jeopardize the integrity of Halal
products, emphasizing the importance of addressing both traditional supply chain risks and Halal-
specific risks such as contamination, fraud, and non-compliance with Halal standards [54]. This
comprehensive perspective is crucial in ensuring the overall integrity and trustworthiness of Halal
supply chains.

2.4 ISM Analysis of Risk Factors in Halal Food Supply Chains

Prior studies have extensively utilized Interpretive Structural Modeling (ISM) to analyze the
interrelationships among risk factors in Halal food supply chains. This approach involves identifying
and mapping the complex network of risk factors that can impact Halal compliance, including issues
related to contamination, fraud, and non-compliance with Halal standards. For instance, a study by
research by Sharma, Abbas, and Siddiqui [50] applied ISM to analyze the interrelationships among
risk factors in the Halal food supply chain, highlighting the critical nodes that significantly influence
Halal compliance and integrity. Another study by Rejeb et al., [48] highlights the role of technology
such as blockchain and loT devices in enhancing traceability and transparency, which are critical for
maintaining Halal integrity and reducing risks. ISM analysis in Halal food supply chains has also shed
light on the hierarchical structure of risk factors, distinguishing between critical, moderate, and minor
risks based on their influence and dependencies. This hierarchical understanding enables
stakeholders to prioritize risk mitigation strategies effectively, allocating resources and attention to
the most significant risk factors first. An ISM analysis conducted by Masudin et al., [37] identified
cross-contamination as a critical risk factor in Halal food supply chains, highlighting the need for
stringent measures in production and distribution processes.

2.5 Integration of HoR and ISM in Halal Food Supply Chain Risk Management

The integration of the House of Risk (HoR) framework and Interpretive Structural Modeling (ISM)
in Halal Food Supply Chain Risk Management has been a subject of significant interest and research.
Prior studies have highlighted the complementary nature of these methodologies in addressing
complex risk factors specific to Halal food supply chains. The HoR framework provides a structured
approach to identifying, categorizing, and prioritizing risks, including Halal-specific risks such as
contamination, fraud, and non-compliance with Halal standards [15]. On the other hand, ISM offers
a robust analytical tool for understanding the interrelationships among these risk factors, allowing
for a more holistic risk management strategy [39]. In the context of HOR and ISM integration, research
has demonstrated the effectiveness of integrating HoR and ISM in enhancing risk mitigation efforts
in Halal food supply chains. For instance, research by Kang et al., [20] showcased how the combined
use of risk management and ISM provided a comprehensive understanding of risk factors and their
interdependencies, enabling proactive risk management strategies.

3. Methodology

This study examines the Halal mozzarella supply chain from supplier selection to marketing, using
interviews and surveys to identify risks, dependencies, and challenges in production, distribution,
and retail. The House of Risk (HoR) methodology is applied for risk identification, assessment, and
prioritization [27]. Potential risks such as supply chain disruptions, quality control issues, and
regulatory compliance are documented. Risks are then assessed based on impact and likelihood,
using qualitative and quantitative methods to assign risk scores. Additionally, ISM is used to analyze
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risk interdependencies and develop a mitigation strategy [11]. This method creates a hierarchical
structure of risk factors, revealing causal relationships to identify critical risks and formulate
mitigation strategies.

HoR consists of two phases: HoR Phase 1 and HoR Phase 2. In Phase 1, risks are identified using
the SCOR model, covering planning, sourcing, production, delivery, and returns. Risk severity is
evaluated through interviews and surveys, with probabilities assigned to determine likelihood. Risk
correlations are rated as low, medium, or high, and the Aggregate Risk Potential (ARP) is calculated
by multiplying probability and severity.

ARP = Oi Zi S] RU

This ARP is used to determine the priority of risk factors for which implementation of mitigation
strategies is recommended [35]. Then, in the HOR phase 2, priority is given to risk factors with the
highest ARP values to determine which ones should receive mitigation strategies or handling first.
The identification of mitigation strategies/handling is done through discussions/interviews with
business owners and workers. Identification of correlation exists in HOR phase 2, which involves
assigning values to the relationship between risk causes and mitigation strategies. This correlation is
symbolized by numbers indicating low, medium, and high correlations. Next, analyze the level of
effectiveness (TEk) in the recommendation and implementation process of each mitigation strategy
provided. Also, identifying the difficulty level of strategies to be implemented by the Company, then
analyzing to determine which strategy should be prioritized based on the Effectiveness to Difficulty
Ratio (ETDk) value sequence. The following is the calculation formula for the effectiveness level (TEk)
and ETDk (Effectiveness to Difficulty Ratio) [58].

TEk =X ARPjEjk (1)
ETDk = 22X 2)
Dk

where Dk = Degree of Difficulty

The application of ISM in the third stage adds a layer of depth to the risk analysis process. ISM is
a powerful tool that allows for the creation of a structural model depicting the relationships and
interdependencies between various risk factors within the Halal food supply chain [24]. By using ISM,
researchers can identify the key drivers of risk, as well as the underlying causal relationships between
different factors. This level of analysis enables a more systematic understanding of how risk factors
interact and influence each other, providing valuable insights for developing effective risk
management strategies [57].

3.1 Research Design

The research design for assessing and mitigating risks in the Halal food supply chain involves
several stages, including the utilization of the House of Risk (HoR) method and ISM. The initial stage
focuses on understanding the various risk factors within the halal supply chain, utilizing the HoR
method to identify and classify risk events and agents [34]. This involves a detailed analysis of
potential risks, their severity levels, and probabilities, providing a comprehensive view of the risk
landscape. Subsequently, the ISM framework is employed to establish the interrelationships among
these risk factors, mapping out the complex network of dependencies and influences.
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The integration of House of Risk (HoR) and ISM follows four key stages to assess and mitigate risks
in the Halal food supply chain (Figure 1). The first stage involves a literature review to gather insights
on challenges, risk factors, and mitigation strategies [49]. Additionally, interviews and questionnaires
with stakeholders help identify critical risks and assess current mitigation efforts [5]. In Phase 1 of
HoR, risks are identified and categorized based on data from suppliers, distributors, and regulatory
bodies. This includes risks like ingredient contamination, supply shortages, and regulatory non-
compliance. Prioritization is based on severity and likelihood, ensuring high-impact risks receive more
attention [28]. Stage 3 of ISM involves mapping risk relationships using ISM analysis software. Steps
include identifying barrier variables, constructing a Structural Self-Interaction Matrix (SSIM), and
developing a reachability matrix to analyze transitivity [9]. The ISM model refines risk connections,
while HoR prioritizes mitigation strategies, which are then evaluated in HoR Phase 2. Table 1
represent the Experts’s Team.

. . Risk Agent & Risk ISM model Evaluation of
Identify activities _’_>e\‘ent Identification Aty P»| mitigation strategy
P effectivenes
A
O . f = 4 > < >
4 > ccurrence o . .
g Severity of risk Evaluati fd
: g valuation of degree
Exploratory study : event value . on of deg
ok T Agent value Reachable matrix of mitigation
(literature review) | g ;
. difficulty

G Risk agent G {7
and risk

e event correlation "

Research objective 0 SSIM development Effectiveness of

identification difficulty ratio
IARP calculation
L ) L )
%r—) N . - -+
Stage 1 r
Literature review and Stage 2 Stage 3 Stage ¢ 5
data collection HoR phase 1 ISM model HoR phase 2
Fig. 1. Research design
Table 1
Experts’s Team
Expert Status Position Education Experience Expertise
P Practitioner Production Planner  Bachelor 9 years Product based SMEs
Q Practitioner Marketing Head Bachelor 8 years Product based SMEs
R Practitioner Production Head Bachelor 7 years Product based SMEs
S Practitioner Marketing Bachelor 6 years Product based SMEs
X Practitioner Owner Masters 15 years Sustainable supply chain

management

In Phase 2 of the House of Risk (HoR) methodology, the assessment of risk severity levels plays a
crucial role in guiding decision-making regarding risk mitigation strategies. This assessment involves
categorizing risks based on their potential severity and impact on various aspects of the Halal food
supply chain. Risks are typically classified such as low, medium, and high severity levels, allowing
stakeholders to prioritize their focus and allocate resources effectively [52]. For instance, high-
severity risks that could significantly disrupt critical supply chain processes or compromise food
safety may require immediate and robust mitigation actions, while lower-severity risks may be
addressed through less resource-intensive measures. Moreover, the development of risk mitigation
strategies is a key outcome of Phase 2. This stage involves identifying and designing specific actions
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and interventions to reduce the likelihood and impact of identified risks. Mitigation strategies can
vary widely depending on the nature of the risk, ranging from operational adjustments and process
improvements to strategic partnerships and investment in technology or infrastructure [42].

4. Results and Discussion
Risk events and agents were identified using field observations, interviews, and surveys with

company stakeholders. Based on the SCOR model (Plan, Source, Make, Deliver), this process clarifies
risks in supply chain activities. Table 2 summarizes the findings.

Table 2
Risk event
Process Activity Risk of Incident Code
Plan Halal product certification Expiration of halal certification Al
guarantee
Source Receipt of main and auxiliary raw Auxiliary raw materials lacking halal labels A2
materials (such as rennet enzyme, citric acid, salt, and
powdered milk)
Make Production process Product is not properly maintained in terms A3
of hygiene and halal during production
Quality control Cheese product contamination with non-halal A4
tools or materials
Packaging No halal label or expiration date on the A5
packaging
Deliver Delivery process Contamination of cheese products with non- A6

halal products

Table 2 lists risks in the halal food supply chain. These include halal certification expiration (A1),
unlabeled raw materials (A2), hygiene issues (A3), contamination during quality control (A4), missing
halal labels (A5), and cross-contamination during transport (A6). The impact of each process event is
determined based on activities that can influence the halal supply chain and cause disruptions. The
notation used for risk events is "A" to simplify data processing and software analysis. To assess the
level of impact or disruption caused by these risks, an evaluation using a numerical notation of 1-10,
also known as severity, is required. Table 3 presents the severity assessment for a risk event.

The severity table highlights critical risks in Halal food production, scoring each from 1 to 10. In
the "Plan" phase, expired Halal certification (A1, score 8) poses a major issue. The "Source" phase
faces unverified raw materials (A2, score 7). The "Make" phase includes poor hygiene (A3, score 7)
and contamination risks (A4, score 7). These scores stress the need for better risk management.
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Table 3
Severity values in risk events
- . Severit .
Process Activity Risk Event Code (1-10) ¥ Description
There is a halal certification
that expired in 2021, but
Halal product Expiration of the halal the company has not yet
Plan certification p. . Al 8 pany y
assurance certification taken steps to renew it,
thus reducing the certainty
of the product's halal status.
Presence of auxiliary raw L -
. . . . Citric acid auxiliary raw
Receiving of main materials without a halal . .
I material from China was
Source and auxiliary raw label (such as rennet A2 7 .
. e found without a halal label
materials enzyme, citric acid, salt, . .
on its packaging.
and sugar)
Lack of cleanliness during Often, employees forget to
. the production process in use Personal Protective
Make Production process . A3 7 . .
P terms of hygiene and Equipment (PPE) during the
product halalness production process

There are still questions
regarding the halal
certification of auxiliary raw
materials

Contamination of cheese
Quality control products with non-halal A4 7
tools or materials

4.1 Structural Self Interaction Matrix (SSIM)

In this stage of the Interpretive Structural Modeling (ISM) process, the development of the
Structural Self Interaction Matrix (SSIM) is crucial for understanding the complex relationships
between various risk event variables. The SSIM is constructed using ISM professional 2.0 software,
which facilitates the systematic analysis of these relationships. The matrix is developed by
considering four distinct types of relationships between variables, denoted by specific symbols. These
symbols include:

V: Indicates that risk variable i influences risk variable j.

A: Suggests that risk variable j influences risk variable i.

e X: Denotes a bidirectional influence, where risk variable i influences risk variable j and vice
versa.

O: Represents no relationship between the variables i and j.

These notations are integral to capturing the contextual relationships within the risk assessment
process, allowing for a structured analysis of how different risk events interact with each other. By
mapping these interactions, the SSIM provides a foundational framework for further analysis and
decision-making. This approach aligns with previous studies, which emphasize the importance of
systematically analyzing relationships in complex systems to enhance the accuracy of risk assessment
and management [8]. Consequently, the SSIM developed in this stage serves as a critical input for
subsequent phases of the ISM process, as illustrated in Table 4.

The SSIM analyzes interrelationships among six key activities in managing halal food supply chain
risks: Plan, Source, Make (Production, Quality Control, Packaging), and Deliver. It identifies activity
influences using symbols—V (leads to), A (led by), X (mutual influence), and O (no influence). The
Plan activity strongly impacts all others except itself, while Source influences Make and is led by Plan,
highlighting raw material quality’s role. Make drives Quality Control and Packaging but depends on
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upstream activities. Quality Control influences Packaging, which mainly impacts Delivery. Delivery, as
the final stage, depends on all prior activities. This SSIM analysis underscores how planning and
sourcing ensure halal certification integrity throughout production and delivery.

Table 4
Structural Self-Interaction Matrix

(,1) 20 (3 (4 (5 (.6
(1,) NA \'} A A X A
(2,) NA NA \) X \'} (o)
(3,) NA NA NA v A o
(4,) NA NA NA NA \) (o)
(5,) NA NA NA NA NA o
(6,) NA NA NA NA NA NA

The results of the SSIM are then transformed into the Reachability Matrix, which helps in
understanding and visualizing the relationships between elements in a complex system using binary
numbers (1 and 0). The Reachable Matrix value explains that a binary "1" indicates a connection
between risk event elements, while a binary "0" indicates no connection between risk event elements
i and j. According to Kim, Kim, and Kang [26], the Reachability Matrix is detailed using notations 1 and
0.

e If the relationship (i,j) in the SSIM is V, then the relationship (i, j) in the RM is 1 and (j, i) is O.

e If the relationship (i, j) in the SSIM is A, then the relationship (i, j) in the RM is 0 and (j, i) is 1.

e If the relationship (i, j) in the SSIM is X, then the relationship (i, j) in the RM is 1, and (j, i) is
also 1.

o If the relationship (i, j) in the SSIM is O, then the relationship (i, j) in the RM is 0, and (j, i) is
also 0.

This process allows for determining the hierarchy and relative influence of each element and
system. Table 5 is the final result of the Reachability Matrix.

Table 5
Reachable matrix
Al A2 A3 A4 A5 A6

Al
A2
A3
A4
A5
A6

R R R ROk
OO r OR PR
OR OR R R
OO R R R R
OR R R R R
= O OO OO

The Reachability Matrix (RM) in Table 5, derived from the Structural Self-Interaction Matrix
(SSIM), visualizes risk event interactions in a binary format. Each entry (1 or 0) indicates direct
influence between risk events. For example, Halal certification (A1) directly connects with raw
materials (A2), production (A3), and quality control (A4), affecting overall risk. However, Al has no
direct influence on packaging (A5) or delivery (A6). This analysis highlights how certification impacts
key processes while remaining independent of others, providing insights into risk interdependencies
within the system.

The Reachability Matrix aids risk analysis by identifying interconnected risks and cascading
effects. It helps assess how mitigating one risk impacts others, guiding effective risk management.
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For example, resolving Halal certification (A1) may not directly affect packaging but remains vital.
This matrix clarifies direct and broader risk relationships, enhancing strategic decision-making. The
final result in the Reachability Matrix is the Canonical Matrix, which displays the results of driver
power, dependence, rank, and hierarchy. Table 6 shows the results from the Canonical Matrix.

Table 6
Canonical matrix
Risk event Driving power Rank Dependence Hierarchy
Al 5 1 5 1
A2 4 2 3 3
A3 4 2 4 2
A4 4 2 4 2
A5 3 3 5 1
A6 2 4 1 4

Table 6 presents a canonical matrix analyzing various risk events in terms of their driver power,
rank, dependence, and hierarchy. The matrix indicates that risk events Al and A5 are the highest in
terms of driver power and rank, both being assigned a power rating of 5 and ranking 1 in terms of
their influence and importance. Risk events A2, A3, and A4 share similar power ratings of 4 and rank
2, indicating moderate influence and importance. In terms of dependence, Al and A5 both exhibit
high dependence, ranking 1, reflecting their critical role in the system's vulnerability. Conversely, risk
events A2 and A6 have lower dependence scores, ranking 3 and 4, respectively, suggesting less
impact on the overall system. The hierarchy further supports that A1 and A5 are top priorities due to
their high driver power and dependence, necessitating focused attention and intervention.

4.2 ISM Hierarchical Structure

Based on the reachability matrix, a graph was created where the X-axis represents the
measurement of driver power (level of influence) and the Y-axis represents the measurement of
dependence (level of dependence) (Figure 2). The Figure is divided into four parts: Part 1 represents
autonomous variables, Part 2 represents dependent variables, Part 3 represents linkage variables,
and Part 4 represents independent (driver) variables.

6
o &
5
@ - |
§ L 4
g >
i - 3
g - - 3 A4
\I I:\ \:l 1/.1 2
1
Fig. 2. Driving Power-Dependence variables Fig. 3. ISM level

Based on the results of both the ISM diagram (Figure 4) and the level graph (Figure 3), it was
found that A1 (expiry of halal certification), A2 (presence of non-halal labeled auxiliary materials such
as rennet enzymes, citric acid, salt, and milk powder), A3 (poor hygiene and halal maintenance of the
product during production), and A4 (contamination of cheese products with non-halal equipment or
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materials) have significant driver power and thus can influence other risk events. In the level graph
results, these risk event variables are positioned at level 1 for risk event Al and level 2 for risk events
A2, A3, and A4. Therefore, further actions are needed to determine the causes of these risks and
their prevention using the House of Risk method.

Levell Level 2 Level3 Level 4

Presence of non-
halal labeled raw
materials

The product's hygiene There is no halal
The expiration of and halal status are Y labeling and
halal certification poorly maintained expiration date on
during production the packaging

Contamination of
halal products with
non-halal products

The contamination
of products with
non-halal tools or

materials

Fig. 4. ISM Hierarchical Structure

Based on the results of both the ISM diagram and the level graph, it was found that Al (expiry of
halal certification), A2 (presence of non-halal labeled auxiliary materials such as rennet enzymes,
citric acid, salt, and milk powder), A3 (poor hygiene and halal maintenance of the product during
production), and A4 (contamination of cheese products with non-halal equipment or materials)
exhibit significant driver power and thus have the potential to influence other risk events. The level
graph positions these risk variables at level 1 for risk event Al and level 2 for risk events A2, A3, and
A4, indicating their critical roles in the risk hierarchy. This finding aligns with prior studies that
emphasize that the expiry of certification and the presence of non-halal materials are primary
concerns in maintaining halal integrity [16].

4.3 House of Risk Phase 1

At this stage of the analysis, the House of Risk phase 1 (HOR I) methodology plays a critical role
in identifying and understanding the correlation between selected risk events and their underlying
causes. Thoroughly investigating these risk events allows the process to systematically examine the
factors that contribute to potential risks within the system. A key aspect of this stage involves
assessing the likelihood of occurrence for each identified risk cause. This is accomplished using a
standardized scale ranging from 1 to 10, where each value represents the probability of a particular
risk cause leading to a risk event. A score of 10 indicates a severe impact on severity and signifies a
frequent occurrence.

Table 7 presents the occurrence values for various risk agents associated with halal food
certification and production. Each risk agent is assigned a code and an occurrence score ranging from
1 to 10, reflecting its likelihood of impact. The high occurrence score of 7 for both "Lack of action
from the company regarding the official renewal of halal food certification" (E1) and "Insufficient
checking of halal labels on both primary and secondary raw materials" (E3) underscores a significant
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concern about the potential erosion of consumer trust and product contamination. These findings
align with prior research, which emphasizes the importance of rigorous certification processes and
thorough verification of raw materials to uphold halal standards [29]. The moderate risk scores of 6
for "Lack of regular maintenance of production machinery" (E2) and "Lack of coordination and
communication between the supplier and the owner" (E4) also resonate with previous studies, which
have highlighted that production disruptions and communication failures can compromise both
operational efficiency and halal compliance [18]. The lower score of 4 for "Insufficient cleanliness of
the production tools used" (E5) reflects a relatively lower perceived risk but still emphasizes the
necessity of maintaining high standards of cleanliness, consistent with findings that suggest even
minor lapses in hygiene can lead to significant issues in halal food production [3]. These results
collectively reinforce the critical need for robust management practices across all areas of halal food
production to ensure compliance and maintain consumer confidence.

Table 7
Occurrence value of the risk agent

Risk agent Code Occurrence Remark
(1-10)

The lack of halal certification renewal can
E1l 7 reduce customer trust in the halal status of
the cheese product.
Machines under repair can hinder the

Lack of action from the company regarding
the official renewal of halal food certification

Lack of regular maintenance of production

: E2 6 .

machinery production process.

Insufficient checking of halal labels on both £3 7 Unlabeled auxiliary materials risk non-halal
primary and secondary raw materials contamination.

Lack of coordination and communication Ea 6 Lack of monitoring and unlabeled raw
between the supplier and the owner materials affect halal product certainty.
Insufficient cleanliness of the production Es 4 In the company, some tools still require
tools used additional cleaning.

The next step of HOR | is to determine the correlations represented by the numbers 0, 1, 3, and
9 (see Table 8). The relationship between risk events and causes is denoted as Rij (0, 1, 3, 9), where
0 indicates no correlation, 1 indicates low correlation, 3 indicates moderate correlation, and 9
indicates high correlation. This phase aims to produce the ARP (Aggregate Risk Potential) value, which
is used as input in House of Risk phase 2. HOR phase 1 correlation valueFrom the ARP values, the
rankings (Pj) are sorted from highest to lowest. This indicates that the risk causes should be prioritized
for preventive actions based on their impact and likelihood of occurrence. The ARP results show that
E3 is ranked first, E1 second, followed by E5, E4, and E2, respectively. The results from the ARP values
indicate that the risk associated with insufficient checking of halal labels on raw materials (E3) poses
the highest threat, followed by the failure to act on halal certification extensions (E1) and deficiencies
in production equipment cleanliness (E5). This prioritization aligns with the findings of prior research,
which highlights the critical importance of rigorous certification processes and effective monitoring
systems in ensuring compliance with halal standards [12]. For instance, Chen and Lien [7] emphasize
that lapses in certification and labeling can lead to significant compliance risks, a concern reflected
in the high ARP score for E3 in this study. Similarly, the research underscores the necessity of regular
maintenance and hygiene practices, aligning with the study's emphasis on the need for action
regarding E5 and E4. The observed ranking also corresponds with observations by Lestari et al., [30],
who found that inadequate monitoring and maintenance significantly contribute to operational
failures in halal food production. Thus, prioritizing these risk factors for preventive measures is
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consistent with established literature advocating for enhanced oversight and stringent maintenance
protocols to mitigate halal certification risks [44].

Table 8
Analysis of occurrence value of the risk agent
Failure of the

Insufficient
company to . Lack of Deficiencies in
. . checking of -
take official Production coordination the
. . halal labels .
action machine and cleanliness of
. . on both L .
regarding the maintenance . communication the Sj
. . . main and .
extension of  is not carried auxiliar between the production (1-10)
. halal food out regularly y supplier and equipment
Risk Agent . raw
certification . the owner used
materials
contracts
El E2 E3 E4 ES

The expiration

of halal Al 9 1 8
certification

Presence of

supporting raw

materials

without halal

labels (such as

rennet, citric

acid, salt, and

powdered milk)

Inadequate

hygiene and

halal

maintenance A3 9 3 9 7
during the
production
process
Contamination
of cheese
products with
non-halal
equipment or
ingredients

Oj 7 6 3 5 4
ARPj 1008 432 36 290 36
Pj 1 3 6 4 6

A2 9 9 9 7

In Stage Il of the House of Risk (HOR II), the ARP (Aggregate Risk Potential) values from the final
stage of HOR | will be used as a basis to propose appropriate risk mitigation actions for each risk
agent. The steps in HOR phase 2 involve determining risk prevention actions based on the results of
the three highest ARP values, namely E3, E1, and E5. There are 6 identified risk mitigation actions as
shown in Table 9.
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Table 9

Risk mitigation actions

Risk Mitigation Code
Extension of halal certification before expiration P1

Routine audits and inspections of both main and auxiliary raw materials for quality and halal P2

compliance

Training and education for employees on halal principles and the importance of adherence
Utilization of tracking technology to monitor the supply chain for halal standards (e.g., ERP and SCM P4

systems)
Written SOPs related to product halal aspects

P3

P5

The goal of HOR Phase 2 is to determine the Effectiveness to Difficulty Ratio (ETDk) of prevention
strategies based on the company's available resources. To find this value, Degree of Difficulty (Dk) is
required, which is derived from interviews and assigned numerical notations: 3 (mitigation action is
easy to implement), 4 (mitigation action is somewhat difficult to implement), and 5 (mitigation action
is difficult to implement). Additionally, Total Effectiveness (TEk) is evaluated using a scoring formula.
The next step involves establishing the correlation/relationship between risk causes and mitigation
strategies using values of 0, 1, 3, and 9 to indicate each correlation. ETDk can be calculated by dividing

the TEk value by the Dk value.

Table 10
Analysis of risk mitigation effectiveness

Preventive action

Havi
. Using tracking aylng
Regular audits written
Extend halal Employee technology to
I ensure raw . . SOPs
. certification . . training on monitor halal
Risk agent . material quality L . related to ARP
before it halal principles  supply chains
. and halal . product
expires . and compliance (e.g., ERP and
compliance. halal
SCM systems)
aspects
P1 P2 P3 P4 P5
Company's
inaction on
extending halal El 9 3 3 798
certification
contract
Lack of
verification
related to halal
labels on both E3 9 9 1 1085
main and
supporting raw
materials
Deficiency in the
cleanliness asp.ect ES 1 504
of the production
equipment used
TEk 7182 12,159 2898 9765 1085
Dk 3 3 4 5 3
ETDk 2394 4053 724.5 1953 361.67

The TEk result identifies strategy difficulty using values of 3 (easy), 4 (moderate), and 5 (difficult),
based on interviews with the company owner. ETDk values rank mitigation strategies from easiest to
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hardest: P2 (audits/inspections), P1 (halal certification renewal), P4 (tracking technology), P3
(employee training), and P5 (SOP establishment).

Table 10’s risk mitigation strategies are compared with prior studies to assess effectiveness.
Regular audits (P2) rank highest, followed by halal certification renewal (P1), tracking technology
(P4), employee training (P3), and SOPs (P5). This aligns with past research highlighting routine checks
and real-time monitoring in halal supply chains. For example, Gordon et al, [10] found that
continuous monitoring and auditing significantly reduce compliance issues by promptly identifying
and addressing deviations from halal standards. Their study reported that regular inspections and
audits are crucial for maintaining high compliance levels and reducing the risk of certification lapses,
corroborating the high effectiveness and relative ease of implementing regular audits observed in
our study. Conversely, our study highlights the complexity and lower effectiveness of certain
strategies like employee training and SOP development compared to other measures. This finding
resonates with earlier work by Adham et al., [2], who noted that while training and documentation
are essential for long-term compliance, their immediate impact on risk reduction is less pronounced
compared to proactive measures such as certification renewal and technology integration.

4.4 Managerial Implications

The results of this study highlight several critical risk events in the halal food supply chain,
revealing significant managerial implications for each stage of the process. The highest severity risks
identified, such as the expiration of halal certification and the lack of halal labels on auxiliary raw
materials, underscore the need for rigorous management and oversight. Managers must prioritize
the timely renewal of halal certifications and enforce stringent verification procedures for raw
materials to ensure compliance and prevent potential contamination [44]. Addressing these issues
can help maintain the integrity of the halal certification and safeguard consumer trust, ultimately
enhancing the brand's reputation and market positioning. Additionally, implementing regular audits
and training programs can further strengthen the supply chain's resilience by ensuring that all
stakeholders are well-informed and aligned with halal standards [32]. Moreover, integrating
technology, such as blockchain for traceability, can provide real-time monitoring and transparency,
reducing the likelihood of non-compliance and enhancing halal supply chain efficiency.

In the production phase, the findings emphasize the importance of maintaining high hygiene
standards and preventing contamination. The frequent omission of Personal Protective Equipment
(PPE) and the use of non-halal tools or materials during production are critical concerns that require
immediate action. Management should implement comprehensive training programs on hygiene and
halal maintenance for production staff and enforce strict quality control protocols to minimize
contamination risks. To reinforce this approach, Malavi, Abong’, and Muzhingi [33] have shown that
regular training and stringent quality control measures significantly reduce contamination risks in
food production, thereby enhancing both product safety and consumer trust. Regular audits and
adherence to best practices in hygiene can significantly reduce the likelihood of non-compliance and
product contamination. Handayani et al., [13] have shown that clear and accurate Halal labeling can
meet consumer expectations and enhance brand trust and loyalty among Muslim consumers. By
integrating these measures into their risk management strategies, companies can better address
potential vulnerabilities and enhance their overall supply chain resilience.

The House of Risk Phase 1 analysis underscores the importance of addressing critical risk agents
through targeted mitigation strategies. For instance, the high occurrence scores associated with the
lack of action in renewing halal certification and insufficient checking of halal labels highlight urgent
areas for intervention. Companies should prioritize the renewal of halal certifications to maintain
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consumer trust and ensure compliance with halal standards. Mohamed, Abdul Rahim, and Ma'aram
[38] studies have highlighted that ongoing certification renewal and stringent supplier management
practices are critical for maintaining the integrity of halal products throughout the supply chain.
Furthermore, investing in preventive maintenance for production machinery and improving overall
cleanliness standards will reduce the likelihood of production-related issues. Wakiru et al., [56]
believed that regular maintenance and cleanliness practices can extend equipment lifespan and
enhance operational efficiency, ultimately leading to fewer disruptions in production processes.

4.5 Theoretical Contributions

In this study, the application of ISM and HOR methodology has significantly contributed to
understanding and managing risk events in the halal food supply chain. By utilizing field observations,
interviews, and questionnaires with stakeholders across various departments, including production
and marketing, the study identified critical risk events related to halal certification, raw materials,
production hygiene, quality control, and packaging. The integration of these methods facilitated a
detailed analysis of the interrelationships among risk events, leading to the development of the SSIM.
This matrix, alongside the Reachability Matrix, enabled the identification of key risk events with high
driver power and dependence, such as the expiration of halal certification and the presence of non-
halal labeled materials. The results underscore the importance of robust risk management strategies
to address these critical issues, ensuring the integrity of halal products throughout the supply chain.
This approach aligns with findings by Mustapha et al., [40], who emphasize that comprehensive risk
management practices are crucial for maintaining consumer trust and preventing contamination or
non-compliance within halal food systems.

Furthermore, the hierarchical structure derived from the ISM analysis reveals the significant
impact of specific risk events on the overall risk landscape. Risk events such as the expiration of halal
certification and contamination during production exhibit substantial driver power, influencing
subsequent risk events within the supply chain. This finding aligns with existing research emphasizing
the necessity of addressing foundational risks to prevent cascading effects [6]. The application of the
House of Risk methodology, specifically Phase 1, further highlights the importance of identifying and
prioritizing risk causes, such as insufficient halal label checks and lack of certification renewal, to
mitigate potential disruptions effectively. This approach aligns with previous findings [46], where
proactive identification and prioritization of risk causes in supply chains have been shown to
significantly reduce the likelihood of disruptions. This comprehensive approach provides valuable
insights for developing targeted risk management strategies, ultimately enhancing the resilience and
compliance of halal food supply chains.

5. Conclusion

In this study, the identification of risk events and their causes within the halal food supply chain
was achieved through comprehensive data collection methods, including field observations,
interviews, and questionnaires from various stakeholders. Using the SCOR model, which breaks down
the supply chain into Plan, Source, Make, and Deliver stages, key risks were identified. These risks
ranged from expired halal certifications to contamination issues during production and delivery. The
severity of each risk was assessed, with high scores indicating significant potential impacts on the
halal integrity of the products. This structured approach to risk identification and assessment is
essential for understanding the vulnerabilities within the halal food supply chain and highlights
critical areas requiring attention to maintain compliance and product quality.
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The Interpretive Structural Modeling (ISM) methodology further refined the analysis by mapping
the interrelationships between identified risk events. The Structural Self-Interaction Matrix (SSIM)
and Reachability Matrix provided insights into how these risks influence each other, revealing critical
dependencies and the hierarchical structure of risk events. The Canonical Matrix highlighted the
driver power and dependence of each risk, with certain events such as the expiration of halal
certification and contamination during production showing high driver power. These findings
underscore the importance of addressing primary risks that have substantial impacts on other parts
of the supply chain. The next step involves applying the House of Risk methodology to identify
underlying causes and develop targeted preventive measures, ensuring a robust strategy to mitigate
identified risks and enhance the overall integrity of the halal food supply chain. To further advance
this research, future studies could explore the integration of advanced technologies such as
blockchain for real-time tracking of halal certification and raw material authenticity to enhance
transparency throughout the supply chain. Additionally, investigating the impact of employee
training programs on adherence to halal standards and risk mitigation could provide valuable insights
into improving compliance and reducing risk events in the halal food industry.
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